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Adenda

— Introduction

- Cyber

— General Data Protection Regulation
- Questions
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niroduction

— Protect your personal, client and business information
— Strategic matters

— Technical versus cultural

- KPMG has global expertise
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U CyDer Securty journey - giona

Made Cyber Security one of our Completed five acquisitions in

six global multi-disciplinary a year
Strategic Growth Initiatives
(SGls)
$1000m .
P — 20 Increased our range of clients
7
se1am 7 @ 3,810
FY14 Clients globally
Accelerated Cyber 7 Qubera Solutions
Security revenue

growth
Deepened and broadened our
range of services

Earmarked $165m for investment
in organic growth over five years

Zink Securit
“thinking <n.'u“'--"-"'y 40%

o .l
ﬂ- Growth target

Overtaken our direct competitors
in many key markets...

...and moved Cyber Security to the heart of KPMG
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HOW prepared are we?

How prepared is your company for a cyber event?

Mot where we nead to ba . 3 ':,’J'rn

Unzura 205

Are we prepared? Seventy-two percent of CEOs say they are not fully prepared for a cyber event,
significantly higher than in 2015 (50 percent).

Can you be fully prepared? In interviews, CEOs frequently said: “We are as prepared as we
can be” or “You can never be fully prepared.”

How to prepare? By practicing the ability to respond to cyber events. Companies need an ability
to be agile and deal with the unexpected.

m © 2016 KPMG Channel Islands Limited, a Jersey company and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“"KPMG
International”), a Swiss entity. All rights reserved. 6

Document Classification: KPMG Confidential



AUACKS

Targeted attacks are becoming more common...

In a study of 1,200 companies, security research firm FireEye identified:

of these companies experienced

24% events that matched the patterns of a

targeted attack
7 O/ of these companies were
O breached.

We did a similar study in Finland, Sweden and Denmark — The results are similar.
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[NErsks - wheres the Upside?

Cyber security is correlated with Fully prepared for a cyber event

performance. More CEOs from top- crons o0 compenice _ 43%,

performing companies believe that they |
are fully prepared for a cyber event st of compsnes suneyes _ 21%

Sounce: 2016 Global CEQ Outlook, KPMG International

KPMG CEO Survey 2016. Growing companies are more

As the volume of data grows prepared
exponentially, so do the opportunities
to use it. Typically, when services are free, Security prompts innovation in products and services

businesses make money from the data, Agree _ 889%

and the consumer becomes, in effect, a

product. Disagree - 12%

Source: #0116 Global CEQ Outlook, KPMG International

KPMG CEO Survey 2016. Security prompts innovation
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[hreats - Nipy/

CYDErkpma com/#

Month

Most buzzing threats
Tt

Data breach

Mobile security —___

=

All sectors

Hacktivism —
~—— Malware

Powered by

cyber.kpmg.com. Threats (1.9.2016)

Data breach
Malware
APT
Hacktivism

Mobile security
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Reguialory Focus Areas and Industry Activities

Regulatory Focus Areas Industry Activities

— Evaluation of Cybersecurity Inherent Risk — Cybersecurity Assessments and

— Enterprise Risk Management and Oversight Benchmarking

~ Threat Intelligence and Collaboration ~ Refresh Information Governance Model

~ Data Classification and Risk-Based Controls ~ Enhance Data & Information Protection

~ External Dependency and Vendor Risk - Improve Security Monitoring and Incident

Management Management
~ Cyber Incident Management and Resilience ~ Participate in the Financial Services
(BCP/DR) Information Sharing and Analysis Center
(FS-ISAC)

- Information Sharin
: — Develop and Revise Policy & Standards

— Social Engineering and Insider Threats o _
- Maintain an Effective End-User Awareness

— Data Loss Prevention (DLP) Program

-~ Improve Third-Party Vendor Security
Assessment Program
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The General Data Protection Reguiation ( GDPR)

— Applicable to all organisations that
process personal data of EU
nationals, including organisations
outside EU

— Approved in April 2016
— Two year transition period -

. : ) it
binding 25 May 2018 S asuros
i o : ! i apply both to
- Significant increase in sanctions personal data
(up to €20m / 4% of global andother
critical data
turnover)
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Welicome [0 the Channel ISiands
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Perect storm

Why is this important? And regulations...

Data
prote

4.3 million phishing attempts /
hour

1.8 million malware attacks / hour
74% UK SME companies report
breaches

Good security practices are
needed to protect the

The cost of an attack often iInformation

exceeds £300k

20% of all attacks target SMEs

You will be accountable!
Source: EU, McAfee, UK Gov
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Juestions we ask refated to GDPR/cyer

Personal data?

What are “logical” personal data registers?
Who should own the data?

What policies are needed?

What are the responsibilities?

Is training needed?

What contracts should be amended?

What is your policy on data retention?

What logging and audit trail are needed?

How do you meet the right of access/right to be
forgotten/data portability?

What are your detection and forensic capabilities?
User management?
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mplcations Inthe Channel Isiands

Banks Investment Boards
Managers

e i
InvestmentAdVISe\ N~
WH %

— services, social,

\ ema|I etc N /
ﬁﬁ Investors

IT Vendors ﬂ-ﬁi

Regulators
[ )

Web, mobile O

Beneficiaries

Trust / Fund Service Registries
PI‘OVIdeI‘S Settlors
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KEY questions 10 be addressed

What are the business processes processing personal data?
Business processes What type of data is that?

Who are the participants in the process?

What are the IT systems involved?

Product/service What personal data is stored in association to
information products/services?
IT systems and participants?

Information flows What are the information flows between
services?
Outsourced services What processes or services are outsourced?

To whom and where?

Access to information Who has access to the information?
What is the purpose?
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KNOW Wnere you a

Banks Boards

. Investment Managers

Regulators

Investment Advisors

ﬁ ; Investors
.le . .

IT Vendors

Beneficiaries il !

Financial Service Providers Registries

Settlors

m © 2016 KPMG Channel Islands Limited, a Jersey company and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“"KPMG
International”), a Swiss entity. All rights reserved.

Document Classification: KPMG Confidential



oW WNere you are (cont

ELEMENT

MATURITY LEVEL1

ADHOC

MATURITY LEVEL2
INITIAL

MATURITY LEVEL 3

CONTROLLED MONITORED

GOVERNANCE AND

MATURITY LEVEL 4 MATURITY LEVELS

| CURRENT STATE | | DESIRED STATE
| CURRENT STATE | GUHHEHTMHTUHIT‘IGHP | DESIRED STATE
[_comentsmae | [ oesme s
| CURRENT STATE | | DESIRED STATE |
| CURRENT STATE | | DESIRED STATE
m | CURRENT STATE | | DESIRED STATE
| CURRENT STATE | | DESIRED STATE |
| CURRENT STATE | | DESIRED STATE
| CURRENT STATE | | DESIRED STATE |
| CURRENT STATE | | DESIRED STATE |
| CURRENT STATE | | DESIRED STATE
| CURRENT STATE | CURRENT MATURITY GAP DESIRED STATE

1

Efficiency
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JErsey Stats

Guernsey stats unavailable at this time

- JFSC: 4,000 attacks per day (spikes up to 12,000)

— States of Jersey: estimated at 10% of the JFSC'’s threat level

— Jersey Police: receives significant cyber crime reports, with huge
Increase year on year and they estimate that this is significantly under
reported

- Relatively low awareness covering cybersecurity (95% of breaches
iInvolved human error in 2014)

— NO local centralised emergency operation
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[hreats to the thannel Isiands

Locally, we have seen a sharp increase in:
- Whaling
— Distributed denial of service

— Insider threat

Investment Managers

f

L
(ira//l\\/
X028

Web, extranet, mobile

[ )
N \ services, social, email etc.
ﬁﬁ N
ele . .
\ H

Administrator

IT Vendors w ﬁ

- Ransomware

- Data loss

Investment Advisors

——  Wab, extranet, mobile

services, social, email etc. /
ﬁ “ e Investors
o T“

GP Beneficiaries
Financial Service Providers Financial Service Providers
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lopical in the Channel isiands

— Awareness

- Information sharing

- GDPR

- 1SO 27001 (information security management standard)

— SIEM (security information and event management)

Boards

Investment Managers

Investment Advisors

' 4
Web, extranet, 1 mobile % %

\ services, social, email ete.
| T

Investment Managers :

_ 1&___

"_'_'" Web, extranet, moblla %

services, social, ema|letc

IT Vendors
IT Vendors
Beneficiaries
Beneficiaries
Financial Service Providers
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Rob Kirkby

Advisory Executive Director
Tel: +441534 632549
rkirkby@kpmg.com

Brian Bethell

Director

Tel: +441534 608405
brianbethell@kpmg.com

Teijo Peltoniemi
Advisory senior Manager
Tel: +441534 632565
teijopeltoniemi@kpmg.com

Follow KPMG in the Channel Islands

fleialsin

Ashley Paxton

Advisory Executive Director
Tel: +441481 741871
ashleypaxtonl@kpmg.com

Linda Johnson
Advisory Director

Tel: +441481 741835
lindajohnson@kpmg.com

Matej Jurkic

Audit Manager

Tel: +441481 755787
mjurkic@kpmg.com
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