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Foreword

If software is an art—and I think it is—then I must be the only artist in the world who advo-
cates defacing his own work. But if ever there was a product designed for hacking, Firefox is it.
Because Firefox is an open-source project, its lifeblood—its source code—is available to hack-
ers the world over. And I do mean Aackers. These guys ship software before they put on pants.

What separates Firefox from other open-source projects is that it isn’t designed for a technical
community. Products like Linux are generally regarded as being “by geeks, for geeks,” but with
Firefox it’s more like “by geeks, for grandmas.” We focus obsessively on the user experience so
that everything just works, right out of the box. Indeed, you may find that when you first start
Firefox, you don’t need to hack it. This odd sensation will be accompanied by symptoms of
hacker withdrawal, including, in severe cases, a sudden willingness to go outside. You'll find
yourself scoffing at certain parts of Firefox just to feel as if you have something to hack (“Pfft,
I could hack a much cuter fox for their logo”).

No worries: Shortly thereafter, your geeky sense will begin tingling again. Think back to The
Matrix. Where most of the world saw a vibrant 3-D reality, Neo and his crew saw an endless
stream of flashing green code. Okay, so real life (if this is real life) isn’t guite that cool, but you
and I see technology through a different lens than Grandma. She isn't going to notice—or
care—if her toolbar buttons are five pixels apart instead of seven, but I am, and I want to fix it.
Because we are empowered to change anything, we notice everything.

Besides, hacking isn't just about fixing what’s wrong. It’s also about making what already works
work for you. Sure, traditional, rectangular context menus work well enough, but wouldn’t pie
menus be better? And yeah, it’s easy enough to click that back button, but it’s ever so far. . .
Why can’t I make a quick gesture with my mouse to go back, wherever it happens to be? Well
enough, good enough—"enough” does not exist in the hacker vocabulary. There is only an esca-
lating sense of “better.”

I began work on Firefox two years ago, when I was 17, and I'm still hacking on it right now in
another window. Firefox is not a business. It is a passion. It is the product of a global commu-
nity of developers fueled by their own drive to create, and no matter how hard we try to polish
it for Grandma, our roots shine through. We urge you to join us; our art is yours.

Blake Ross
Co-creator of Firefox
www.blakeross.com
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Introduction

“And so at last the beast fell and the unbelievers rejoiced. But all was not lost, for from the ash
rose a great bird. The bird gazed down upon the unbelievers and cast fire and thunder upon
them. For the beast had been reborn with its strength renewed, and the followers of Mammon
cowered in horror.”

from The Book of Mozilla, 7:15

Assumptions

To use this book and reap its benefits, you should have a solid foundation in using Windows/
Linux and Mozilla Firefox. This book covers basic to advanced hacks, the majority of which are
compatible with any platform that the Firefox 1.0 official release currently runs on.

Using This Book and What You Will Find Here

To use this book, all you need to do is have a basic understanding of how Firefox works, how to
install it, and how to find files on your computer. As you read, you will begin to unravel the
marvels of coding for Firefox using the basics of Cascading Style Sheets (CSS) and JavaScript
and then later diving into XML User Interface Language (XUL) and the Cross Platform
Component Object Model (XPCOM). The final goal is being able to create extensions that
will allow you to customize Firefox to your heart’s content.

This book starts by giving you a brief overview of how to hack manually, how to hack with
extensions, and then a quick glance at what you will need to do to back up critical files so that
you can practice safe hacking.

Then it breaks down each of the individual components of Firefox from interface to rendering
to privacy and walks you through hacking and modifying key files to apply tons of possible
interface and functionality changes. It also includes a great list of proven extensions with which
you can modify core features of Firefox, as well as the look and feel of the interface.

In addition, this book covers the grassroots efforts that Mozilla and Firefox have become
known for among developers—the ability to use the highly extendable Mozilla programming
language and interface to modify any aspect of the browser by creating extensions, and also
how you can change the appearance of the browser by creating themes.
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Conventions Used in This Book

As you read this book, you will find boxed icons that highlight additional information of inter-
est. The informational icons include the following:

This icon indicates special information relating to the current section that you may find useful.

This icon indicates information that explains the best way to do something or alerts you to spe-
cial considerations you should be aware of when performing a routine task.

This icon indicates a reference to related information in another chapter.

This icon indicates cautionary information, alerting you to potential hazards encountered within
A the tasks at hand.

/4

Being a Part of the Community

The Mozilla initiative, in existence for more than seven years now, is the divine spawn of the
Netscape Corporation. Several years spent in planning and restructuring have lead to some
incredible products, including the Mozilla Suite, Firefox, Thunderbird, and many other smaller
projects. Several of these projects are currently official releases, with Firefox being the flagship,
standalone browser. The key to the Mozilla community is that it is now an official nonprofit
international organization with many volunteers who help in debugging, hacking, and docu-
menting the interface and features.

The community of people who use and create for Mozilla is tremendous, and as large as it is, it
still requires the assistance of all users, basic or experienced, to find and submit bugs that may
come up or to submit requests for options that are currently not available.

While you might hear a lot about the Mozilla organization, this book also covers the other
supporting sites and individual initiatives, such as the XULPlanet, MozillaZine, MozDeyv,
Extension Room, and Extension Mirrors sites. All of these help users and programmers
support the Mozilla efforts by hosting web forums, extension homepages, and independent
projects.
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Searching and Submitting Firefox Bugs

The Bugzilla site (http: //bugzilla.mozilla.org) is the core management center for
tracking and communicating bugs and requests for enhancements (RFEs), and to check on the
latest development efforts for future releases.

Your first visit to Bugzilla might be a little daunting, but, as you read this book, you should be
able to understand and maybe even help with issues in the currently released builds by search-
ing and submitting your findings and bugs to the Bugzilla site.

Though registration is not required for searching, you should register and get a Bugzilla user
account to help communicate bugs and workarounds and to receive patch status on bug reports
you submit. The key thing to remember when submitting a bug is that you should thoroughly
search the Bugzilla database using different permutations of keywords that can describe your
problems. For example, suppose this was the issue at hand: “My browser crashed during an
online SSL secure transaction at MyRustyRedChevyTruck.biz.” Before submitting a bug, do
some digging, check to see if it is a bug with any secure site or just the one you had a problem
with. Once you have deduced whether it involves all secure web sites or just this site, you can
go into the Bugzilla database. You can search to see whether this is a known bug, if a future
major release includes the fix, or if there is a workaround.

The initial search that you should do would be for “MyRustyRedChevyTruck.biz.” If this
search does not bring back any results, do additional searches for “SSL crash” or “browser crash
secure site.” Each permutation of searches you do will help in removing duplicate bug reports,
which, in the end, will reduce overhead in managing, categorizing, and tracking bugs.

If, after thorough researching, you conclude that yours is a unique bug, go ahead and submit a
new bug by selecting the correct form entries on the Bugzilla site. Pay close attention when
classifying your submission, as doing so will expedite your request and remove the categoriza-
tion burden from the developers. If you are confused about classifying the bug, just do your
best; the category owners will sort it into the correct bucket. After submitting a bug, you will
receive communication from the Mozilla team and possibly other users who will confirm or
resolve the issue. If your submitted bug is a legitimate bug, it will be queued for further testing
and troubleshooting.
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Hacking Firefox
Boot Camp

some basic Internet browser features, installing some tools, and
being able to find files on your computer system. Then it gets just a -
tad more complicated. This chapter starts things off by discussing the dif-
ferent methods for hacking Firefox that are covered in this book and how
things will progress. Try not to get bogged down with the onslaught of top- by Mel Reyg 5
ics that are covered here, because many of them are covered in depth

throughout the book.

If you understand some basic web programming tools, such as CSS,
JavaScript, and XML, you are one step ahead of the game. Conversely, if In +kl§ CkaP+er
you are not well versed in these technologies, you will find plenty of exam-

ples and references to guide you along your hack training. M Installing the
Document Inspector

G earing up to hack Mozilla Firefox is as simple as understanding

First, we cover some of the key tools you should use to get an edge when
hacking Firefox. Tools covered include the Document Inspector, basic text R et tool

editors, and JavaScript Console. A good portion of this chapter helps you ng text tools
find your personalized Firefox settings in your Profile directory and then

highlights the key features of most of the files. As you continue to read this M Using the JavaScript
book, you will tap into many of the key components of your profile. Then Console

we will approach the different methods of hacking the browser using some

of the functionality included with the browser, such as about:config and the ™ Your profile
JavaScript Console. Finally, you'll learn the basics of changing your prefer- epr ained

ences and interface by manually hacking the prefs.js, user.js,
userChrome.css, and userContent.css files. After getting all your gear, you
will begin your quest to understand the core technologies involved in hack-
ing just about every aspect of Mozilla Firefox.

M Backing up before
hacking

Installing the Document
Inspector Gadget

Out of the box, the Firefox Installer has two installation modes: Standard
and Custom. If you have already done a Standard installation, you will be
missing a key hacking and programming component: the Document
Inspector, or DOM Inspector.
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The Document Inspector extension is a development tool used to analyze the Document
Object Model (DOM) of web pages or the Firefox interface, and is very useful in digging
deeper into the core structure of web pages, the Firefox browser window, and browser elements.
Currently, this browser development tool is available only from Firefox’s main installation pro-
cess. Later in this chapter and throughout the book, you will begin to see how web page docu-
ment model standards fit into Firefox’s interface customization.

So you want to install the Document Inspector (also called the DOM Inspector), but you
already have Firefox installed? No problem. Simply reinstall Firefox, but instead of choosing
the Standard installation type, choose the Custom installation type.

Follow the prompts until you get to the Select Components screen. Select Developer Tools, by
clicking the checkbox as shown in Figure 1-1, to install the Document Inspector tool.

Select Components E

Select Components
Addiional components that enhance Firefox i

Choose additional compornents you want to instal, then chick Mext.

] Quality Feedback Agent

- Dezciption
The Document Inspecion - & ool for web developers, ‘

< Back I Mest > I Cancel

FIGURE 1-1: Install the Document Inspector tool

Once you have completed this installation or reinstallation, you will notice the DOM Inspector
in your Tools menu is now available to all profiles on the system. You can use this tool as a
resource for dissecting bits and pieces of web pages and the Firefox interface. Figure 1-2 shows
the DOM Inspector view of a web page that is currently loaded in the main browser. Note that
the hierarchy for the currently loaded web page is displayed in the left-hand panel, with each
level or node grouped by the HTML-defined hierarchy and code. Additionally, details on the
currently selected node are displayed in the right-hand panel; this panel becomes useful when
hacking the Firefox interface.



Chapter 1 — Hacking Firefox Boot Camp 5

¥ DOM Inspector M= &
Eile Edt Search Miew

m $% [ htep: [fwen mrozila. org products(Firefox fcerkral hbml Inspect
[£5] - Document - DOM Nodes b - || E5 -+ Object - DOM Node [
nodetlame I id | class Iﬁl
Node Name:
= #document & Hame IHIML
i HTML Mamespace URL: [
MNode Type: In
HHEAD Node Value: I
et
= BODY wiwem,.. desplevel ... nodefams | nodevalue |ﬂ
et
+-DIv corfaines

FIGURE 1-2: DOM Inspector document tree and object properties

Occasionally, I have noticed that running the DOM Inspector on a fresh install or reinstall did
not yield the desired results or did not work at all. To correct this, I have tried either unin-
stalling Firefox and then reinstalling with the Developer Tools option enabled, or creating a
new Firefox profile. Unless you are running an older version of Firefox that prompts you if you
want to delete all the program files, the Firefox uninstaller retains all the supporting plugins
and other files that it might need. If prompted to delete all Firefox program files, do not con-
firm this prompt; doing so will require reinstallation of plugin support for features such as
Macromedia Flash, Shockwave, QuickTime and/or RealPlayer. Historically, uninstalling and
reinstalling and/or creating a new profile have been the two methods that I have used to resolve
mysterious Firefox issues when I could not consistently reproduce them.

For information on how to use the Profile Manager to create a new Firefox profile, visit the
incredibly useful MozillaZine Knowledge Base at http: //kb.mozillazine.org/Profile_
| Manager.

While having a pretty hierarchy tree of your HTML is nice, the real benefit of the DOM
Inspector is using it to hack Firefox itself. Firefox is built on a cross-platform extensible user
interface language called XUL, which is based on XML standards and was created to support
Mozilla applications. The user interfaces for the Mozilla Suite, Firefox, Thunderbird, and
Sunbird all use XUL to create and display the user interface. This interface foundation is the
core element that helps all these programs run on different operating systems. The interface is
a collection of object definitions used to create each of the elements on the screen.
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Using the DOM Inspector can easily help you walk through the hierarchy used to create the
actual windows displayed by Firefox. To load the browser window’s XUL hierarchy, just follow
these steps:

1. In the main browser window navigate to any external web site, such as http://
www .mrtech.com.

2. Open the DOM Inspector from the Tools menu. At this point, the web site opened in
the previous step will be parsed.

3. From the File menu, choose the entry from the Inspect a Window menu option that

corresponds with the site opened in the first step, in this case, “MRTech.com - Mozilla
Firefox.”

After following these steps, the nodes or page elements for the main browser window are
loaded and available for visual inspection, as shown in the left-hand Document - DOM Nodes
panel of Figure 1-3. For future reference, you can use the following location or URL for the
main Firefox browser window to quickly browse the node tree: chrome: / /browser/
content/browser.xul.

After you have the nodes listed in the left panel for the browser.xul page, just click on Inspect

to the right of the location bar to open a window to browse the actual page on the bottom half
of the screen (also shown in Figure 1-3).

[@ooMinspector =1oix]
Fie Edt  Search  View
@ #% [ chrome:/fbrowser jconkent fbrowser, cul Inspect
#H » Dooment - DOM Nodes b+ ||EE - Object - DOM Mods b
nodehame [ | dass =
Node Mame:
(= toalbox navigator-tookbox toalboi-top ;I IWMU"
(¥ toolbar toclbar-menubar chromeclass-m... Tamespace URI: |Mp:f!mw.mi|n.uwm,fgumwi&m
[=rtonlbar nav-bar toolbar-primar ... MNode Type: It
-tonlbarbutton back-button toolbarbutton-.., Nade value: |
te-tonlbarbutton Forward-button Ibarbuttore-.... J
\-toolbarsepatabor  separatorl1157483., nodehlame [ nodevatss ]
utkon an  thx-button boo... dlass tbx-l.:utmn toolbarbutton-1 =
& toolharbutton embuttorExtersons  toolharbutkon-1 id tbix-jsconsale-button
@ tookarbutton embuttonThemes  toolbarbutbory-t erccetmand FoJavascriptConsole();
v toalbarbuthon Hoevimwsource-but... tha-botton too.., arwlick thieCommands. jsConsole(event); —
toolbarseparaber  separstor11157483... ""bi' 5 C°"i°‘° | =
i brnbinkast Oiran e Tacaesier Canesla
i+ tooberbutten  reload-button toglbarbutteer-...

File Edt Yew Go  pookmarks Tods Belp @

> .| B o & ) ) @ 5
Forward J5Console Extensions  Themes — Source Reload HulJ'ne ]l_ j G ||CL

FiGURe 1-3: DOM Inspector with Firefox's browser.xul loaded
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To find the internal name or id of a specific Firefox window element, I like to use the Select
Element By Click option from the Search menu. Once you have selected this, you can click on
any of the screen elements on the bottom half of the window and the DOM Inspector jumps
to the actual definition for that element within the hierarchy. There you can easily access the
internal id associated with the element and use that for future coding or manipulation.

The Select Element By Click option works only after you have clicked on Inspect next to the
location bar.

Using the DOM Inspector and Figure 1-3, I will now explain how XUL is used to build the
main Firefox browser window. As you see from this figure, there is a XUL object or node called
toolbox with an id of navigator-toolbox. This object defines the top-level toolbar container on
the main browser window. This container holds the three individual toolbar objects that are
visible in the main window. They are toolbar-menubar, nav-bar, and PersonalToolbar. Digging
deeper, the nav-bar toolbar object has a toolbarbutton object defined as back-button. This
object holds the object information for the Back button, which is displayed on the browser
window’s navigation toolbar, and the fun continues from there with the rest of the interface
XUL definitions.

Allin all, the DOM Inspector is the most useful tool to begin digging around and understand-

ing the interface elements that make up the Firefox windows.

Editing and Programming Text Tools

Another tool you will need is a good text-file editor. While the basic text editor that comes
with the operating system works for some people, I have found that more functionality is desir-
able when working with web or Firefox files. Choose an editor with good code syntax high-
lighting or with other advanced options.

Key attributes to look for in a good programming editor or interface include the following:

B [ it actively developed?
B Can it support Windows, UNIX, Mac OS, and Unicode text-file formats?
B Does it have customizable tab stops or multi- or tabbed-file support?

| Is it free?

Using the editor provided by your operating system may work for you for now, but you may
find yourself being a little more productive if you opt for a more up-to-date editor. Several
good freeware text editors are actively developed and contain features that even the most
diehard vi expert could grow to appreciate and love. Additional coverage on better program-
ming editors is available in Chapter 16. One text editor that I have used in the past is EditPad,
which works on Windows and Linux-based systems. I have also used the following Windows-

based editors: Notepad++, PSPad, and the quick and simple Win32Pad.



8 Part | — Basic Hacking

You also have a few options for Linux distributions, including KDevelop, Nedit, Kate for
KDE, or GEdit for GNOME. Apple Mac users have a lot of options for editors, including
BBEdit, jEdit, and Mellel.

In addition to these editors, you can download and install the chromeEdit extension, featured in
Chapter 2, for basic editing of the user.js, userChrome.css, and userContent.css files. For more
information or to download chromeEdit, visit http: //cdn.mozdev.org/chromedit/.

To download any of the aforementioned editors, just visit their sites:

BBEdit: http: //www.barebones.com/products/bbedit/
EditPad: http://www.just-great-software.com/
jEdit: http://www.jedit.org/

Kdevelop: http: //www.kdevelop.org/

|
|
| |
|
® Mellel: http://www.redlers.com/
B Nedit: http://www.nedit.org/

L Notepad++: http://notepad-plus.sourceforge.net/uk/site.htm
® PSPad: http://www.pspad.com/en/

|

Win32Pad: http://www.genall.com/win32pad/

For more options and information on programming editors and software, visit http: //www
.thefreecountry.com/programming/editors.shtml.

Using the JavaScript Console

The JavaScript Console is a very handy debugging tool, is a built-in feature of Firefox, and
does not require special installation. If you are a web developer or are planning on creating
Firefox extensions, the JavaScript Console is the tool that you want to tap into to make sure
you use the proper JavaScript syntax and to help you find your coding bugs.

To open the console, select JavaScript Console from the Tools menu. The console shows you
three different types of information: Errors, Warnings, and Messages.

When first opened, JavaScript Console shows all messages for your current browser session, as
illustrated in Figure 1-4. The console shows errors only if there are any; this includes errors for
all sites visited since Firefox was last opened up. If there are no messages displayed, Firefox has
not encountered JavaScript errors on any of the pages you have navigated to so far.
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pt Console M= 3
Al Erors  Warnings Messages  Clear
I Evaluate

Ervor:  adstin{b] has no properties
Source File:  hitto:/far. atwala.comfile/ adsPooup?. s Lime: 61

) 1ava

Error:  my'Win has no properties
SourceFile:  hittp:/jhtbp300.edae. rud.com/smartservefad?placement=5-0594-001 Line: 1

Error:  poplogoffwin has no properties
Source File:  hebp:/fhtbp300.edge. rud . comjsmartsarve fad placement =s-0524-002 Line: 3

00

FIGURE 1-4: JavaScript errors displayed in console window

A key feature of the console is its ability to jump to the offending code if you click the Source
File: link just below the error message. Doing so opens the View Source window directly to the
line number referenced in the message, as shown in Figure 1-5.

¥ source oF: http://cdn.netscape.col i ‘adpopunder.js - Mozilla Firefox

File  Edit Wiew

=

R et

var url=adsHo+"/homl/ "+HM0+"/ "+adsior+"/ "+adsExc+" 2" +adsNN3G+" ehedght

J/ wEEEAEmEEAEETTssTETTTEEY
// Open & window with the correct built URL and the correct window ps
// Make it & popunder (Netscape 6 and 7 don't allow blur So we must I

Jf wEmmmmmssmsssssssTrTETY TR ERRRTMAAMANMANARMARNABARANAN

adsNPopup = window.open {url, ‘adsNPopup', a)

if (mdsUL. indexOf ("Netscape"”) '=-1) {
window., focus ()
} else {

S R R AR AR E I IIIIIIIIIIRRRR AR R R AR AR R AR AR AR RN RN R NN AR
/f We have shown & popunder so write a cookie in the domain of the ps
/f is ser in the beginning) and with the path=/ [unless =et in the be
/f & value (and an expires date) of the cookieTimeInHours from now.
P L T T
if (cookieDomain==""){

var h=location.hostname,g=h. lastIndex0f('."'),ld=h.=substringig+l, h.l

if (1d.indexOF ("com™) '=-1]{

clm="" . "+, T+ Ld
H

else(
wvar z=h.lastIndexOCf('.',y-1),td=h.substringiz+1,v) =

FIGURE 1-5: Source code of offending JavaScript code
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Cross-Reference

Chapter 15 dives deeper into using the console and covers how to enable some of the advanced
debugging preferences. The chapter also shows you how the JavaScript Console is a good area
to display status messages while debugging and creating your extensions.

What and Where Is My Profile?

Cross-Reference

Your settings are stored in a Firefox directory or profile, which Firefox creates right after your
first install. Your profile contains all your Firefox-specific settings, including but not limited to
the following:

® Extensions
B Themes

® Bookmarks
m Saved form values

B Saved passwords

Additionally, your profile contains any imported settings from Internet Explorer, Netscape 6/7,
or Mozilla browsers.

Losing any part of your profile can be extremely annoying; Chapter 2 covers how to hack settings
in your Firefox profile.

To work with your current profile manually, you first need to find the root directory where your
personal settings are stored. To do this, you must follow the directions specific to your operat-
ing system, shown in the next section. This operating system—dependent “settings” directory is
referred to as your %UserPath% as we continue. From there, you will be able to find the path
and directory structure in which Firefox has stored your user profile.

Finding Your User Path

Each operating system has a different directory to which it saves your user settings. Most
applications take advantage of this operating system “user path” to store their settings, so as not
to collide with other users who might log into the same computer. Firefox does the same; it
uses this directory to create the user’s profile. The challenge is that each operating system uses a
different naming and directory structure to store these files and settings. Making life even more
complicated, different versions of the same operating system (for example, Windows) use dif-
ferent structures. Peruse the following subsections to find the operating system you are cur-
rently using, and read how to find your user path.
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Firefox Profile Name History Lesson

Throughout its development cycle, Firefox has been through a few changes. Earlier develop-
ment and testing builds saved the profile and settings to the following Phoenix directory:

%UserPath%\Phoenix\Profiles\

Phoenix was the original name for the Mozilla browser—only project; this made perfect sense for
the profile directory name. Even though the project name changed to Firebird for legal reasons,
the Phoenix Profile directory persisted. Finally, after additional legal and copyright wrangling,
the name Firefox was born. Not too long after this, the development version of Firefox included
an automated migration of most of the profile entries and files from the Phoenix directory to the
Firefox directory:

%UserPath%$\Firefox\Profiles\

But it did not end there. The final decision made was that for new installations the root profile
directory should live in harmony with the core common Mozilla directory structure and eventu-
ally become the following:

%UserPath%\Mozilla\Firefox\Profiles\

So if you have been testing Firefox for a long time now, you may have two or three directories,
but only one is your current working Profile directory.

Using Windows?

If you are using Windows, your user directory should look similar to this:
® Windows 2000/XP: C:\Documents and Settings\< LOGINNAME >\Application Data\
B Windows NT: c:\Windows\Profiles\< LOGINNAME >\
B Windows 9x/ME: C:\Windows\Application Data\Mozilla\Firefox

The drive (C:\ above) and location of the default Windows directory may vary based on your
custom installation.

Using Linux/UNIX?
If Linux/UNIX is your modus operandi, you should expect to find your Firefox profile in a

directory similar to ~/.mozilla/firefox.

11
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Using Mac OS?
Finally, for all you Apple aficionados, your directory structure should be something similar to
~/Library/Application Support/Firefox.

Now that you have found your user directory, this will now be referred to as %UserPath% and

will be used to track down where Firefox has stored your profile.

For official information on locating your Firefox profile, visit http://www.mozilla.org/
support/firefox/edit#profile.

Express Pass to Your Profile Path

One nice feature that Firefox finally enabled is human-readable settings for the profile.ini file
with the direct or relative path to the current profile(s). Prior to this, profile information was
stored in binary format only, and automating and scripting Firefox profiles was difficult to do.
The profiles.ini file lives in the now common path for Firefox Profiles, which is as follows:

9%UserPath%\Mozilla\Firefox\.

The profiles.ini file will look similar to the following if this was the first time you installed
Firefox:

[Generall]
StartWithLastProfile=1

[ProfileO]
Name=default

IsRelative=1
Path=default\zsryldfv.slt

In this first example, notice that the IsRelative setting is equal to 1, which is a Boolean
toggle for true. This means that the path is relative to the common Mozilla Firefox path of
%UserPath%\Mozilla\Firefox)\, so the full directory path would look something like
%UserPath%\Mozilla\Firefox\default\zsryldfv.slt.

Note that zsryld£v in the path is a randomly generated directory name and varies from sys-
tem to system. If you had previously installed earlier builds of Firefox that stored the profiles in
other places, the profiles.ini file might look something like this:

[General]
StartWithLastProfile=1

[Profile0]

Name=default

IsRelative=0
Path=%UserPath%\Firefox\Profiles\default\zsryldfv.slt

Moreover, you will notice that IsRelative is zero or false, so the Path entry in the file reads
as-is, or absolute, and that is where you will find your current profile.
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Unhide Your %UserPath% and Enable File Extensions for Windows

For Windows systems such as Windows 2000 and XP, the % UserPath% may be hidden, and a
file's extensions may not be visible. To correct this situation on these systems, just follow these
steps:

1. Open Windows Explorer by selecting the Run option from the Start menu.
2. Enter explorer.exe and press OK.

3. On the menu bar, select Tools=> Folder Options, and in the View tab uncheck the “Hide
extensions for known file types" option.

4. Then check the “Show hidden files and folders" option and click OK at the bottom of this
dialog box.

At this point, the file listing should refresh, and hidden directories and file extensions will be
available within all application and file/folder dialogs.

Backing It Up Before Hacking It Up

As with any hack or modification to a program, being able to restore to a previously working
state is critical. Luckily, Firefox hacking and modifications are primarily text file based and can
usually be restored very easily. For the most part in this book, we will not be hacking the binary
or low-level executables of Firefox. However, you are introduced to hacking several key text
files to either hack or repair your system.

This section prepares you to prepare your system for hacking and quickly points out how to
back up your extensions, themes, and critical files such as your profile, and so on.

Saving the Installer, Extensions, and Theme Files

In preparation for any hacking adventure, make sure if you have to rebuild that you have all the
necessary files that you previously used.

1. Make sure you create a Backup directory in a reliable location. Best practices dictate that
you create a Backup folder either on your desktop or in a common backup location. This
is where you want to store backups of your preferences, extensions, and any other sup-
porting files.

2. Make sure you save the original installation file for Firefox. This will come in handy
when you want to reinstall a fresh copy of the base application. Even though you proba-
bly will not do this often, there are some sections in this book where you will want to
reinstall.
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3. Review your currently installed extensions by going to the Extensions manager in the
Tools Menu (choose Tools = Extensions). If you have none, you are all set. If you do
have extensions installed, you should do the following.

a. Go down the list of extensions in the Extensions window, right-click each
extension, and choose Visit Home Page from the right-click menu.

b. Almost every extension’s support page should allow you to download the XPI
or extension file by right-clicking on the download or install links and saving the
file to the Backup folder you created in Step 1.

c. Some sites use JavaScript code to install their extension. For these, you will just
have to bookmark the site and revisit them in case of emergency.

4. Do the same thing for Themes that you did for Extensions. Just open the Themes win-
dow (choose Tools = Themes), run down the list of Themes, right-click each extension
and choose Visit Home Page from the right-click menu for each theme, and save all of
the individual Java Archive (JAR) or themes files to the backup directory.

Backing Up Critical Files

Now that you have all the core installation files backed up, you can proceed by backing up your
profile. To ease into hacking Firefox, I recommend using the free MozBackup tool for
Windows systems, shown in Figure 1-6, to back up and then restore your Firefox profile. Linux
and Mac users should focus on finding and backing up the profile directory completely, which
is also an option for Windows users. Chapter 2 covers the use for some of the files that are
nicely packaged by MozBackup, and below is a list that describes some of the key files.

SI=E
Select the detail: you want to backup:

Detailz
¥ Gieneel setfings [V Saved passwords
= Efmails ¥ Cookies
= Address bocks ¥ Saved foim details
¥ Bookmarks [v Dowrloaded file list
[¥ History [V Certficates
I Sidetiae I~ Cache
[¥ User styles
¥ Estersions ™ | Emzilzztinge only

< Back

FIGURE 1-6: MozBackup backup selection screen
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For more information or to download MozBackup, visit http://mozbackup . jasnapaka
.com/.

Some of the critical profile files include the following:

B bookmarks.html: Where all the bookmark entries are stored and can be viewed with any
browser.

B cookies.txt: Contains all cookies currently stored for all sites.

B pref.js: Contains all of the Firefox settings and customizations that you have made —
for example, changing the homepage, location of last download folder, and so on.

B hostperm.1: Contains cookie and image permissions that have been enabled.
B formhistory.dat: Contains autocomplete data for form fields on web pages.

B user.js, chrome/userContent.css, and chrome/userChrome.css: Are not created by
default and should be backed up if you have created or modified them.

To make a backup of your Firefox profile on Windows systems using MozBackup, follow these
steps:

Download and install MozBackup.

1.

2. Close all Firefox windows and run MozBackup.
3. Click Next on the Welcome screen.
4.

Select the “Backup a profile” option if not already selected and the Mozilla Firefox list-
ing at the bottom of the Operation Type screen and then click Next.

5. Select the profile you want to back up. (Most installations will have only one profile
listed.) You can also select a different path to save the file and then click the Next
button.

6. Choose whether you want the backup password protected, and follow the prompts if
you do.

7. Select the components that you want backed up. To save space and time, leave the Cache
entry unchecked and then click Next.

At this point, the backup begins and a PCV file is created with the date as part of the

filename — Firefox 1.0.3 (en-US) - 7.10.2005.pcv, for example. One reason I like this tool is
that it uses standard ZLib or Zip file compression to bundle the files, not a proprietary format.
This means that the file is compatible with any extraction program that supports Zip files. You
can open the file directly in your compression program of choice, or just rename the file exten-
sion from .pev to .zip and quickly scan through and extract specific files.

Additionally, you can run through the MozBackup file to selectively restore any of the files that
have been bundled by selecting Restore a Profile from the Operation Type screen. On the next
screen, you select the profile and the backup file to restore from and then proceed by picking
the files to restore.
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Cross-Reference

If you use a Linux or Mac system, or you just want to cover all bases, make sure that you can
find your profile and make a complete backup of the profile directory before proceeding.
Chapter 2 covers how to find your profile, or you can visit the MozillaZine Knowledge Base
article here at http://kb.mozillazine.org/Profile_Folder#Firefox.

While there are other, less critical files that you might want to back up in the installation path
for the main application, the files covered here are really the core user files for running Firefox;
the rest are plugins and additions that are covered in Chapters 11, 13, and 14.

So now you are ready to hack, right? Keep in mind that the backup that you just completed is
an early cut of your profile. You will go through several iterations, hacks, and modifications
throughout this book, and you may eventually want to revert to a previous version. Keeping
backups of major milestones and achievement points will help you restore to one of your more
recent working profiles. I can’t stress enough how annoying it is to lose months’ worth of book-
marks, hacks, installed extensions, and settings because I was too lazy to do a backup.

Chapter 14 gives you some additional tools and methods for backing up, which should make life
a little easier.

Summary

This chapter is geared to help set the foundation for the rest of the book. To do so, I wanted to
focus on having an understanding of some of the basic tools, such as the DOM Inspector and
JavaScript Console, which will be referenced throughout the chapters. Additionally, the pur-
pose of a profile was explained, as well as how to find it. Finally, the importance of backing up
installation files, extensions, and your profile before you begin hacking was stressed. With this
quick run-through of Firefox basics, we can now move on to bigger and better things.
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adventure into hacking Firefox. The about:config screen and the

prefs.js and user.js files are covered here. We won't be taking it for a
hair-raising ride yet, just kicking the tires for the time being. This chapter
covers the fundamentals around the prefs.js file and user.js file. These files
are critical to your settings; please do not try to edit them until you have éy Mel ngg 5
created a backup of your profile, which is explained in Chapter 1.

Using Hidden about:config to Hack in this chapter

I I ere is where we will lay the groundwork for what will be an exciting

about:config is one of the many hidden gems that you will find in Firefox. [ Using hidden

What about:config does is give you a visual interface where you can find the about:confi g to

name of a preference and see or change its current value. You can also add chan ge settings

new or hidden preferences via this interface. To open the about:config page,

all you have to do is type about:config in the location bar (this is where you ™ Hackin g your pI’Of” e
would normally type a web address) and press Enter. settin gs

The basic layout of the about:config screen is a list with the following four
columns: M Browser and web

B Preference Name: This column is the actual preference name used page content
by Firefox. hacking

m Status: The Status is one of two different values: default or user set.
This is what you use to determine whether a preference has its origi-
nal or modified values.

M Basic hacking with
extensions

B Type: This column lists the type of preference, Boolean, integer, or
string. These help Firefox understand how to use the preference.

B Value: The value for the preference correlates to the preference
name and type.
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Figure 2-1 shows about:config in action.

¥ about:config - Mozilla Firefox

Fie Edit Miew Go Bookmaks Took  Help

@'IL\/'@ _-'] @lJabout:canfiu j@ﬁolg

B Getting Started B Latest Headlines

Filter: | o |
Preference Hame | Status I Type Ud_ua I i)
accessibiity accesskeycausesactivation defaulk boolean brie =
accessibiity browsewithcaret default boolean False ==
accessibilty tabfocus default integes 7

accessibiity bypeaheadfind default boolean False

accessibiity bypeaheadfind. autostart defaulk boolean brie

accessibiity typeaheadfind.enablesound defauil boolean brise

accessibilty typeaheadfind. enabletimeout defaulk baolean brue

accessibiity bypeaheadfind.FlashEar default integer i

accessibiity bypeaheadfind.linksonly defaulk boolean False

accessibiity typeaheadfind. soundURL defaul string defauit

accessibilty typeaheadfind. startinksonky defaul boolean false

accessibiity bypeaheadfind.timeout default integer So00

accessibiity usebrailledisplay defaulk string

accessibiity usetexktospesch defaul string

accessibilty warn_on_browsewithcaret defaul boolean brue
advanced,akways_load_images default boolean e

advanced.maiftp defaulk boolean False ﬂ
Done v

FIGURE 2-1: The about:config preference editing screen

To update or modify a value just double-click on the row. Boolean values will automatically
toggle, and integer/string values will bring up a prompt. You can also right-click on the list to
accomplish any of the following:

B Copy a name or value.

B Create a new/missing preference.

B Toggle to another value or reset back to the default value.
To further aid in finding preferences, you can use the Filter location bar just above the list; type
in any part of a preference name, and the list will automatically filter down to preference names

that contain that value. Just delete the typed filter or click Show All on the right-hand side to
show all preferences again.

Typing in a filter of “throbber” brings up the browser.throbber.url preference, which just so
happens to be the only preference entry with “throbber” in it, as shown in Figure 2-2.
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¥ about:config - Mozilla Firefox
Eile Edit Wew Go Bookmarks Took  Help

@.Q-@ x| @I_.about:cmfiu j 0 IE'

B Getting Started 52 Latest Headlines

Fiter: [theoboer showat |
Preference Name | Status | Type | value |E|
browser throbber,ud defaul string http: ffwene mazilla.crgfproduct sffirefox feertral, hbml

FIGURE 2-2: Results of searching for “throbber” in about:config

One excellent reference for preference names and descriptions is available on the Preferential
Extension web site. This extension and web page, though somewhat dated, contain names
and descriptions for the Mozilla Suite, Firefox, and Thunderbird preferences that you can
tweak and hack. You can find the web site at http: //preferential .mozdev.org/
preferences.html.

Hacking Your Profile Settings

This section covers how to manually make setting changes to your Firefox profile using the
prefs.js and user.js files. Both files are plain text files, but only prefs.js is created with a default
installation. The syntax used in each file is the same, is very strict, and is covered here, but
make sure to carefully review manual changes to either before hacking away.

Hacking the prefs.js File

Firefox uses a file called prefs.js to store customized preference settings in a name-value pair
function in the root of your profile directory. This name-value pair directly coincides with the
Preference Name and Value on the about:config screen, covered in the previous section. Key
teatures available via the Tools = Options menu, plus customizations such as homepage and
extension settings, are stored in this file.
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The foundation for these settings is a JavaScript call to user_pref with a key and a value. The
basic format of this call is as follows:

user_pref ("SystemPreference") = "MyValue";

The preference key is SystemPreference, and the key’s associated value is MyValue. The
prefs.js file may contain a small number of preference entries or quite a few if you have cus-
tomized several browser options or installed any extensions. Figure 2-3 shows the prefs.js file
open in a standard text editor.

& prefs.js - win32pad
Elle Edit Yiew Fawvorites Tools Help
IDFE & 5ER|o =Qa|vw|OF

1 # Mozilla User Preferences

/* Do not edit this file.

* I you make changes to this file while the browser I3 rupning,
* the changes will be overwritten when the browser exits,

(- RN - T, ST N

* To make a manual change to preferences, you can visit the URL sbout:config
9 * For more information, see hitp: A, mozilla.orgdiniioustomizing himl#peefs
1o *y

11

12 user_pref(®app.update lastUpdateDate”, 1102125817);

13 user_pref(*browser, preferences, lastpanel”, 4);

14 user_pref("browser, search.selectedEngine”, "Google™);

15 user_pref("browser startup.homepage_override. mstone”, rv:1.7.53");

16 user_prefi®extensions.disshledObsolete", true);

17 user_pref{"extensions. lastAppyersion”, "1.0");

18 user_pref{"extensions.update. lastUpdateDate", 1102125317);

19 user_pref{"intl.charsetmenu.browser cache", "UTF-8, 150-8859-1");

20 user_pref{"network, cookie. prefsMigrated", true);

21

fwin NS [Tab: 5 [Col: 1 Lo /21

FiGURe 2-3: Default prefs.js created with a new profile

Customized variables from the prefs.js are populated only once, when the browser starts up,
and are saved only when Firefox is completely shut down. Keep this in mind, because manually
modifying the prefs.js file while Firefox is open will nullify your prefs.js hacking efforts. This is
because the file is overwritten with what Firefox has in memory when it shuts down. Each cus-
tomized preference entry is stored one per line in this file. In the case of a browser crash, any
recent preferences changes are lost. Firefox has built-in default values, which are used if a pref-
erence setting is not explicitly included or modified in the prefs.js file.

Here is a basic example of how to modify the prefs.js file. In the about:config search example
illustrated in the previous section, you found browser.throbber.url as the Preference Name
when searching for “throbber.” The #Arobber is your activity indicator; it is the moving status
icon on the top-right side of the browser window. The throbber URL or web page loads if you
click on the throbber at any point. Please note this is different from your homepage, which is
associated with your startup page, new window, and so on.
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Keeping in mind that you have to close out all your Firefox browser windows, you can now
drill into the %UserPath% and Profiles directory structure to find and open the prefs.js file.
The basic format that you want to use is to mimic the name/value keys format as follows:

user_pref ("browser.throbber.url") =
"http://www.hackingfirefox.com/";

Note that this is actually one continuous line, although it appears on two lines here.

Once you have opened up the prefs.js file in your editor, you can do a search for throbber to see
if that entry already exists and change it. If the entry does not exist, you can manually type it
in, or you can go directly to the end of the prefs.js file and add your entry there. Adding an
entry to the bottom of the prefs.js file works very well because Firefox reads this file in sequen-
tially and the last key-value association is the pair that is used. While there is extreme merit in
forcing yourself to find and manually update the actual entry needed, I have found myself with
prefs.js files as large as 500 to 700 lines long depending on how many extensions or options I
have played around with. Hunting and pecking for multiple preferences is not at the top of my
list. Call it laziness or call it genius for tapping into the quick-turnaround techniques of copy
and paste, but you know which one I prefer; now you can decide for yourself.

For example, you can see in the following that the prefs.js already has a custom entry for the

throbber:

user_pref ("browser.throbber.url") =
"http://www.hackingfirefox.com/";

user_pref ("SystemPreferencel") = "MyValue";
user_pref ("SystemPreference2") = "MyValue";
user_pref ("SystemPreference3") = "MyValue";
user_pref ("SystemPreferenced") = "MyValue";

Then you can just add the new entry to the bottom, like this:

user_pref ("browser.throbber.url") =
"http://www.hackingfirefox.com/";
user_pref ("SystemPreferencel") = "MyValue";

user_pref ("SystemPreference2") = "MyValue";
user_pref ("SystemPreference3") = "MyValue";
user_pref ("SystemPreferenced") = "MyValue";
user_pref ("browser.throbber.url") = "http://www.mrtech.com/";

When Firefox initially reads in the prefs.js it sets the browser.throbber.url preference equal to
http://www.hackingfirefox.com/. Then it continues parsing the additional entries
and finds that browser.throbber.url preference value is now equal to http: / /www.mrtech
.com/, so the earlier value is negated. When Firefox shuts down, it writes a single row for each
preference with the latest value; in this case, browser.throbber.url is equal to http: / /www
.mrtech. com/. Future startups will not mention the http://www.hackingfirefox
.com/ site again.
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Hacking the user.js File

The user.js file is very much like the prefs.js file in format and functionality. The key difference
is that the user.js file is used to set or reset preferences to a default value. Upon restarting the
browser, the user.js settings supersede the stored values of the prefs.js file. The user.js file is
static and does not get manipulated by Firefox; it is used only to set or reset values in the
prefs.js file. So, using this file you can easily deploy a common set of hacks to all users in an
organization or to your friends. The user.js file is not initially created with the default profile
settings and must be created when needed. For example, if I had five computers on which I
wanted to synchronize some basic Firefox preferences, I would create one user.js file and add
entries such as the following:

// Set link for Throbber icon click
user_pref ("browser.throbber.url") = "http://www.mrtech.com/";

// Turn on Find As You Type (FAYT)
user_pref ("accessibility.typeaheadfind", true);

//Autostart FAYT
user_pref ("accessibility.typeaheadfind.autostart", true);

// Search all text with FAYT
user_pref ("accessibility.typeaheadfind.linksonly", false);

// Set FAYT Timeout in Milliseconds
user_pref ("accessibility.typeaheadfind.timeout", 3000);

Once the user.js file is created, I can close Firefox and copy the file to the profile directory on
each computer. The next time and every time the browser is loaded after that, these settings
will supersede the values that are stored in the prefs.js file, even if the user manually changed
the prefs.js, used about:config, or changed the preferences in the Tools = Options menu.
Making preference changes that conflict with values in the user.js within a browsing works only
tor the remainder of the time the browser is opened; closing and relaunching Firefox forces the
user.js settings to be reapplied.

A key thing to remember is that removing values from the user.js file will not automatically
remove them for the prefs.js; you must do this manually Therefore, if you want to reset or
remove a preference you should include a line with the original default value in the user.js, as
follows:

user_pref ("SystemPreference") = "DefaultValue";

Or, optionally, you should make sure that the values are completely reset, close Firefox, and
remove the setting from both the user.js and the prefs.js files. While theoretically you can use
the user.js file as a one-time feature to set values, I have always been concerned with third-
party tools or extensions tapping into specific preferences. For this reason, I always collect my
defaults and have the user.js apply these defaults each time. This way, I am assured that my set-
tings and preferences are strictly adhered to and applied every time I start up Firefox.
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For more speed, performance, security, and other hacks visit MR Tech's Mozilla, Firefox &
Thunderbird Hacks at http: //www.mrtech.com/hacks.html.

Hacking Browser and Web Page Content

This section explains how to modify the browser’s interface and manipulate content. The
userChrome.css and userContent.css are Cascading Style Sheet files that use specific rules to
manipulate many visual aspects of the browsing experience. Some aspects include menu or web
page font sizes, spacing around toolbar icons or web page images, and hiding menus or menu
options or other screen elements. The userChrome.css file is used to manipulate the Firefox
interface, while userContent.css is used to manipulate actual web pages.

For official Mozilla examples for customizing the userChrome.css or userContent.css files, visit
http://www.mozilla.org/unix/customizing.html.

Hacking the userChrome.css File

This section gives you a fundamental understanding of how to use userChrome.css to modify
your browser’s appearance. Examples that are more advanced and more details on how to mod-
ify this file appear in coming chapters. The userChrome.css file is located in the chrome subdi-
rectory of your profile; on default or new builds, this file does not exist. A sample file called
userChrome-example.css comes with new installations of Firefox and contains some basic
examples. To test the examples in this section, you can edit the userChrome-example.css file
and copy it into the chrome directory in your profile folder as userChrome.css.

The userChrome.css file is really a Cascading Style Sheet (CSS), very much like those that you
use for normal HTML web pages. Where a style sheet on a web page usually modifies visual
elements of the page, such as graphics, colors, placement, and so on, the userChrome.css file
modifies visual elements of the entire Firefox interface, what we like to call chrome.

How is this possible? you may ask. Well, this is just one of the many fundamental differences
between the Mozilla base code and other browsers, let alone other development platforms.
Since shortly after Netscape began the Mozilla project, the Mozilla has aimed to create core
low-level components with top-layer user interfaces that are cross-platform compatible. This
cross-platform focus spawned the ability to create a customizable and extensible user interface.
This customizable user interface initiative led to the creation of Mozilla’s XML User Interface
Language (XUL), as well as CSS support for interface and dialog presentation. Later chapters

dig into the browser’s user interface model and dissect a few of the key screens.

To continue with a simple example, assume that we know that the id or name for the throbber
icon is throbber-box. Now that we have that, you can change the display property of this ele-
ment to either hide it or to change its visual properties, such as space padding and so on.

To hide the throbber on the browser chrome, the entry in the userChrome.css file would look

like this:
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#throbber-box {
display: none !important;

}

When you restart the browser, you will notice that the throbber is gone. Using common CSS
techniques, the default style of the throbber box has been overwritten to change its presenta-
tion.

For a good list of interface ids that are available and that are accessible via userChrome.css cus-
tomizations, visit http: / /www.extensionsmirror.nl/index.php?showtopic=96.

This next example changes some of the properties around the throbber box instead of hiding it.
The basic properties we will modify are border, margins, and padding. Where the border is
drawn around the object, padding is added within the boundaries of the border, and margins
are added outside the border boundaries:

#throbber-box {
border: 1lpx solid BLUE !important;

padding-left: 5px !important;
padding-right: 5px !important;

margin-left: 20px !important;
margin-right: 20px !important;

}
Additionally, let’s increase the width of the search bar by adding the following code:

#search-container, #searchbar {
-moz-box-flex: 300 !important;

}

This change just about doubles the current width of the search bar for easier viewing of long
search strings.

Figure 2-4 shows Firefox without customizations.

FIGURE 2-4: Plain throbber in top-right corner
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Figure 2-5 shows Firefox with throbber and search-bar customizations.

. HEH

X [l

FiGuRre 2-5: Throbber with border, spacing, and margin customizations, and wider search bar

What you should notice is a blue 1-pixel border around the throbber, with 5 pixels of padding
space to the left and right inside the border, and 20 pixels of margin spacing outside the border.
Additionally, the search bar is now wider and will resize dynamically if the window becomes
smaller. The properties that are included here are standard Cascading Style Sheet properties.

For full CSS Level 1 standards and documentation, visit http: / /www.w3 .org/TR/REC-CSS1/.
Additionally, for CSS Level 2 standards, visit http: / /www.w3.0org/TR/REC-CSS2/.

Hacking the userContent.css File

Much like userChrome.css, the userContent.css file uses CSS standards to allow you to manip-
ulate properties. The key difference is that userContent.css alters the style or layout of the web
page content instead of user interface elements. The userChrome.css file is also located in the
chrome subdirectory of the profile, and a sample userChrome-example.css file is included with
new profiles. To test the examples in this section, you can edit the userContent-example.css file
and copy it into the chrome directory in your profile folder as userContent.css.

Later in the book, you see how to use the userContent.css file to block unwanted advertise-
ments. This section includes a basic example of how to manipulate the browser’s content to
show a red dashed border around links that target a new window. The changes applied in this
example modify web page links with targets of _new and _blank. These targets tell the
browser to open a new window with the content from the link when clicked.

The syntax for this customization is much like that of the previous userChrome.css example:

/* Put dashed red border around links that open a new window */
:link[target="_blank"], :link[target="_new"],
:visited[target="_blank"], :visited[target="_new"] {

border: thin dashed red;

padding: 2px !important;
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Both the border and padding property should look familiar and behave the same as in the pre-
vious example. The key difference here is that the intended object is a link that has a target of
either _blank or _new.

Notice the dashed borders (they will appear red on your screen) around links on the page
shown in Figure 2-6.

¥IMRTech.com - Mozilla Firefox
Ble Edit  ¥ew Go Bookmarks Tools

Help
CQ - i_:}‘ - @ &9 @ IE‘ hictp: ffwaane, rrbech com| j O Go ||C|,

o Gatting Started £ Latest Headines

Latest MR Tech Guides:

Forums
Extensions
Lastest Tech News: Click here 1o read more News & Tips MR Systray

ClockAlign

FIGURE 2-6: Customizations applied by userContent.css to a page

Alternatively, you can split the style, one for a normal link and one for a visited link, where the
visited link would have a different-colored border, in this case blue:

/* Put dashed red border around links that open a new window */
:link[target="_blank"], :link[target="_new"] {

border: thin dashed red;

padding: 2px !important;
}

/* Put dashed blue border around visited links that open a new
window */
:visited[target="_blank"], :visited[target="_new"]{

border: thin dashed blue;

padding: 2px !important;

Basic Hacking with Extensions

Using extensions can lead to some of your best hacking. The concept of extensions is straight-
torward, and the availability and diversity of extensions are incredible. The extensions discussed
in this section have excellent features and each is briefly covered with references to the key
teatures that will help you in hacking your browser experience. While hacking extensions
themselves is covered in Chapter 3, this section covers basic extensions that you can use to hack
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preferences, settings, and the Firefox interface. The chromEdit extension is best suited for edit-
ing the user.js, userChrome.css, and userContent.css files, while Configuration Mania and
Preferential extensions are great tools for tweaking preferences and settings. These extensions
are tried and true and have become indispensable tools in my everyday hacking.

Hacking with the chromEdit Extension

When working with the four key files that Firefox uses for customization, you may quickly find
it an annoyance to have to browse over to a separate editor and then load up the file you need.
Whether it is the userChrome.css, userContent.css, or user.js file, chromEdit gives you an edit-
ing environment right in a browser window (see Figure 2-7).

The chromeEdit extension creates a multitab window with editing capabilities for each, except
prefs.js, which is available only in this screen in read-only mode. Because the prefs.js file is
overwritten when you close your browser, it really does not make sense for this editor to allow
modifications to the file while the browser is open. It does let you view it, though, so you can
reference existing preferences that are already set in the file.

[ chromedit : User Profile File Editor
ugerChrome.css | userConkent css | user.s | prefs.js | oir |

fithrobber-box  {
border: lpx solid BLUE !inmportant;

padding-lefc: Spx 'important;
padding-right: Spx limportant;

margin-left: Z0pz limportant:
nargin-right: 20px limportant;
}

#zearch-container, #searchbar |
-noz-box-flex: 300 limportant;

}

wilbe savedas: [C:\Documents and SettingsiMel

FIGURE 2-7: The chromEdit window with edit tabs

For more information or to download chromEdit, visit http://cdn.mozdev.org/
chromedit/.

When changing any of the files, make sure you click Save on each window to ensure your
changes are applied. Much like editing these files manually, the changes will not take effect
until the next full browser restart.
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By default, chromEdit is opened in a separate window. To have it open in a tab instead, just add
the following user preference to the user.js file:

user_pref ("extensions.chromedit.openintab", true);

Hacking with the Configuration Mania Extension

The Configuration Mania extension allows you to tweak several of the preferences that are not
available via the standard Preferences screen (see Figure 2-8). Given the incredible flexibility of
Firefox, this tool really comes in handy when you need to change the low-level settings to
improve performance, usability, or navigation, or for development purposes. Each section has
several options, which are categorized by the following:

Browser

HTTP Network
Chrome Uninstaller
Mouse Wheel
Keyboard Navigation
Master Password

Debug

This extension is a good way to get around having to find preference names and values to
tweak your browser and can be used to get your feet wet with hacking Firefox preferences and
tweaking hidden settings.

Xl
HTTP Metwork
Chromne Urinstaler + SmartBrowsing —
Mouse viteel # Page control
Keyboard Mavigation @ Pop-up Windows opened by JavaScript

Master Passward

Debug

+ Bookmark Icons

= UserAgent

WARNIMNG: perhaps this configuration may conflict of "PrefBar", "User
Agent Switcher” and 5o an,

% Use browser default
" Internet Explorer 6.0 (WirikP SPZ)
(7 Safari 1.2 (Mac0s )

O Custam Jl']uzlla.l"j 0 (Windows; L; Windows NT 5.1; en-lis, ... -

 High Speed Browsing

behavi

# Unix (X-Window) style mouse

+ Others

FiIGURE 2-8: Configuration Mania window with several tweaking and hacking options
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You can find the Configuration Mania homepage at http://members.lycos.co.uk/
toolbarpalette/confmania/index_en.html.

Hacking with the Preferential Extension

The Preferential extension, while dated, offers an incredibly easy interface to view all current
and available preferences in a hierarchical mode, as shown in Figure 2-9. Once the interface
has been opened and after each of the categories has been populated, you can peruse each set-
ting by expanding and collapsing each key in the hierarchy. Preferential creates a hierarchical
view based on the groupings and separation of preferences by the period(s) in the preference
name. Preferential builds a hierarchy tree where, for example, browser.throbber.url would have
a top hierarchy level of browser, a subhierarchy level of browser.throbber, and one property of
browser.throbber.url, as shown in Figure 2-10. The number of levels is driven by the number of
period-separated values in the preference name. So a preference such as font.default would
have one level only, font, and a preference such as sessionsaver.static.default.cookies would have
a hierarchy tree of three levels: sessionsaver, then sessionsaver.static, and then sessionsaver.
static.default. The final level would be the value of sessionsaver.static.default.cookies.

) Preferential - Advanced Preferences Configuration [_[O] =]
Prefererce  Tree  Search  Eoolmarks  Help
Preference Hame | status [ Type | value | Desoription i)
[+ accessibility -
[# advanced
+ alerts
+ app
= application
[# backups
+ bidi
i browser.active_color default sking  #EE0OOO
i browser.anchor_color default skring  #0000EE
i browser.blink_allowed default  boolean true
+ browser.bookmarks
&- browser.cache
R R R

I O

FiIGURE 2-9: Preferential window with top-level browser tree expanded

One great benefit of this extension is that it can show you a description for many of the com-
mon preferences. However, because the extension is not actively being maintained, some
descriptions may be blank. Another great feature is that you can delete a preference tree with-
out having to search through files or other dialogs. All you have to do is click on the tree level
that you want to remove and then right-click and delete. To accomplish this with about:config,
you would have to reset each individual setting. For example, suppose you just installed the
Session Saver extension and after using it realized that you really didn’t want it, so you unin-
stalled it. While uninstalling removes the files and the extension information from your profile,
it does not remove your customized settings from your prefs.js file. Typically, you would have to
close Firefox, open the prefs.js file, remove the sessionsaver entries, save the file, and relaunch
Firefox. Optionally, you could open the about:config tool from the main browser window, apply
a filter of “sessionsaver,” and then right-click and reset each value, which for this extension
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could total over 30 entries. Using Preferential you avoid all this; you quickly peruse your setting
and just delete the top-level hierarchy of sessionsaver, and all 30+ settings would be removed
without your having to restart Firefox or reset each value.

When launching this extension (by choosing Tools=> Advanced Preferences . . .) you see the
progress dialog showing you the status as it populates the whole tree.

Figure 2-10 shows the Preferential window with an expanded preference view.

For more information or to download Preferential, visit http://preferential .mozdev
.org/.

) Preferential - Advanced Preferences Configuration

Prefererce  Tree  Search  Eoolmarks  Help

Preference Name I Status I Type | Malue I Description m
+ browser.sessionhistory Browser Location Ba... &

* browser.shell

+ browser.startup Broweser Start Up Op...
+ browser.tabs Tabbed browsing op. ..

= browser.throbber Settings For the bro...

* browser.throbber.url default stkring  hktp:ff... Specfies URIto boad..,
i browser.trim_user_and_p... default  boclean true J
+ browser.turbo Quick Launch options
browser.undetline_anchors default  boclean true Uinderline hyperlinks?
# browser.update

# browser.urlbar Settings For Lacation,..
browser.visited_color default sting  #551486 Set visited hypedink ...
+ browser.windows Browser window set. ..

I -

FiGure 2-10: Preferential window with top-level “browser.throbber” tree expanded

To edit the preference, just right-click and choose Edit Selected from the context menu.
Most interface preferences changes take effect on restart; although some should be available
immediately.

You may receive a misleading warning when launching Preferential which states that it needs to
“launch an external application.” This is a false-positive warning and should be ignored. Press
1 OK or Cancel; neither option will launch an external application.

Hacking an Extension's Options

When you install an extension, an entry gets created in the Extensions manager (see Fig-

ure 2-11), which can be opened up from the Tools menu. Several extensions have additional
customizations and properties that you can tweak. To open up the options for an extension

(if any), just select the extension desired and click the Options button or right-click to bring up
the context menu.
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FiIGURE 2-11: Extension Manager window with right-click context menu

Remember that not all extensions have an option dialog, but many do. The Options button is
grayed out unless options are available for the extension. Additionally, each extension that does
have an options dialog varies in size and options.

For example, Figure 2-12 shows the options dialog for the Bookmark Backup extension.

Bookmark Backup [ %]
 Bachup Folder

% Baclups folder in the same location as the original Boolmarks file

£ Custom location: | Browse. ., |

- Addtional Files Y
[V History [¥ Farrn Histary ¥ Dowirload Histary
[V Passwards v cCookies ¥ Permissicns —

W Preferences W window Layout ¥ Download File Types

[V Security Databases | Liser Files
Cithers fiies (use | to separate): |

e |

FiGURe 2-12: Bookmark Backup allows you to modify the default files to back up.

The Bookmark Backup extension options illustrated here create copies of the select files to
either the default directory or to a custom directory each time you close your browser. The files
are saved in directories by weekday: one for Monday, one for Tuesday, and so on.



32  Part| — Basic Hacking

Summary

This chapter begins the whirlwind of hacking Firefox by introducing the about:config func-
tionality that is built into Firefox, then jumping right into ways of hacking the profile settings.
You met the prefs.js, user.js, userChrome.css, and userContent.css files, and learned how to best
use each one to get started with hacking Firefox. Finally, this chapter introduced three great
hacking extensions: chromEdit, Configuration Mania, and Preferential.



Hacking Extensions

monstrous coding effort with regards to locking down the interface

and developing methods of enhancing or extending the browser.
Seeing the changes firsthand has given me a true appreciation for the
Mozilla movement and the developers behind the curtains. From version to
version prior to the 1.0 release of Firefox, there were numerous changes to
the backend calls that were available, as well as many refinements to how
the browser handled, stored, and installed extensions. This combined with
the fundamental differences between how the Mozilla Suite and Firefox
handle extensions has led to some major hacking by extension developers
and users, yours truly included. While the concept and approach for creat-
ing extensions for Mozilla and Firefox are similar, there are some basic dif-
ferences. These differences and the need to port or convert Mozilla Suite

Folks who hopped on the Mozilla bandwagon early enough have seen a

coding efforts to Firefox may warrant actual hacking of Firefox’s base exten-

sion install file or the cross-platform installer (XPI) to get them working
properly.

Despite the .xpi file extension, the basic file format of an exten-
sion is a standard compressed ZIP file.

The following section covers what you might have to do to get an aban-
doned or older extension working for you in the latest release. This chapter
is also a good primer for understanding the fundamentals of extensions,
from how they are packaged to how to quickly get older extensions and
functionality back up and running. Later in this chapter, I'll walk you
through the process of cleaning up your profile and references to older
extensions so that you have a clean slate to start installing extensions and
themes again.

by Mel Reyes

in this chapter

M Understanding
older versus newer
extensions

M Why won't some
extensions install
from a web site?

M Hacking older
extensions

M Hacking the
Extension Manager

M Recommended
extensions by
category
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Understanding Older versus Newer Extensions

If you were an early adopter of Firefox, you know that the old method of managing extensions
was completely revamped and moved from the Tools = Options submenu to a new interface
called the Extension Manager, shown in Figure 3-1. This move, coupled with the changes in
the format of the definition file embedded within each XPI, temporarily caused some major
bumps in the road for users due to version incompatibilities, installation issues, and profile cor-
ruption. These were eventually smoothed out with updates from the extension developers.
Some of the reasoning behind the changes included a need to track, disable, uninstall, and pro-
vide additional extension options for users.

R

Ciptions | Gek More Extensions

v
FiGure 3-1: Firefox's new Extension Manager window

Prior to the 1.0 release, Firefox development went through several version milestones (such as
version 0.8 or 0.9). In the later development cycles, the formatting for how to package an
extension changed, and a new standard was set specifically to help better manage compatibility,
installation, and so on. There were several ways of recovering from older released builds and
extensions—for example, by just upgrading an extension or hacking the original extension
installer. Others required an outright fresh start. Because of the number of changes from earlier
builds, it is always recommended that you create a new profile to correct legacy issues, but I do
not subscribe to that school of thought. I've always wanted to know what was going on under-
neath that I could hack around and fix.

Recovering from Disabled Older Extensions

When upgrading from one of these earlier builds, access to older extensions was no longer
available because the interface was removed from the Tools &> Options submenu and only
newly formatted extensions were listed in the Extension Manager. If you planned it right, you
could have modified the disabling of obsolete extensions by changing the extensions
.disabledObsolete hidden preference from true to false in your prefs.js or user.js file prior
to upgrading and would have saved yourself some time.

user_pref ("extensions.disabledObsolete", false);
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If you make this change prior to upgrading to a newer version of Firefox, your extensions are
not automatically disabled. This does run the risk of making Firefox crash or become inopera-
ble and should be used cautiously. (Making backups of your profile is always recommended.)
Because this is a hidden preference and information on it is difficult to find, we now come to
the reason to hack the XPI file or to use extensions such as Show Old Extensions and
Extension Uninstaller. With these extensions, you have a fighting chance of recovering or
cleaning up your profile without having to scrap all the stored settings by creating a new one.
In my experience, well over 90 percent of the extensions worked perfectly. They simply lacked
the 1.0 version label updated in the install.rdf or installer manifest file that is embedded within
the XPI file.

When first upgrading to one of the builds with the newer Extension Manager, one of my most
used extensions was probably Show Old Extensions. It allows you to see older extensions in
your Extension Manager. This was very important because several extensions had not been
updated to support this newer format and this was the only way to access the options for an
older extension, let alone see what version you had installed without having to dig into the
chrome directory or the chrome.rdf file.

You can download the Show Old Extensions extension at http://www.pikey.me.uk/
mozilla/.

In Figure 3-2, you see that using Show Old Extensions shows the Extension Uninstaller exten-
sion with a bright red icon, which denotes that it is an older extension. Without the Show Old
Extensions extension, none of the older extensions installed would show up on the list.

BRI

@ Show Old Extensions 0.1.7
Display pre-0.9 extensions in the manager,

i Extension Uninstaller 0.2.1
This extension provides a simple dialog that you can use bo uninstal...

i Extension Uninstaller APL 7.7
This APT grves extensians the abiliy to have an uninstal feature,

Cptions Get More Extensions

(@) Lr-psta|| @) update

FiGURE 3-2: Extension Uninstaller as displayed by Show Old Extensions

If it is installed, you will need to disable the Slim List Extension extension for Show Old
Extensions to work properly.
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Removing Older Extensions

Now that you can see your old extensions, you can use this tool to get back up and running.
When upgrading from versions 0.8 through the 0.9 Preview to version 1.0, all extensions that
were not 1.0-compatible were automatically disabled unless you had the extensions
.disabledObsolete preference set to false. During the upgrade, some extensions were
checked against the Mozilla Update site to find upgraded versions, but the site usually did not
have an update. If no compatible update was found, it was left as a disabled extension. So you
now had two issues: The extension was disabled, and if you did not have Show Old Extensions
installed, you were not able to access them. With Show Old Extensions installed, you could try
to enable the extension and see if it would work as is; at the very least, you had some informa-
tion as to the extensions you had installed. So you could move on to upgrading and uninstalling
older versions.

While some have had little to no luck with Extension Uninstaller, my experience has been pos-
itive in using this to clean house with both Firefox and the Mozilla Suite. This extension adds
a submenu to your Tools menu called Extension Uninstaller that, when launched, pops up a
custom dialog listing all old extensions. Because Extension Uninstaller is in the older extension
format, you can see how to uninstall it using its own features.

Figure 3-3 shows that installing Extension Uninstaller also installs a supporting extension
called Extension Uninstaller API. This is an advanced programming interface that allows oth-
ers to tap into common uninstall functionality. To open the window, select Extension
Uninstaller from the Tools menu.

Extension Uninstaller x|

Extension Urinstaler 0.2.1

Extension Urirstaler APT

Urirstal I Close |

Find more great extensions
Vi

FiGURE 3-3: Main Extension Uninstaller dialog

All old extensions can be uninstalled at the same time. After restarting Firefox, you should not
see a reference to them in the Extension Manager.
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To uninstall an extension, follow these steps:

1. Select it from the list.
2. Click Uninstall.
3. Confirm the “Are you SURE...” dialog by clicking OK.
4. Close the confirmation dialog.
Repeat these steps until you have uninstalled all of your older extensions and then restart your

Firefox. When uninstalling the Extension Uninstaller, you'll notice that the option is removed
from both the Extension Manager and the Tools menu.

In the irony of all ironies, you can uninstall the Extension Uninstaller using itself. Just follow the
steps above and select the Extension Uninstaller and API entries to uninstall and restart your
browser.

You can download the Extension Uninstaller extension at http://www.mozmonkey.com/
extuninstaller/.

Starting Over without Losing All Your Settings

Starting over using the steps listed in this section is the easiest way to remove all old references
and still keep your settings, saved login, cookies, and so on. What you want to do is remove the
files and directories associated with the old and new extensions and themes. I have personally
done this more times than I really want to admit to, but here goes. Using the location of your
profile that you found from Chapter 1, you will now dig in and find the items to delete.

If you plan on reinstalling extensions and themes immediately afterward, skip to the “Listing
Your Extensions and Themes" section in this chapter to make sure you have all the names and
links you will need to easily and quickly rebuild.

Step 1

First, you want make sure that you close Firefox completely and make a backup of your pro-
file before you continue. Closing Firefox completely assures that any files that are in use are
not locked for backing up and also makes sure that files like prefs.js, bookmarks.html, and

formhistory.dat files are properly flushed and saved to the hard drive. In this example, my
profile is saved to C:\...\Firefox\Profiles\default\zsryldfv.slt\.

Taking it from there, find and open the chrome directory (see Figure 3-4). At this point, you
want to remove all the files and directories excepr for the following (if they exist):

m userChrome.css

m userContent.css
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Extensions such as BugMeNot and Sage create noncritical temporary files in the chrome direc-
tory, which are re-created when reinstalling and using them for the first time. These are safe to
delete.
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FiGure 3-4: Firefox Profile directory before cleanup; under Windows XP

Step 2
Remove the extensions directory located in the Profile directory. This is the location for all
of the newer extensions and themes and should probably be cleaned up every now and then

anyway.
Step 3

Firefox creates a fast load file that is located in the root of your Profile directory and is called
either xul.mfl or xul.mfasl, depending on your operating system. This file is a compilation of
the currently install browse interface or XUL customizations. It is refreshed or re-created when
Firefox closes, but it is imperative to remove it if you have completed Steps 1 and 2, as refer-
ences to extensions that the XUL cache file contains will be invalidated by these steps.

That’s it. You are now ready to reopen Firefox, and you're back to your original clean slate with
regards to extensions and themes. Firefox recovers itself by re-creating all the necessary files
and directories it needs to continue loading. Your preferences and other settings are still intact,
and you can proceed with rebuilding your arsenal.
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Why Won't Some Extensions Install?

Cross-Reference

Have you ever tried installing an extension from a site only to find that the extension will not
install as promised? Were you able to figure out how to install it? This section covers why some
sites do not install properly and how to get around these limitations.

There are two ways that an extension can be properly installed from a web server. One is by
having the web server send the correct Mime Type associated with the extension file; the other
is by using the built-in JavaScript functionality available to Mozilla applications. Some web-
hosting providers and some extensions developers still do not properly handle extensions, leav-
ing it up to the user to figure things out. From the web-hosting standpoint, all the developer or
hosting provider has to do is add an XPI mime-type to the server’s configuration.

Chapter 11 contains more information on Mime Types.

The entry below can be easily added to Apache .htaccess or httpd.conf files to add prompt
Mime Type support for XP1I file extensions that are associated with Firefox Extensions:

AddType application/x-xpinstall .xpi

This Mime Type can also be added to Microsoft IIS web server by selecting the MIME Map
or MIME Types options from the IIS Manager’s Properties dialog for the site in question.

Despite the ease of this step, some web-hosting providers may not allow changes to site set-
tings, leaving the developer with no quick server-based solutions. Knowing this, developers
should use the standard JavaScript functionality to prompt Firefox to download the file as an
extension, but they fail to do that as well. So that leaves you downloading an XP1I file to your
hard drive and not knowing what to do with it.

Developers who want to add Extension JavaScript installation support to links can use the fol-
lowing code:

<a href="extension.xpi" onClick="if (typeof (InstallTrigger) !=¢)
'undefined') {var InstallXPI = {'Extension Installation':
'extension.xpi'}; InstallTrigger.install(InstallXPI); return
false;}" type=" application/x-xpinstall">Install Extension Here</a>

This code gives both support for left-click installation as well as for right-click and “Save Link
As” support.

The following is an explanation of how to install an extension remotely (or from a site that
does prompt you), and how to install an extension locally from your hard drive. Where and
how an extension is saved to your profile is also covered.

Installing Remotely versus Locally

Installing remotely is virtually a no-brainer, thanks to the beauty of Firefox. If everything is as
it should be, you simply click on the install or extension link. You get a time-delayed confirma-
tion screen, as shown in Figure 3-5. Click OK, and the extension adds itself to your list and is
available when you restart your browser.
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FiGure 3-5: Firefox Extension Install prompt

Easy, right? But what do you do when it prompts you to download? The best thing to do is to
save the file to a common location such as your desktop. Then all you have to do from within
Firefox is open the file.

1. Select File = Open File.

2. Navigate to your desktop or the directory you saved the file to.

3. Type *.xpi and press Enter in the File name: input box.

4. Select the XPI extension file you just downloaded and click Open.

At this point, Firefox displays the standard installation dialog. Alternatively, you can open the
Extension Manager and drag the extension file into that window to achieve the same results.

Another great drag-and-drop tip is that you can drag and drop multiple extension files to the
main browser window or Extensions Manager window to install more than one extension at
a time.

Keep in mind that drag-and-drop extension functionality is not available on all operating
systems.

Using MR Tech's Local Install Extension

One thing that really bothered me with regards to the Extension and Theme Managers was the
inconsistency between Firefox and other products such as Thunderbird and, most recently,
NVU in providing an Install button in the manager window. So I hacked together MR Tech’s
Local Install (see Figure 3-6), whose roots started with the Install New Theme extension by
Bradley Chapman.
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FiGURE 3-6: MR Tech's Local Install extension installation

Originally, I wanted just to mirror for the Extension Manager the Install button functionality
that Bradley had created for the Theme Manager. Version 1.0 was quickly built and released.

Since then, File menu, shortcut keys, and international localizations have been added.

More features are planned for the future. The basic idea is that you can now easily choose local
copies of extensions and themes. For extensions, it automatically defaults to a *xpi file type,
and for themes, it defaults to a *jar file type, making it easier to distinguish those files from
others you might have saved in the same directory.

For more information or to download MR Tech's Local Install, visit http://www.mrtech
.com/extensions/.

Where Did It Get Installed?

Firefox uses an XIVIL-based file to store a listing of extensions and themes; the file is formatted
to Resource Description Framework (RDF) specifications. The Extensions.rdf file is located

in the extensions directory of your profile, as shown in Figure 3-7. The new standard in creat-
ing and installing an extension is to assign your extension or theme a unique 32-character
Globally Unique Identifier (GUID). GUIDs are generated using a combination of variables to
create a globally unique id. For example, the GUID for MR Tech’s Local Install extension is
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{9669CC8F-B388-42FE-86F4-CB5E7F5A8BDC }. Now all you have to do is find the
directory corresponding to that GUID in the extensions directory to find the supporting files
for my extension.

To create a GUID for your own testing or development, visit http://www.hoskinson
.net/webservices/guidgeneratorclient.aspx.

JDocuments and Sett|

Ble Edt Wew Favortes Tooks  Help | .f,"‘

~ = = S | -
@Back ol > B I_I |/.‘-Scar\:h |[;’-_'_ Fokders | @ W x n | " Address 5 C:\pocuments and Settings = | [£J Go
Falders x | J0EEEODSS-DF AC-4006-AEES-25657FS5AZAS}

|2cfB9d59-86 10-4053-0207-85c6a 1 28FE54)
{3bSebor-54e5-44a2-0b44-6603ef580 1 32}

=100 zseyldfe st :I

Bl ) Backups |
3 cache | |C4sbadzasa-aere-+447-a74 16335201 Sddr
= carhe.Trash | |5450E 1098 1-4C40-4002-949F-D720243B56F0}

B B chrome {14AFCCF3-30B5-437F-0099-BEID0SAS6E}

B 6 Exersins =) {3474c305-0dad- 1 1d8-5207-00055d74c 24}
5 ) 0B8B0D55-DFAC-4006-AEES 25667FS5AZAB) {D43E2CE4-BACE-Ac2F -A51 B-ABUDB2DEZFALL
1 ) {20Fao059-86 10-4053-h207-850641 2afesdy {SEESCCER-BIBE-42FE- 6P 4-CHSETFEABEDCH
[ () {3bSebec7-54e5-44a2-5044-660Jel5ac1 3} {34279DF4-1097-3269-2554- | TES46307e47}
B () {9bodzaan-as26-4447-a7a1-633832019d4dr 151153060246-00d-4060-67dk-c9aecJeS6 158}
[ () {3DE10981-4C40-4b0z-049F-D720243B5BF0} {509405b3-2630-4602-25d1 -7 1caB0a7 455}
(=] ) {14AFCCF3-39B5-437F-0839-BEID054AS6B4} 24898804-7da3-1355-0edd- D55 JeeT dicc)

C ) 4AE37D527-6604-461c-8102-975CFA0SIAZF}
L IC04D4DDEEFA-DLE4-2627-B581-EDAETDEAD 38D}
| JE4Fr380879-£200-4E20-A348-99B9CE07DICO}
| | dmerystal-seda-4a4d-9194-975a45a391 xp}
Hoe
S ben

F Q 043520 AE-20CA-40EF- A5 B-AB096ZDAZFA L
[ () {9669CCaF-B383-42FE-B6F+-CBSETFSABBDCH
[l [5) 434274bF4- 1d97-5265-2554-1 TeS46307e4}
[ ) {89060a48-add - 4060-87cb-r9aec3e56 15a}
(2] ) 4909400b0-2630-4682-a5d1-71ca80a75455)
[ £ {24898804-7da3-4355-9e8d-065F 3ea790cc)
ca) .J JAEITOSET-A604-4610-8 1 02-575CFE0S3AZF}
[ 2 {040D63FA-01E4-4657-5551-EDABTDGAD3E9}
[l (5) {FFI80875-E2AAE20-A34E-99B90E07D3C0}
[ ) dmerystal-4edi-4a4d-9194-97 50452301 xp}
[Ef=]=

) temp -
JE1 G

|21 ohjects (Disk fres space: 8,25 GB)

21.3KB 4 My Compaiter 4

FiGURE 3-7: Firefox's extension directory

When you add a new extension or theme, a temporary copy is placed in the temp folder under
the extension directory. When you restart, the extension is installed or reinstalled in its
prospective directory.

Hacking Older Extensions

Hacking an extension, old or new, is relatively easy; all you really need is a decent compression
program that handles ZIP files and a decent text editor. Despite the file extension of .xpi, an
extension is really just a standard ZIP file. So you can easily open or extract the contents using
any common compression program.
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Changing Supported Version Number

You might come across an extension that you believe will work well with the latest release of
Firefox but just has not been updated to include the 1.0 versioning in the install.rdf file embed-
ded within the XPI. That is when you whip out your compression tools. (My preference on
Windows systems is 7-Zip.) Using 7-Zip to update an extension’s supported Firefox version
numbers is a breeze; but first, let’s configure it properly to make it easier to use.

You can download 7-Zip at http: / /www.7-zip.org/.

To configure 7-Zip for easy access to all archives, just make sure you have Shell Integration
enabled by following these steps:

1. Open the 7-Zip Manager program.

2. Select Tools = Options.

3. Click on the Plugins tab.

4. Click on the Options tab (see Figure 3-8).

5. Make sure that the Integrate 7-Zip to shell context menu is enabled.

20

Systen | Foiders |

..............................................................

[ Cascaded contest menu

Conlext meru items:

Dpen archive

Extract fies...

[A Estract Here

[ Extract to <Folder>

[ Test archive

[ #dd to aichive...

O &dd to <Achives

O Compress and email...

O Compress to <Archives and emal

ok | Cancel Appls Help

FiGure 3-8: 7-Zip Plugin options configuration window

Optionally, you can also have it as a Cascaded context menu so you don’t clutter up your right-
click menu with too many options.

At this point, all you have to do is find the extension you saved locally and choose Open
archive from the right-click menu. If you enabled the cascaded context menu option, Open
archive will be under a 7-Zip submenu. Figure 3-9 displays the contents of the extension.
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FiIGURE 3-9: 7-Zip File Manager window

Now you just have to select the install manifest or install.rdf file and either press the F4 func-
tion key or choose the File = Edit submenu to load the file for editing. Once opened, look for
the maxVersion string, which should look similar to this:

<em:targetApplication> <!-- Firefox -->
<Description>
<em:1d>{ec8030f7-c20a-464f-9b0e-13a3a9%9e97384}</em:id>
<em:minVersion>0.7</em:minVersion>
<em:maxVersion>0.9</em:maxVersion>
</Description>
</em:targetApplication>

Now you can change the maxVersion line value of 0.9 to 1.0, save the file, and exit your text
editor. The 7-Zip Manager detects that you have updated the install.rdf file and prompts you

to update the extension file with the change you just made. Confirming this dialog posts your
updated file into the XP1I file, and now you are ready to install it.

The left and right tags that compose the maxversion line are standard XML encapsulation
tags, where the em: prefix is the encapsulating namespace used to group elements and

; | attributes for the Extension Manager properties in the install manifest.

Modifying Code within an Extension

One of the beautiful things with having extensions packaged as standard Zip files is that you
can easily uncompress, modify, and repackage them to review the code or fix any lingering
issues you may have found. That said, let’s briefly look at the anatomy of an extension so that
you will know what you will see once you extract an extension file.
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Internal Extension Structure

The basic structure of an extension, as shown in Figure 3-10, requires at a bare minimum for
1.0 support an install.rdf file. This file is the manifest detailing the information the Firefox
extension installation process needs to install your extension.

(M localinstall =[0f ]
| Ble Edt View Favorites Iook Help | w
| QBack - ) - (| search [ Folders | [ 2 X ¥) | -

Cichromne:

zllnstall.ls

[ #] install.rdf

ﬂli:ense.txt

|e.05 kB | 4 My Computer

FIGURE 3-10: Extracted contents of the Local Install extension

The install.js and license.txt files are optional. The install.js file is required only if your exten-
sion needs to support Firefox versions prior to 0.9. Versions prior to 0.9 used the original
extension installation process, so install.js is no longer required to support newer versions of the
browser. The license.txt file is primarily there for informational purposes and is not used by the
extension; you may choose to omit or remove it.

Once you have extracted the main XP1I file, you will have one additional file to extract: a JAR
file, which is located in the chrome directory. Once again, much like the XP1I file, the JAR file
is a ZIP file. The JAR file contains the actual content and code for the extension and may con-
tain several subdirectories. Figure 3-11 shows the JAR file for the Local Install extension, as
well as the contents extracted with its subdirectories. Just as you opened the XPI file to view
the contents, you can extract the contents of the JAR file in Windows by right-clicking the
JAR file and selecting Extract to NAMEN\ (where NAME is the name of the JAR file). I find
extracting the contents to a subdirectory makes it easier for me, but you can also choose the
Extract Here option.
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FIGURE 3-11: Extracted contents of the JAR file in the extension's chrome directory

7-Zip is not the only compression tool for Windows that has viewing, editing, or extracting fea-
tures; however, it is a fast and free alternative.

The primary structure of an extension may consist of the following directories:

B content
| Jocale

m skin

While the exact role each of these directories plays is further covered in Chapters 16 and 17,
the directories are briefly covered here. As you can see from Figure 3-12, the content directory
is the primary location for the extension’s code, whether that is JavaScript, XUL, or other sup-

porting files.

The locale, skin, defaults, or components directories and content are supporting features to an
extension and may not exist in all extensions. The most common directories that you will see
are locale and skin, which are discussed here. The defaults and components directories are pri-
marily used for advanced extension programming and are covered in Chapter 17.

The locale directory exists with extensions that offer translations or locale-specific text. Firefox
checks to determine if there is a match between the local system’s locale and one found in

the install.rdf manifest file. If no match is found, it should default to en-US or the English
translation. Many extensions offer a multitude of translations, but this varies from extension to
extension.



Chapter 3 — Hacking Extensions 47

M focal_install =1ojx|
| Ble Edt View Favorites Iook Help |
| QBack = ) - ¥ | P search [i5 Folders |15 0 X 9 | G-

s x| |*dicon.pngf
= 3 local_instal =] [Bllocal_install.js
B 3 chrome |#] contents.rdf
&1 (3 local_install |#]local_browserOverlay. xul
=5 cTJnLent ﬂlncal_extensions.xd
123 bocal_jnstal ﬂlocal_theme.xul
= 2 locale
[ 1) de-DE
[ |2y en-US
® D) es-ES
B ) frFR |
Bl 3 &7
B 2 ok
# ) pt-BR

= I3 zh-CN -
A LlJ

lz.91 kB |4 My Computer

FiGure 3-12: File listing of the content directory

The skin directory exists if the extension is using any Cascading Style Sheets or images to alter
an existing Firefox window or to define the style of an extension-created window.

Basic Methods for Modifying Content

With an understanding of the basic structure of an extension, you can begin perusing the code
and making changes or fixing bugs. While Chapter 17 covers how to officially package an
extension and its contents, you can use one of the following two methods to make quick
changes to files within the XPI archive:

B You can use the File o> Edit features of tools such as 7-Zip, WinRar, or WinZip to edit
files within the XPI or JAR files. This is probably the easiest approach because most
compression tools detect changes to the edited file and prompt you to update the main
extension file. This is the same method you used in the previous section to edit the
Firefox maxVersion number in the install.rdf file.

B You can extract and edit the files into directories as you did through this section to view
the contents. Then you can drag the file(s) into the appropriate directory within your
compression tool. While most tools offer drag-and-drop functionality, some may not,
and you should revert to the previous method for quick edits.

The methods described in the following sections are basic and may be seem very elementary,
but they are the quickest way to update extensions when needed. More advanced methods are
covered in Chapter 17.
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Hacking the Extension Manager

The Extension Manager is the hub for managing all of your installed extensions. This section
covers ways to enhance its functionality by documenting your installed extensions and themes,
changing the visual appearance of the window, or adding needed functionality. ListZilla and
Info Lister both provide an interface for you to document the extensions or themes you have
installed, each with great features. Slim Extension List and EMbuttons both modify the exten-
sion or themes manager and add functionality. Local Install provides additional local installa-
tion support.

Listing Your Extensions and Themes

After using and adding different extensions and themes to my daily arsenal of tools, I started to
get frustrated with a few things, such as tracking the extensions and themes I had installed,
making the extension list easier to read, and adding toolbar buttons for both extension and
theme managers. That’s where ListZilla, InfoLister, Slim Extension List, and EMButtons
come in handy. While ListZilla and InfoLister have similar features, some find InfoLister a lit-
tle more feature rich.

Using the ListZilla Extension

Once installed, ListZilla creates a ListZilla option in the Tools menu. Selecting the menu
allows you to save a list of your Extensions or Themes to the following formats:

m HTML
B Text
m vbCode

Each option prompts you for a file location and name and saves the corresponding file. Figure
3-13 shows an example of the HT ML output generated by the Export Extension List option.

One nice feature that both the ListZilla and InfoLister extensions have is the ability to create
links to an extension's homepage when choosing HTML for your output.

For more information or to download ListZilla, visit http: //roachfiend.com/archives/
2005/03/03/1istzilla/.
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FiGure 3-13: Sample HTML output using ListZilla

Using the InfoLister Extension

Much like ListZilla, the InfoLister extension allows you to save a list of extensions and themes,
but it also goes beyond this with features such as the following:

B Plugin information

B Current Firefox build version

B Autosave functionality

B Output format customization

B FTP capabilities
Figure 3-14 shows sample HTML output generated by InfoLister. Additionally, Figure 3-15

shows the Customize Output options available.
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FIGURE 3-14: Sample HTML output using InfoLister
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For more information or to download Infolister, visit http://mozilla.klimontovich
.ru/infolister/.

Hacking with the Slim Extension List Extension

This extension does two simple things: It decreases the amount of space each listing needs, and
it sorts the list alphabetically. In Figures 3-16 and 3-17, you see the before and after results of

using this extension.
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FiGure 3-16: Before installing Slim Extension List

For more information or to download Slim Extension List, visit http://v2studio.com/
k/moz/.

Hacking with the EMbuttons Extension

EMButtons brings with it a mixed bag of options. Its key feature is the ability to add toolbar
icons for the Extension or Theme Manager windows, but it also has some nice hidden features
that are accessible via the Options window. The Options window, as shown in Figure 3-18, has
preferences to sort the Extension or Theme Manager entries. It additionally has an enhance-
ment for the Extension Manager to increase the response time in showing the listed extensions
and one to collapse the listing even tighter than Slim Extension List does.
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FIGURE 3-17: After installing Slim Extension List
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FIGURE 3-18: EMbuttons options menu

For more information or to download EMButtons, visit http: / /moonwolf .mozdev.org/.
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Recommended Extensions by Category

Table 3-1 provides a list of my recommended extensions by category. These are listed in the
forums on my site at http: //www.mrtech. com/, as well as Mozilla Updates and several
other major Mozilla extension sites.

Table 3-1: Recommended Extensions

Category

Description

General Enhancements

AdBlock

Blocks virtually (99.9 %) all banner ads

Alt-Text for Link

Shows links' destination URL in tooltips

CuteMenus Adds icons to most menu items

Grease Monkey Allows you to add or modify web page behavior
Launchy Opens links/mailtos with external apps
Linkification Highlights and linkifies plain text link

Linky Opens/downloads all or selected links, and so on
MR Tech's Local Install Theme/extension local install options

Popup ALT Shows legacy image alt tag tooltips

Reload Every

Schedules reloading of a web page

RIP Helps remove unwanted content from a web page
Sage Lightweight RSS and ATOM feed aggregator
ScrapBook Saves web pages and easily manages notes

Slim Extension List

Makes items in extension list shorter

TargetAlert

Tries to append an icon to link

URLid

Creates URL-specific style customizations

WebMailCompose

Makes mailto: links load your webmail

Download Extensions

Disable Targets For Downloads

Disables download targets by extension

Download Manager Tweak

Downloads manager options

Download Sort

Download files and sort them into specific directories

Download Statusbar

Shows download info on the status bar

FlashGot

Customize support for download with external applications

Continued
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Table 3-1 (continued)

Firefox Hacking Extensions

Bookmark Backup

Backs up bookmarks and other core files

ChromEdit

Edits your Mozilla configuration files

Configuration Mania

Allows you to configure hidden preferences

Extension Developer

Extension Development Tool

Extension Uninstaller

Uninstalls older extensions

Preferential

Accessible GUI tree for preferences

Information Extensions

Listzilla

Creates list of current themes and extensions

InfoLister

Creates list of current themes and extensions

Status Bar Extensions

Download Statusbar

Shows download info on the status bar

ForecastFox Highly customizable weather forecasts
FoxyTunes Adds Audio Playback options to status bar
Gmail Notifier Allows checking for new Gmail messages
Statusbar Clock Adds the date/time to your status bar

Tab-Browsing Extensions

Single Window

Basic tab-browsing options

Tab Mix

Great compilation of tab browser tweaks

Tabbrowser Extensions

Adds tons of tab-browsing options/tweaks

Tabbrowser Preferences

Adds GUI options for hidden tab browser

undoclosetab Allows you to open recently closed tabs
Toolbar Extensions
EMbuttons Adds themes/extensions buttons and options

Firefox UltraBar

Search engine and blog toolbar

GoogleBar

Adds a Google toolbar to the browser

Toolbar Enhancements

Adds useful toolbar buttons and options

Yahoo! Companion

Adds Yahoo! Companion toolbar
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Web Programmer Extensions

BBCode

Context menu access to BBCODE/HTML code

EditCSS

On-the-fly editing/testing of page style

Html Validator

Checks HTML pages for correctness, based on Tidy.

Live Http Headers

Adds HTTP header to page info tab

Make Link

Builds html or bbcode links in clipboard

Mime Type Editor

Mozilla's Mime Type helper application

Named Anchors

Shows Named Anchors on Page Info window

ScrapBook Save and manage web sites and notes easily
User Agent Switcher Changes agent string sent to web sites
View Cookies New cookies tab in the Page Info dialog

Web Developer

Adds many useful Web developer features

Summary

Personally, I think that extensions are the most significant enhancement to web browsing that
has come out in a very long time. Dedicating an entire chapter to understanding how Firefox
handles extensions and how to hack them was easy for me to envision. Add to that the cus-
tomization options available to the extension manager and a nice list of extensions to wrap
things up, and you have a chapter chock full of goodies.






Hacking Themes
and Icons

ne of the great features of Firefox is its ability to dynamically ren-

der the interface, or chrome, using Cascading Style Sheets to over-

lay the screen’s style. The browser’s interface is created using
Extensible User-Interface Language (XUL), which is an extremely powerful
and robust markup language that allows you to create all the elements of a
screen or dialog using standards such as XML, JavaScript, CSS, and internal by Mel ngg 5

calls.

Themes are small files installed in Firefox that modify its interface without
affecting any functionality. Themes do this by referencing an XUL window
and then the individual object names defined in the XUL file to assign or In +kl§ CkaP+er

change the layout, images, or presentation style associated with objects

defined in the XUL window. Each object (button, label, and so on) has an M _HaCkmg the

id assigned to it and is defined in the file. For the main browser window, interface

this XUL file is called browse.xul and is located deep in the browser.jar in

the chrome subdirectory where you installed Firefox. ™ Hacking themes
As in the previous chapter, this chapter tackles issues that may arise when ] )
installing themes. Like extensions, themes have undergone similar transfor- M _Hacklng web site
mations because of changes in the way later versions of Firefox install them. Icons

These changes, coupled with changes to graphical interface elements and

styles throughout the development cycle prior to the 1.0 release, may cause M Recommended
themes to lack proper support for their final released builds. This chapter themes

demonstrates some basic techniques to modify the interface, provides assis-
tance in rebuilding or recovering from older themes, and shows you other
techniques to hack the interface.

For more information on Cascading Style Sheet standards and
. implementation documentation, visit http://www.w3.org/
| style/css/.
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Changing the Window's Background Color

Although changing the background color of the Firefox browser window seems trivial, it does
allow you to dive a little deeper into some of the defined elements of the main browser window
while providing another example of how to use the userChrome.css file, Cascading Style
Sheets, and some creativity. This example highlights the specific ids and names assigned to

the browser elements as they are defined in the main browser.xul. Starting from a clean slate,
Figure 4-1 provides a reference for the original color scheme for a standard Windows
installation.
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’ Y Web gearch ik —
&,l_l - _"> - @ (X | @ 25 = Hient=FireFooc-atuls=:en-US:official j O a I!C‘,
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Diownioads Ctr+]
Extensions
Themes
m T
DoM Inspector  ChH+Shift+1
Page Info
£ Edit User Fles
> Qptians. ..
(10\]3 Trtups  Mews

| Advanced Saach

Erefarences
Gioogle Search |

Live Bookmarks i1s a way you can view RSS feeds from your favorite news site or
wablog, Leam mare,

Firefox Help & Add-ons About Mozilla CDs & Merchandise Get Involved

FIGURE 4-1: Standard window showing window, menu, and tabs

The next step in this process is to begin identifying the XUL id of each of the screen compo-
nents. Again, the focus of these early exercises is not to fully elaborate on how to get the ids,
but how to hack them. Later, in Chapters 16—18, you have the chance to dive through the
whole object model for Firefox. The initial focus is on the background color for the menu bar,
toolbar, and the status bar, which have ids of menubar, toolbar, and statusbarpanel,
respectively.
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Now you need to focus on creating a range of colors that you can access. Luckily, you can refer-
ence standards at web sites such as http: //www.w3 .0org/TR/2001/WD-css3-color-
20010305#colorunits for color selection and support for CSS syntax. You want a standard
Red-Green-Blue (RGB) representation of the color of choice, which you can refer to by a
name such as silver, in the hexadecimal format, #C0C0CO, or by allowing the browser to extract
the RGB values using the following syntax: rgb (192,192,192) . Once you have determined
what color you want to use, you can pull together the code needed to assign the background
color. For this example, I wanted to go a little lighter than silver, so I chose #£0E0EO.

Comments in Cascading Style Sheets files are blocked out with slashes and asterisks, like this: /*
. MY NOTE HERE */. Also, if there is an existing userChrome.css with a @namespace line, as in
| the following example, all plain text has to be pasted below this line.

/* Change Main Window Colors */

menubar, toolbar, statusbarpanel {
-moz-appearance: none !important;
background-color: #EOEOEO !important;
}

When we break out the syntax, you see the basic structure defining the elements menubar,
toolbar, and statusbarpanel and then associating a style using CSS code. Standard CSS
formatting calls for curly braces to delineate the beginning and end of formatting.

The first line within the brackets has a property of -moz-appearance with a format of
none followed by a key instruction of ! important. This line tells the browser that the
default style for objects with ids of menubar, toolbar, and statusbarpanel should be
ignored and that this style should be used. This style change works because of the CSS instruc-
tion of ! important used on each line. As defined by CSS standards, the original style defini-
tion takes precedence over a user-defined style of the same name. With the ! important style
instruction in place, Firefox implements the user-defined style instead of any previously
defined style with the same name. I like to do this to clear the formatting. Doing so ensures
that I have a clean slate, even if I am using a custom theme that might otherwise alter the
appearance.

To apply these changes, you can either edit the userChrome.css manually from your profile\
chrome directory or use an extension such as ChromEdit to easily access this file and paste the
lines in. Once you have updated and saved the userChrome.css, you need to restart the browser
for the changes to take effect. Figure 4-2 displays the updated browser window after the back-
ground style changes have been applied.

One of the first things that you might notice after the initial joy of updating colors is that not
all browser window elements are updated to reflect the color changes. Because we defined only
the menu bar, toolbar, and status bar panel in the userChrome.css for changes, several other
elements, such as menus, tabs, dialogs, and so on, are not updated, as shown in Figure 4-3.
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As you can see, a few more objects and ids need to be added for full colorization. For simplic-
ity’s sake, these are given to you here. Now we can add menus, popups, dialog boxes, tabs, side-
bars, and other ids to cover the full range of elements that need updating. Again, just edit the
userChrome.css file by replacing the previous snippet you pasted in with the following one and
restarting Firefox:

/* Change Main Window Colors II: adding tab area, toolbar menus,
right-click menus and other screen elements */

menus, menubar, toolbar, statusbarpanel,
.tabbrowser-tabs, tab:not([selected="true"]),
menupopup, popup, dialog, toolbox,
window, page, vbox, button, caption,
sidebarheader, prefwindow {
-moz-appearance: none !important;
background-color: #EOEOEO !important;
}

One key entry that should stand out in this list is tab:not ( [selected="true"]).This
entry is a variation on a plain tab element; it causes the tab that is selected to stand out for
easier visibility. Without this entry, it would be difficult to determine which tab is active. This
entry causes the active tab, the “Mozilla Firefox Start Page” tab, to retain your system default
colors while the background tabs have the color change applied, as shown in Figure 4-4.
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You can play with the color, font, and font size of the active tab by adding the following before
or after the snippet you just added:

/* Change visual appearance of selected tab */

tab[selected="true"] {
-moz-appearance: none !important;
background-color: #FOFOFO !important;
font-family: Arial, Helvetica, sans-serif !important;
font-size: 110% !important;
font-weight: bold !important;
}

To vary the background tab appearance even more, you can change the opacity, font, and font
size with the following code. Remember that most text background style changes that you can
make using Cascading Style Sheets can also be implemented to browser window elements. For
best results and easier reading, add this code above or below the two example CSS definitions
that we just covered:

/* Change visual appearance of background tab(s) */

tab:not ([selected="true"]) {
-moz-appearance: none !important;
-moz-opacity: 0.6 !important;
font-family: Arial, Helvetica, sans-serif !important;
font-size: 90% !important;

}

These changes are illustrated in Figure 4-5. Notice that distinguishing between active and
background tabs is much easier.

You may have to add or omit some of the style entries in the preceding examples, depending on
the theme you are using or the extensions you have installed because of the changes that they

' 1 might apply.

Using a Tiled Image for the Window's Background

While the following basic example is readily available on the Mozilla.org site (specifically from
the Mozilla Firefox FAQ page at http: //www.mozilla.org/support/firefox/
tips), this section shows you how to extend it to your liking and to get it to work for you.

/* Use a background image for the toolbars:
(Substitute your image file for background.gif) */

menubar, toolbox, toolbar, .tabbrowser-tabs {
background-image: url ("background.gif") !important;
background-color: none !important;

}

The beauty of this hack is that it shares the same screen elements as the previous section, where
you modified the background colors, so all you have to do is mock up the same ids and screen
elements to your liking.
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FIGURE 4-5: Main window with tab after enhancing the tab appearance

Before hacking the style and adding screen elements, though, you need to know how to refer-

ence the image so that Firefox knows where to read it. The background-image CSS prop-

erty uses a Uniform Resource Locator (URL) to find the file. While typically one would relate
a URL with a web site, this is merely a way of specifying the path to the file.

The easiest way to have the userChrome.css file find the image is to save it to the same direc-
tory as the userChrome.css, which is under your profile’s chrome directory. You can, however,
hardcode the full path to the file if you want to. Additionally, any image or background that
you find can be used for the window background, but you may want to avoid images that are
not specifically meant to be tiled, as they may not be visually appealing.

To save an image from a web page, just right-click on the page, select View Background Image,
and then save the image locally. You can also search the Internet for “web page background

| images,” and tons of sites come up.

Using the basic example from the Firefox FAQ page mentioned earlier, we will fill in some of
the missing pieces. In reality, the example is not missing anything; it just makes for a better
experience if not just the primary elements on the page have a background image. The follow-
ing example is a mirror copy of the background colors example with the addition of style
changes from the previous Firefox window color background example. Figure 4-6 displays a
beautiful lavender marble background that is applied to the main browser window.
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/* Using a Tiled Image for Window's Background and more */

menus, menubar, toolbar, statusbarpanel,
.tabbrowser-tabs, tab:not([selected="true"]),
menupopup, popup, dialog, toolbox,
window, page, vbox, caption,
sidebarheader, prefwindow {
-moz-appearance: none !important;
background-image: url ("lavender.jpg") !important;
background-color: none !important;
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FIGURE 4-6: Main window with background image

As in the background color examples, you need to enter and save this code into your
userChrome.css file and restart Firefox. For this example, I pulled an image from a background-
testing page that I created back in the Netscape 2.0 era: http: //www.mrtech. com/
backgrounds/. Specifically, I picked image number 14 or 14.jpg and saved it in my profile’s
chrome directory as lavender.jpg. You can use this same page to test how different font colors
display using a unique array of background image colors and textures.
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One cool trick you can do is break up the elements and give them different background images.

Reducing Space around Toolbar Icons

One of my pet peeves with many themes is the amount of space padding around toolbar icons
when using the text label on the toolbar. Most theme layouts are geared toward using the stan-
dard icon size without text, but I prefer using small icons with text descriptions—and most
themes, including the default theme, do not have optimal spacing in this mode. Whether you
have selected Icons and Text or Text with or without Use Small Icon, Firefox adds just a bit too
much spacing, which bloats the toolbar.

To customize your toolbar, right-click on the toolbar and choose Customize from the popup
menu.

Once again, to apply this example, enter the following in your userChrome.css, save, and restart
Firefox:

/* Reducing Space Around Toolbar Icons */

.toolbarbutton-1,

toolbar [mode="text"] .toolbarbutton-text {
padding: 3px 3px Opx 3px !important;
margin: Opx Opx Opx Opx !important;
min-width: Opx !important;
display: -moz-box;

.toolbarbutton-menubutton-stack,
.toolbarbutton-menubutton-button,
.toolbarbutton-menubutton-stack:hover,
.toolbarbutton-menubutton-button:hover,
.toolbarbutton-menubutton-stack:hover:active,
.toolbarbutton-menubutton-button:hover:active {

padding: Opx Opx Opx Opx !important;

margin: Opx Opx Opx Opx !important;

min-width: Opx !important;

display: -moz-box;

}

A larger space gain is realized when you have toolbar text labels enabled.

Figure 4-7 displays the default theme with toolbar text enabled. Figure 4-8 shows the effects of
applying the toolbar style changes with small icons.
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To achieve the tightest fit, you can override the padding, margin, and minimum width for the
toolbar buttons by setting most to zero and tweaking some of the padding. To do this, you have
to change the properties for all toolbar button types and any associated actions such as hover
and active.The toolbar [mode="text"] .toolbarbutton-text line handles spac-
ing when in text-only mode.

Hacking Themes

This section dives into what you will need to know to accomplish the following:

Enable dynamic theme switching

Install older unsupported themes
B Install extensions locally

B Extend some popular extensions
u

Clean up web icons or favicons

Reenabling Dynamic Theme Switching

One nice feature that was disabled during one of the late pre-1.0 builds was the ability to
dynamically switch the browser’s theme without restarting. The decision to disable this by
default was made to allow more time to resolve some chrome refresh switching issues.
Fortunately, there is a hidden preference to reenable this feature, if you dare. Why such an omi-
nous tone? Well, historically, dynamic theme switching support has been very spotty; in the
final Firefox 1.0 release, it was disabled as a default and will be revisited for a future release.
Depending on the theme installed, userChrome.css customizations, and other considerations,
enabling this feature may cause temporary toolbar, menu, or page misalignments, all of which
are quickly resolved by closing and relaunching Firefox.

Because it is a hidden preference, my approach is to add the modified preference to the user.js
file to make it easier to manage any additional hacks that I want. This approach also helps with
remembering hacks long after you have applied them.

The user.js file is in your profile directory.

Add the following code to the user.js file. Once you have saved the entry, you must restart
Firefox, and dynamic theme switching will be enabled. You may experience some browser dis-
play issues when switching, but mainstream and updated themes generally seem to handle this
teature well.

// 1.0 Preview disables dynamic theme switching,
// this re-enables dynamic theme switching.
user_pref ("extensions.dss.enabled", true);
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In JavaScript or .JS files, double forward slashes (/ /) denote a comment.

Additionally, you can edit the extensions.dss.enabled preference using the about:config
utility (just type about:config in the location bar).

Hacking Older Themes

Themes suffer from the same versioning issue that plagues extensions when it comes to sup-
porting older versions. This is not an issue per se; it’s simply something that you might have to
address when working with older themes and extensions. These controls were put in place to
assure proper support in the event that the underlying core code was changed for any reason;
they make the browser as stable as possible relative to third-party extension or theme code.

Firefox themes are images packaged with code and bundled into a JAR file. JAR files are com-
pressed files that use ZLIB or the standard ZIP file compression format to store files together.
To begin hacking them, you must download the JAR file locally. Most sites will give you an
Install and/or an alternate download link; in either case, you can try right-clicking and saving
the JAR file locally.

Embedded in the root of the theme’s JAR file is the install.rdf file, which holds installation
information and, more important, the minimum and maximum supported browser versions.
Using any ZIP-supported compression program, you can open or extract the contents of the
theme JAR file. The entries you are looking for are usually formatted as follows:

<em:minVersion>0.8</em:minVersion>
<em:maxVersion>0.9</em:maxVersion>

This tells Firefox that the current theme supports earlier versions of Firefox only, versions 0.8
through 0.9, which are pre-1.0 release builds. Similarly, you may experience this issue with
future releases of Firefox 1.1, 1.2, 2.0, and so on, and may need to hack a theme to support
them accordingly while you wait for the theme developer to come out with an update.

As discussed in Chapter 3, any ZIP-supported tool can be used to edit a theme. Running
under Windows, 7-Zip is my tool of choice. Figure 4-9 shows the contents of the ever-so-
beautiful Phoenity theme. From here, you can easily edit the install.rdf file, and after you close
your editor, 7-Zip prompts you to update the JAR file.

To edit the install.rdf, follow these steps:

1. Highlight the install.rdf file in the main 7-Zip window.
2. Choose File = Edit or press the F4 key.

3. Apply your changes and close your editor.

4. Confirm updating of the theme jar file.
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FIGURE 4-9: Phoenity theme contents viewed in 7-Zip

At this point, you are ready to install the theme and have Firefox properly recognize it as com-
patible with your version. The only possible drawback to hacking a theme is when it does not
support all of the newly added screen elements. This happens when a new feature, toolbar, or
screen has been added to Firefox, and third-party themes do not have associated graphics. The
most common example of this is the Mozilla Update graphic indicator that shows up next to
the browser’s throbber on the right side of the Firefox window. Because this feature was intro-
duced later in the pre—1.0 release era, some themes do not contain the images needed to display
properly. Minor inconsistencies like these are the things that you may or may not be able to live
with when hacking different themes.

Recovering from Disabled Older Themes

Much like installing extensions, installing a newer version of Firefox may disable some of your
themes. This is a built-in feature to protect you from unsupported older code and to assure a
clean, stable environment.

Unlike extensions, there are really no tools or hacking extensions to recover from the truly old
themes easily. You can try hacking the theme’s JAR file, as described in the previous section, or
checking the Mozilla Update site or the theme developer’s web site.
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If you want to keep your existing profile and would like to clean up the directory and manually
remove any lingering theme or extension files, just hop on over to the “Starting Over without
Losing All Your Settings” section in Chapter 3.

In my experience, doing this cleanup every now and then yields the best experience without
having to completely rebuild features such as password prompts, hacks, and so on.

Because of several changes made from earlier builds, it is highly recommended that you create a
new profile if you had previously tested development versions of Firefox.

Why Won't Some Themes Install?

Have you ever tried installing a theme from a site only to find that the theme will not install as
promised? Were you able to figure out how to install it? This section covers why some sites do
not install properly and how to get around these limitations.

Much like many extensions, many themes suffer from poor installation support from web
pages. To alleviate this issue, use the standard Mozilla JavaScript functionality to prompt
Firefox to download the file as an extension. Developers should have set this up for you, but
because some do not, you may end up downloading to your hard drive a JAR file that you may
not know what to do with. Read on to learn how to install a theme remotely or from a site that
does prompt you, but, more important, how to install a theme locally from your hard drive.
Where and how a theme is saved to your profile are also covered.

If you want to add JavaScript theme installation support to links that you develop, you can use
the following code:

<a href="theme.jar" onClick = "if (typeof (InstallTrigger) !=
'undefined') {InstallTrigger.installChrome (InstallTrigger.SKIN,
'theme.jar', 'Theme Installation'); return false;}"

type="application/x-zip-compressed">Install Theme Here</a>

The code above gives support for left-click installation as well as right-click and Save Link As
support.

Installing Remotely versus Locally

Installing remotely is virtually a no-brainer, thanks to the beauty of Firefox. If everything is as
it should be, you simply click on the install or theme link, which produces a confirmation
screen, as shown in Figure 4-10. Click OK, and the theme is added to your list and is available
for use immediately.

x|

i Install the theme "Phoenity” from hitp: jfphoenity.com{downloads phosnity. jar?

coe |

FiGUre 4-10: Firefox theme install prompt



Chapter 4 — Hacking Themes and Icons 71

If you enabled the Dynamic Theme Switching hack described earlier in this chapter, you can
switch to the new theme without having to restart.

Easy, right? But what do you do when it prompts you to download? The best thing to do is
save the file to a common location such as your desktop. Then all you have to do from within
Firefox is open the file. To open the file, follow these steps:

1. Select File = Open File.

2. Navigate to your desktop or the directory you saved the file to.

3. Select the JAR theme file you just downloaded and click Open.

Firefox displays the standard confirmation prompt. You are now set to install extensions, no
matter how a site delivers them to you.

Another way to open downloaded JAR files is to open the Theme Manager and drag the JAR
file into its window.

Using the Local Install Extension

On thing that really bothered me with regards to the Extension and Theme Managers was the
inconsistency between Firefox and other products such as Thunderbird and, most recently,
NVU in providing an Install button in the manager window. So basically, I hacked together
MR Tech’s Local Install, shown in Figure 4-11, which has its roots in the “Install New Theme”
extension by Bradley Chapman.
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™

My Competer
.

My Hetvork
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Lo 1=
§|§

Files of type: | Themes [*jar)

FIGURE 4-11: MR Tech's Firefox Local Install theme installation
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Originally, I just wanted to mirror for the Extension Manager the Install button functionality
that Bradley had created for the Theme Manager. Version 1.0 was quickly built and released.

Since then, File menu, shortcut keys, and international localizations have been added.

The basic idea is that you can now choose how you can install local copies of extensions and
themes. For extensions, it automatically defaults to an *xpi file type, and for themes, it defaults
to a *jar file type, making it easier to distinguish those files from others you might have saved
in the same directory.

You can download the Local Install extension at http: //www.mrtech.com/extensions/.

Hacking via userChrome.css

Earlier in this chapter we introduced the manual steps for creating your own style sheets to
change the appearance of the main browser windows and supporting screens. This section dives
into how to use customizations already packaged with some very popular themes.

Several themes have subskins, style sheet modifications that are wrapped up into a CSS file,
which is then bundled within the theme’s JAR file. Doing this makes certain features optional
and allows the themes themselves to be hacked from the userChrome.css.

A generic example of a userChrome.css entry that uses a subskin looks like this:
@import url ("chrome://global/skin/subskin/round.css");

This tells the browser to look for the round.css file in the registry theme’s chrome path of
://global/skin/subskin/.

If you switch themes and no round.css file is found, the browser continues without failure.
Remember that in your userChrome.css file, all @import lines for subskins or other features
need to be put above the @namespace line, if it exists.

You have to check each individual theme to see if it has subskins and determine the exact path-
and filenames needed to take advantage of the modifications. The following sections cover
some of the popular themes and some of the available hacks.

Hacking Aaron Spuler's Themes

Aaron Spuler’s collection of themes is by far my most recommended and best-loved collection
of themes under one roof. The style and consistency within each theme is something most
users will appreciate. That coupled with timely updates makes for a great set of themes to adopt
as your primary set.

Themes featured on his site include the following:

m Apollo

m Atlas

B Blue

® iCandy Junior
B Mars
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Neptune

Playground
B Pluto
® Rain
|

Smoke

Two of the several hacks that are available with most of these themes are brushed metal back-

ground and Safari-style tabs, as shown in Figure 4-12.
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FIGURE 4-12: Aaron Spuler's theme hacks

To apply the brushed metal background hack shown in Figure 4-13, just add the following line

to your userChrome.css, save, and restart Firefox:

@import url ("chrome://global/skin/subskin/brushed.css");

To apply the Safari-style tabs, add the following line:

@import url ("chrome://global/skin/subskin/safaritabs.css");

To download or install any of Aaron’s themes, visit http: //www.spuler.us/.
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FIGURE 4-13: Aaron Spuler's Atlas theme with the brushed background subskin applied

Hacking the Mostly Crystal Theme

Another great theme that can be hacked with subskins is Mostly Crystal. Mostly Crystal is
based on Crystal SVG (for Linux) icons created by Everaldo (http: //www.everaldo.
com). Several nice features of Mostly Crystal subskins allow for rounded corners, toolbar
tweaks, and using menu icons, as shown in Figure 4-14.

Here are just some of the great hacks you can apply that are specific to the Mostly Crystal
theme, as shown in Figure 4-15:

/* Use SMALL throbber image regardless of toolbar size. */
@import url ("chrome://global/skin/subskin/throbber-sm.css") ;

/* Change the Plain Dropmarkers for address bar and menulists to
images. */
@import url ("chrome://global/skin/subskin/dropmarker.css") ;

/* Show icons for menuitems (English only). */
@import url("chrome://global/skin/subskin/menuitems.css");

/* Use stylized address and search bars. */
@import url("chrome://global/skin/subskin/rounded.css") ;
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FiGURE 4-15: Mostly Crystal with subskin hacks applied
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To download or install the Mostly Crystal theme, visit http: //www.tom-cat.com/
mozilla/ firefox.html.

Hacking the Phoenity Theme

Phoenity has become my theme of choice for several reasons, but mostly because of its small,
simple icons. Besides its support for extensions with icon functionality, it boasts support for
several other applications and has its own Firefox subskins.

These are just some of the multitude of great options that you have with regards to being able
to hack the Phoenity skin, as shown in Figure 4-16.

Use this snippet to apply Phoenity icons to the menus:

@import url ("chrome://browser/skin/subskins/cutermenus.css");
To update the icons used by buttons, add this to the userChrome.css:

@import url ("chrome://browser/skin/subskins/cutebuttons.css");
For smooth, rounded corners around the location and search bars, use this line:

@import url ("chrome://browser/skin/subskins/roundedbars.css");

To download or install the Phoenity theme, visit http: //phoenity.com/firefox.html.
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FiIGURE 4-16: Phoenity theme with subskin hacks applied
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Hacking Website Icons

A web site icon or favicon is a 16 X 16 pixel icon that is viewable on the location bar of most
browsers; Firefox also has the capability of displaying this icon as the bookmark’s icon. This
section covers how to make sure that you have favicon support enabled; how to remove it man-
ually; and, briefly, how to use the Delete Icons extensions.

Enabling Icons for Bookmarks and Websites

By default, Firefox tries to load a site’s favicon to display it on the location bar and as the book-
mark’s icon. The standard favicon format is an ICO or icon file, but Firefox also supports GIE,
JPEG, PNG, MNG, XBM, and BMP formatted icons. The default file that Firefox looks for,
if it is not specified in the web page, is favicon.ico on the root of the web server the page is
being loaded from.

While the default display of icons is 16 x 16 pixels, Firefox resizes icons to display properly in
L the location bar and bookmarks. Additionally, the maximum size for icons to be saved with
1 bookmarks is 16K.

Some tweaking extensions allow you to enable or disable the loading of favicons by modifying
the following preferences listed. My preference is to have both entries in my user.js file to make
sure they are always set to my preferred setting of true.

user_pref ("browser.chrome. favicons", true);
user_pref ("browser.chrome.site_icons", true);

Sites can specify the name and the location for their favicon file with HTML entries such as
the following:

<link href="favicon.ico" rel="SHORTCUT ICON">
<link rel="icon" href="favicon.ico" type="image/x-icon">
<link rel="shortcut icon" href="favicon.ico" type="image/x-icon">

In Firefox, favicon.ico can be replaced with any GIF, JPEG, PNG, MNG, XBM, or BMP formatted
icon (for example, favicon.gif and so on).

For a web service to create favicons from your own pictures, visit http: //www.html-kit
.com/favicon/.

Removing Favicons Manually

While this task seems trivial, it does involve some digging into the bookmarks.html file. This
file is formatted as a standard HTML file with specific syntax to allow Firefox to parse it prop-
erly. This file is loaded once on startup and saved when the browser shuts down. Special atten-
tion should be made to close all Firefox windows before editing it, as all changes will be lost if
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Firefox is left open. You can use this to your advantage if sites have malformed or corrupt favi-
cons, or if the bookmark file becomes corrupt. Additionally, if sites update their favicon, the
favicon will not get updated in the bookmarks.html file.

The bookmarks.html file is located in the root of your profile directory and should be backed up
before editing.

The bookmark file uses a standard HTML link to store the information for each bookmark

with special properties, as illustrated in the following:

<A HREF="http://www.spreadfirefox.com/" LAST_CHARSET="UTF-8"
ID="rdf:#$4wPhC3">

Additional properties that are stored within the link tag, if available, include:

B LAST VISIT
B LAST MODIFIED
B SHORTCUTURL
® ICON or favicon
The ICON property holds a base64 or text equivalent of the binary icon file that is downloaded

from the site. Because of this conversion, the ICON property’s value is very long. A bookmark
that contains an icon image will look similar to the following link:

<A HREF="http://www.mozilla.org/products/firefox/central.html"
ICON="data:image/png;base64, SNIPPED" LAST CHARSET="IS0-8859-1"
ID="rdf:#$SGvPhC3">

For the sake of keeping the preceding example short, 778 characters were removed where you
see SNIPPED in the ICON property of the link.

To remove the ICON or favicon, just follow these steps:

1. Close all Firefox windows.
2. Make a backup of bookmarks.html.

3. Load the bookmark file from your profile directory into any text editor, preferably one
with HTML syntax highlighted to make it easier to read.

4. Page through or do a search for the offending web address.

5. Scroll over to the ICON property for that site and remove all values within the quotes for
the ICON property, including the ICON tag.
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The resulting tag should look like this:

<A HREF="http://www.mozilla.org/products/firefox/central.html"
LAST CHARSET="IS0-8859-1" ID="rdf:#SGvPhC3">

The next time you visit that link in your bookmarks, the favicon will be fetched again and
saved to your bookmarks.

Removing Icons with the Delete Icons Extension

If you want to facilitate removing bookmark icons, this is the extension you want to try. This
extension adds a Delete Icon property to the right-click context menu for bookmarks and a
Delete Icons entry to the Tools menu. The bookmark option removes just the individual icon
that was right-clicked; the Tools menu option can remove all icons and allow you to start over.
As a proponent of housecleaning, I like to do a full sweep every now and then, and this exten-
sion makes it very easy.

To get Delete Icons, visit http: / /www.gozer.org/mozilla/extensions/.

Recommended Themes

I use several criteria used to make theme recommendations, including frequency of updates,
extendibility, and version compatibility. Keeping themes updated is critical, considering the
multitude of options as well as updates that are made to the underlying rendering code. The
following extensions have historically been very good in maintaining compatibility and provid-
ing extended features such as subskins and support for popular extensions:

m Atlas: http://www.spuler.us/atlas/

® Doodle Plastik and Doodle Classic: http: //home. student.uu.se/dana3949/
doodle/

iCandy Junior: http: //www.spuler.us/icandyjr/

Lila: http://www.deviantart.com/deviation/12834861/

Mostly Crystal: http: //www. tom-cat.com/mozilla/

Noia 2.0 Lite: http: //www.deviantart.com/deviation/5706856/

Noia 2.0 eXtreme: http: //www.deviantart.com/deviation/12834861/
Phoenity: http://www.phoenity.com/firefox.html

Playground: http: //www.spuler.us/playground/

Pluto: http: //www.spuler.us/pluto/

Qute: http://quadrone.org/graphics/

Toy Factory: http://www.projectit.com/freestuff.html#toyfactory



80  Partl — Basic Hacking

Summary

This chapter is a good primer for theme development and understanding some of the funda-
mentals of how themes work. The chapter highlights different approaches to hacking the
Firefox user interface with colors, background images, and changing the spacing around icons.
It also taps into installing themes remotely and locally, then moves right into applying hacks to
themes that support subskins or Cascading Style Sheet modifications. Finally, it tackles how to

manually hack favicons or website icons, as well as how to hack them with the Delete Icons
extensions.
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Performance Tweaks
and Hacks

This chapter covers several of the much-touted hacks that you will

find on the Internet, as well as some other less popular but very useful
hacks. You will get the skinny on the what, how, and why of them. More
important, you'll see how to customize them to fit your current setup and sit-
uation. The primary method of hacking for this section is adjusting key hid-

den preferences.

I I ack it, tweak it, and make it scream down the information highway.

Deviating from RFC Specs

Wiarning: The following hacks may make your browser download faster
than your eyes can handle. Okay, kidding aside, the following hacks are a set
that has generated a lot of controversy because it breaks away from industry
standards. Based on RFC specification numbers 2068, 2616, and others, the
defined and recommended maximum number of simultaneous connections
using HT'TP/1.0 Internet protocol is four. For HT'TP/1.1, the defined and
recommended number is two. These hacks bump this number up; they also
increase the number of connections per server. If you are using dial-up
access, these hacks will be marginally beneficial and are really geared more
for DSL, cable, and corporate networks; customizing these settings is cov-
ered in the “Bandwidth and Processor-Specific Optimizations” section later
in this chapter.

RFC stands for Request for Comment. These specifications are
published to create technology standards for communication
| protocols and other application implementations.

These RFC standards are in place to balance a web server’s performance
under heavy traffic by providing a certain level of quality of service for all
users. However, as many users have realized, leeching and improved down-
load performance are necessary when cruising through the net or download-
ing large files. This, coupled with the fact that the RFC was originally
published in 1997, really begs for some radical changes to be taken. So you
deal with the problem directly by increasing the number of concurrent con-
nections made to a server for a page request.

by Mel Reyes

in this chapter

M Deviating from RFC
specs

M Optimizing page
rendering
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M Optimizing disk and
memory cache

M Windows memory
optimization
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A request is any communication from Firefox to a web server; such requests include the call to
4 download the page and each element that the page refers to (for example, graphics, JavaScript
1 files, Cascading Style Sheets, and so on).

Hacking Simultaneous Connections

To edit these settings, you can use the built-in about:config utility, add the entries to the bot-
tom of your prefs.js, or add them to the user.js file. My preference is the latter because it makes
it easier to update and manage all my tweaks and hacks without having to weed through all the
other settings or screens. Figure 5-1 displays the defaults for the four settings that we hack in
this section.

) about:config - Mozilla Firefox =|0] x|
Eile Edit Wiew Go Bookmarks Took  Help
L}
QE'L)'@ (X @I..about:mnhu j@Go IE
B Getting Started 5 Latest Headlines
Filter: Inctwurk.}'ttp.nmx- Shaw &l
Preference Name | status | Type | vahe |=]
nebwork.Ritp.mas-connections default integer 24
network. k. max-conneckians-per-server default integer 8
nebwork. Hitbp. ma-persistent-connections-per-prosxy default Integer 4
network.hitp. max-persistent-connections-per-server  default integer 2

FIGURE 5-1: The about:config utility with the network preferences

While performance is genuinely good for single-page browsing with default settings, loading
multiple pages or loading pages with tons of supporting content, such as thumbnail images,
may take some time to queue up and download. Moreover, if you have created a multipage
bookmark or homepage or, like me, have JavaScript-triggered buttons to blast open 4 to 12
sites in tabs simultaneously, you know the importance of downloading all pages and page ele-
ments as fast as possible.
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Here is the code you can add to the user.js file:

user_pref ("network.http.max-connections", 96);

user_pref ("network.http.max-connections-per-server", 32);

user_pref ("network.http.max-persistent-connections-per-proxy",
24) ;

user_pref ("network.http.max-persistent-connections-per-
server", 12);

The faint of heart can modify these settings with the Tweak Network Settings extension, which
can be found at http: //www.bitstorm.org/extensions/.

The network.http.max-connections hack increases the number of total connections that the
browser will make at one time. The network.http.max-connections-per-server hack breaks this
down to the maximum number of connections per server.

For additional networking preferences, default values, and notes, visit http: / /www
.mozilla.org/quality/networking/docs/netprefs.html.

Persistent connections are implemented with HT'TP web protocols and allow fewer TCP/IP
calls to be initiated to a web server when making multiple requests. This is also known as
keep-alive, because it reuses the active connection to communicate additional requests. The
network.http.max-persistent-connections settings bump the number of simulta-
neous requests that can be made, in effect forcing the download of as many of the page ele-
ments at the same time as possible.

For more information on HTTP/1.1 Persistent Connections standards, visit http: //www.w3
.org/Protocols/rfc2616/rfc2616-sec8.html. For HTTP/1.1 performance informa-

| tion, visit http: //www.w3.0org/Protocols/HTTP/Performance/.

Pipelining Hacking

A key feature called pipelining was incorporated into the HTPP/1.1 standard. While this fea-
ture does give a boost to communication between the browser and server, there are some web
servers and proxy servers that may not fully support its use. Pipelining takes several requests
and submits them to the server back to back without waiting for a response, with the expecta-
tion of receiving the requested objects back in the order submitted. The benefit is gained in the
fact that there is less chatter and delay between the browser and server because the browser is
not waiting for a response from the server for the first request before making the next, and

$0 on.

// Enable Improve Pipelining

user_pref ("network.http.pipelining", true);

user_pref ("network.http.proxy.pipelining", true);
user_pref ("network.http.pipelining.firstrequest", true);
user_pref ("network.http.pipelining.maxrequests", 8);
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network.http.pipelining.maxrequests is capped at eight, and setting this value to anything
higher will be ignored. The default is four.

Though it is not recommended, I have suffered no ill effects from using network.http
.pipelining. firstrequest. It is not recommended, because Firefox has yet to determine
if the server can handle pipelined requests.

For more information on HTTP pipelining, visit http://www.mozilla.org/projects/
netlib/http/pipelining-fag.html.

Other Hacks

The following tweaks increase the amount of time and number of entries for which the
browser remembers the Domain Name Server (DNS) resolution information. DNS servers are
the bridge between a website’s named address and the TCP/IP address assigned to it.
Increasing the DNS expiration and the number of entries reduces the number of times Firefox
needs to poll to gather this information.

The FTP idle and keep-alive settings use a default of 300. Lowering these shortens the
amount of time that the browser waits before giving up and timing out for FTP connections

and keep-alive callbacks.

user_pref ("network.dnsCacheExpiration", 86400);
user_pref ("network.dnsCacheEntries", 256);
user_pref ("network. ftp.idleConnectionTimeout", 60);
user_pref ("network.http.keep-alive.timeout", 30);

These hacks help with browser responsiveness but may have some side effects, including prema-
ture timeouts. Use these hacks with this understanding and modify or remove them if you expe-
| rience any unforeseen issues with website name resolution, FTP idle connections, and so on.

Optimizing Page Rendering

Page rendering is handled by the internal core technology, called NGLayout, or by Mozillas
layout engine. By tweaking the NGLayout paint delay setting, you reduce the amount of time
that the browser waits before it begins rendering a page while downloading, which achieves
some marvelous visual performance. I like this a lot because it enables me to know exactly what
is downloading and to enjoy its rendering in real time without having to wait for all the content
to load. This does take its toll on central processing unit (CPU) utilization, but with today’s
high-end processors and systems, this is less of a factor.

Using tab browsing usually requires less CPU time and memory; pages load faster because
Firefox does not have to render a whole new window. Additional tab browser tweaks and set-
tings can be found in Chapter 10.
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Hacking Page Rendering

Most of these hacks are scattered all over the Internet, but most take snippets from several key
sources, including the Firefox Tuning information posted in the Firefox Features forum on
MozillaZine.org forums. To access the healthy discussion on tuning Firefox, visit
http://forums.mozillazine.org/viewtopic.php?t=53650.

The TweakFactor.com site summarizes these hacks in a nice clean page, which can be found at
http://www. tweakfactor.com/articles/tweaks/firefoxtweak/4 .html.
However, in my experience, the following tweaks are really the core tweaks that help in render-
ing and page timing for display purposes:

user_pref ("nglayout.initialpaint.delay", 0);

user_pref ("content.notify.ontimer", true);
user_pref ("content.interrupt.parsing", true);
user_pref ("content.notify.interval", 100);

user_pref ("content.notify.threshold", 100000);
user_pref ("content.notify.backoffcount", 200);
user_pref ("content.max.tokenizing.time", 3000000);
user_pref ("content .maxtextrun", 8191);

The nglayout.initialpaint.delay tweak shown in the preceding code modifies the
amount of time Firefox waits before it begins rendering a page, where the default is 250
(milliseconds). The rest of the content hacks alter the timing for internal reflow and page
generation.

The "content.notify.ontimer" is on by default, but I always like to include it just in
case. This turns on the timer-based reflow management used for rendering. Users upgrading
from pre-1.0 releases may have this preference disabled; setting it to true should rectify this.

The "content.notify.interval" preference sets the amount of time allowed between
reflows and is measured in microseconds, where the default is 250000. Some have balked at
setting this to such a low number, but I have yet to suffer from doing so.

The "content.notify.backoffcount" sets the number of reflows to do before waiting
for the rest of the page to arrive.

The "content .max.tokenizing.time" was implemented to give the user interface
responsiveness while parsing a page. The default for this setting is three times the "content
.notify.interval".This is the amount of thread processing time to use before releasing
controls to the user interface.

The "content.maxtextrun" preference by default is 8191, but in builds prior to 0.9.5, it
was 8192, and the one-digit difference, based on the notes in the Bugzilla posting, made a
huge difference in rendering due to buffer thrashing and overallocations. This hack is included
just in case you are still on an old build or this setting has not been properly updated. For more
information on this fix, visit
https://bugzilla.mozilla.org/show_bug.cgi?id=77540.

The combination of these hacks should yield a very nice experience when downloading larger
pages or pages with complicated table structures.
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Unblocking Error Dialogs

One annoying feature that really is not a rendering-specific issue is the browser’s popping up a
modal dialog warning that there is an error while connecting to a site. A typical modal dialog
blocks background activity until you respond to its question, usually in the form of an Are-you-
sure-you-want-to-exit? type of dialog. What this tweak does is replace a failed URLs modal
dialog prompt with an error page. Having used this hack for a long time now, I have found it to
be most useful if you are loading several pages at the same time. In this instance, the error dia-
log actually holds up the whole browser from downloading other background content. Using
this tweak allows the other pages and page elements to load without the lockup.

user_pref ("browser.xul.error_pages.enabled", true)

One side effect of using this hack is that the displayed URL in the location bar is a pointer to
the internal XUL page that is used to generate and display the error. To rectify this situation,
you can install the Show Failed URL extension, which does as it says; it shows the URL in
question in the location bar. This extension can be downloaded from http: //www.pikey.
me.uk/mozilla/#sfu.

For more information on why this preference is not enabled by default, visit the Bugzilla site at
http://bugzilla.mozilla.org/show_bug.cgi?id=28586.

Disabling Smooth Scrolling

Smooth scrolling may be a nice feature, but I can never tell the difference when it is enabled.
However, I have noted a slight performance hit on older computers that have it enabled.

user_pref ("general.smoothScroll", false);

My preference is to tweak as much power and performance as possible out of the browser and
forgo most of the frills, so this feature ends up getting disabled on my systems.

Bandwidth and Processor-Specific Optimizations

When originally learning these connection, rendering, and pipelining hacks for the Mozilla
Suite and Firefox, I did my own performance testing. I did this at probably just around the
same time other sites had been doing it, but my findings were a little different. My original
approach was to bump up each of the settings by some factor, starting with a factor of 10, and
then work my way down from there. I monitored the following key issues:

m CPU utilization
B Browser responsiveness
m Failed sites

B Broken images
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While in the end they do not share the same factor, my findings were that the max-connec-
tions settings worked well at four times their default and the persistent-connections worked
well at six times their default. After some testing, 96, 32, 24, and 12 were the magic numbers
for me and so far have proven to be accepted by many users. Table 5-1 shows the test systems
used.

Table 5-1 Test Systems

Computer Type DSL (256k)  Cable (1IMB) T1 Installed Memory
Intel Pentium Il 400 MHz v 1GB

Intel Pentium 11l 500 MHZ v 256MB

Intel Pentium 111 1133 MHz Mobile 4 4 512MB

Intel Pentium 4 2.8 GHz v 768MB

AMD Athlon 1000 v 4 512MB

AMD Athlon XP 2000+ v 4 1GB

AMD Athlon 64 3000+ v 4 512MB

Based on these system configurations, you can see that the connection hacks suggested work
with a wide range of speed and memory amounts. Despite the fact that newer computers can
render content much faster, I am amazed by the incredible performance of Firefox using the
same settings as older systems. However, you may experience some hiccups and may need to
modify these settings. So here are some suggestions.

As mentioned earlier, there are several sites and forums with recommended values and settings
based on your computer and connection speed. At just about every one of these cyberplaces,
you find a mixed bag of results and recommendations. Because of the many variables that can
affect how you connect and how your system performs, I steer clear of recommending all the
tweaks mentioned on those sites. Instead, I rely on the settings that I have used successfully
and modify those accordingly for my recommendations.

The key to testing is to gauge how your system and connection react based on the changes you
make. In keeping with the factor testing methodology, modem users and others can test the
suggested tweaks and conduct some initial testing to pinpoint what works best. One page that
I use for testing contains a form submit button that is tied to a JavaScript function to blast
open four to eight pages at a time, preferably into tabs. This page can be found at http://
www . hackingfirefox.com/blaster.html.

Chapter 10 covers several tools for customizing your tab browser settings.
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This page helps you gauge how your system and connection handle downloading of multiple
pages and graphics. Again, key factors to monitor are broken pages or images, timeouts, and
CPU utilization. For example, a modem user on a fast computer may want to try a factor of 1.5
or 2 times the default values for simultaneous connections.

user_pref ("network.http.max-connections", 48);

user_pref ("network.http.max-connections-per-server", 16);

user_pref ("network.http.max-persistent-connections-per-proxy",
8);

user_pref ("network.http.max-persistent-connections-per-
server", 4);

Additionally, for users on a slow computer, modifying the content rendering should help with
CPU utilization:

user_pref ("nglayout.initialpaint.delay", 125);
user_pref ("content.notify.ontimer", true);
user_pref ("content.interrupt.parsing", true);
user_pref ("content.notify.interval", 300000);
user_pref ("content.notify.threshold", 300000);
user_pref ("content.notify.backoffcount", 10);
user_pref ("content.max.tokenizing.time", 2000000);
user_pref ("content .maxtextrun", 8191);

There really is no smoking gun when it comes to calculating the best fit for all the PC and
connection speed permutations, but playing around with these settings will help you pinpoint
what works best for you.

Visit http: //www. tweakfactor.com/articles/tweaks/firefoxtweak/4.html for
some examples of settings and tweaks based on computer and connection speeds.

To conduct some nonscientific performance testing, take the following steps:

. Apply the tweaks that fit your system best.

. Clear the browser’s cache.

. Exit and restart the browser.

. Make sure you have JavaScript links set to open into tabs.

. Open the blaster page at http: //www.hackingfirefox.com/blaster.html.

. Select one of the tests provided—four, six, or eight pages.

N o 01 A W N

. Monitor CPU utilization, page rendering, broken images, and so on.

Additionally, you can test for browser responsiveness by switching tabs while the pages are
loading. To further stress-test these settings, try scrolling the foreground page with your mouse
wheel while the content is downloading.
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You can add a Clear Cache toolbar button, as well as other useful buttons, by installing the
Toolbar Enhancements extension from http://clav.mozdev.org/.

Optimizing Disk and Memory Cache

The following hacks are targeted to help you decide where and how much disk and memory to
allocate for Firefox to use. While changing these settings may seem mundane and trivial on
some systems, they can really make a difference on others. Cache, whether disk or memory, is a
local buffering zone that holds a copy of content that has been downloaded and viewed. Disk
Cache is persistent between browsing sessions and stored on the hard drive, which assists

the browser in not having to download content each time it is accessed. Memory Cache is
session-based — that is, once you close Firefox, the memory cache or local buffer is cleared.

If Firefox happens to crash, the entire disk cache is cleared out automatically.

Changing Disk Cache Location

Modifying the location of the disk cache can have a side benefit of freeing up space without
having to repartition or remap directories at the operating-system level. The best benefit,
though, comes if you happen to have two physical hard drives installed. In my experience, mov-
ing a system’s paging file and Firefox’s disk cache to a secondary drive helps performance by
balancing disk reads and writes across both drives.

Before applying this hack, clear your cache directory.

By default, newer computers come with one hard drive and one partition. This, coupled with
the fact that newer hard drives are very fast, means that this hack is not a top priority for very
fast computers. If you are on an older system with a second hard drive or would like to repoint
the disk cache to a RAM drive, this tweak is for you. Here’s how to modify this setting:

// Sample for Windows Users
user_pref ("browser.cache.disk.parent_directory",
"d:\\temp\\") ;

// Sample for Unix/Linux/Mac Users
user_pref ("browser.cache.disk.parent_directory", "/tmp");

A subdirectory of cache is created in the directory you choose.
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If the path you have chosen does not exist, Firefox creates it the next time you open it up.
Windows users should make sure that this value has double slashes, as displayed in the preced-
ing code; not including these causes internal parsing errors and possible preference-file corrup-
tion. The only exception to this rule is if you are adding this value via the about:config screen,
in which case, you should not use the double slashes — single slashes will automatically get
converted to double.

Viewing, Changing Size, and Cleaning Your Disk Cache

This first section is more for informational purposes and to point you to your disk cache for
cleaning. As you can see from Figure 5-2, typing about:cache in your browser’s location bar
and pressing Enter brings up the memory and disk cache statistics with the capability of
drilling in and inspecting the entries stored. The first piece of information that you can use is
your current memory and disk cache settings and utilization. The memory cache optimization
hack in the next section and the disk cache size customization that follows give you an indica-
tor of how efficiently you are allocating this space by analyzing the “Storage in use” figures.

©J Information about the Cache Service - Mozilla Firefos = |:||5|’
Ffe Edt Wew go  Bookmarks Toos  Help

@, 2 5 0O @K bout:cache |
Back  Torwerd  Reload Stop Home ]l_ about:c j 0 ||g"

P Getting Started [0 Latest Headines

Memory cache device

Number of entries: 51

MMaxiinun storage size: 65536 KiS

Storage in nse: 2635 KiB
Inactive storage: 2518 EiB

List Cache Entnes
Disk cache device

MNumber of entries: 42
Maxnoum storage

N 76200 EiB
S1zed

Storage in nse: 172 EiB

D:yHy SettingsicesthiApplication DatalMozilla\Firefox) Profiles\my.Default

Cache Directory:
User\ Cache

| Dane

FIGURE 5-2: The Information about the Cache Service page

To change the amount of disk space allocated for disk caching, you can modify the following
preference:

user_pref ("browser.cache.disk.capacity", 76800);
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The preceding value sets your disk cache to 75MB (75 x 1024KB), where the default is 50,000,
a tad less than 50MB. By monitoring your disk utilization from time to time, you can see how
effective this setting may be. You can also see from Figure 5-2 that the location of your disk
cache is listed, making it easier for you to locate and clean up manually.

As for the memory optimizations, using the about:cache statistics, you will be able to determine
after a period of sustained browsing if the Bugzilla-recommended update of 64 megabytes is
enough for your needs. (See next section.) For some applications or websites, if they are heavy
with DHTML or graphics, monitoring and updating the memory cache may make a huge
difference.

Increasing Memory Cache Size

This hack helps by retaining objects from visited sites in memory so they do not have to be
reloaded from a site or from disk. Memory cache can be populated by either disk cache or
recently downloaded content and is used for browsing history, the Back button, or any similar
feature. Based on Bugzilla bug id # 105344, which you can find at https: //bugzilla
.mozilla.org/show_bug.cgi?id=105344#c26, the default memory cache allocations
are listed in Table 5-2.

Table 5-2 Memory Cache Allocations

Installed RAM Automatic Cache Allocation
32MB 2MB
64MB 4MB
128MB 8MB
256MB 14MB
512MB 22MB
1024MB 32MB
2048MB 44MB
4096MB 58MB

While this is a nice allocation for circa 1990, today’s memory prices have yielded default mem-
ory configurations of 512MB to 1GB for most systems and warrant a revisit to the default allo-
cation. After some testing, I have noticed no load or performance hit by allocating more than
the recommended memory for Firefox. Add to this that there are no apparent preallocation
memory increases, and this hack is a no-brainer.

// Amount of per session memory cache to use:

// -1 = dynamically allocate (default),

// 0 = none, n = memory capacity in kilobytes

// If you have the memory to spare, enabling this
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// will run things a little smoother.
// 65536 = 64MB, drop this down you can not spare the RAM
// 32768 = 32MB, etc.

user_pref ("browser.cache.memory.capacity", 65536);

Do not get overzealous with this hack. There is only so much content one can visit in a day, and
reserving too much memory could possibly lead to unforeseen issues.

Windows Memory Optimization Hack

Windows NT-based operating systems such as Windows NT 4.0, 2000, XP, and 2003 Server
have a built-in feature of clearing or trimming the working set of memory pages when you
minimize a window. Windows does this to clear up used memory and to allow more memory
for other applications. This memory technique usually yields a memory usage reduction of 50
to 95 percent when minimizing a window (or the last window, if several windows are open) and
applies to any program. Figures 5-3 and 5-4 display the significant drop in memory allocation
with the default window minimize behavior.
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=
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FIGURE 5-3: Memory utilization before minimizing

So why is this memory trimming so bad for Firefox? Because Firefox renders just about every
visual component and element of the browser, trimming memory used by the browser forces
Firefox to reallocate and rerender all visual elements on the browser as well as the web page
that is loaded, causing some grief and possible hard drive thrashing.
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// Allows Firefox to maintain its GUI memory
// so that the browser window will snap right back
// after being minimized.

user_pref ("config.trim on_minimize", false);
=
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FIGURE 5-4: Memory utilization after minimizing, without this hack

For more information and history on this feature, look up Bugzilla bug number 76831 or visit
https://bugzilla.mozilla.org/show_bug.cgi?id=76831.

When you modify this preference, Firefox minimizes a window without trimming the memory
usage when running under Windows NT-based systems. The upside is that the Firefox win-
dow will definitely snap back without a delay; the downside is that memory usage will stay the
same, and you do not benefit from having Windows trim the memory pages.

For more information about how Windows trims memory or how to avoid this in your pro-
grams, visit the following knowledge-base article: http: //support.microsoft.com/kb/
293215.
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Venturing into Optimized Third-Party Builds

Despite the blazing speeds you have already achieved, there are additional, processor-based
optimizations you can attempt. Both Intel and AMD have a core set of features and routines
that are used to handle the operating system’s needs. With the advent of multimedia enhance-
ments and instruction sets such as MMX, 3dNow, SSE, SSE2, and SSE3, optimizing Firefox
to your specific processor type and instruction set helps with responsiveness and page-rendering
speeds. A great resource for choosing a build for your specific operating system and system type
is the MozillaZine.org website at http: //forums .mozillazine.org/viewtopic
.hp?t=203504.

How do you determine which enhanced instruction sets your system is capable of? For
Windows users, you can check your system settings from the Control Panel. A more informa-
tive and reliable tool is CPU-Z, from http: //www.cpuid.com/. As shown in Figure 5-5,
this program gives you an immediate look into what your processor’s capabilities are.

| cache | mainsoard | memary | spo | anou |
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e Mame Marthwood BrandD | 9 ':'TF::W’
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Fanily | F Model | 2 Steppire | 9
Ext Family | 0 Ext Model | 0 Revision | O
structions MK, SSE, SSE2
—Clocks 1 —Cache -
Core Speed | 27933 WHz L1 Data 2 KBytes
Mutiplier | %140 L1 Trace 12 Mpops
FSB | 1995MHz Level2 | S12KBytes
BusSpeed | 7881 Mz LevelE
Processor Selection [CPU #1 - APKID | O
Version 1.27.2

CPU-Z

Refrezh

FIGURE 5-5: Main CPU-Z information screen

The Instructions field in the middle of the CPU-Z screen contains the information on which
you need to focus. Using this, you can see that this system’s maximum supported instruction set
is SSE2 and that it’s an Intel Pentium 4-based processor. Armed with this information, finding
a compatible, optimized build is a snap. The real question is which customized build to use,
and there really is no easy answer to that.
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Linux users can issue the cat /proc/cpuinfo command in a console window to yield results
similar to the following:

processor : O

vendor_id : GenuinelIntel

cpu family : 6

model : 13

model name : Intel(R) Pentium(R) M processor 1.60GHz
stepping : 6

cpu MHz : 1601.033

cache size : 64 KB

fdiv_bug : no

hlt_bug : no

f00f_bug : no

coma_bug : no

fpu : yes

fpu_exception : yes

cpuid level : 2

wp : yes

flags : fpu vme de pse tsc msr mce cx8 apic sep mtrr pge mca cmov
pat clflush dts acpi mmx fxsr sse sse2 ss tm pbe tm2 est
bogomips : 3170.30

The key elements to look for when running the Linux cpuinfo program are the values from the
flags line, which will contain CPU information for processor support such as sse sse2 in
the preceding code. If the flags are too difficult to decipher, just rely on the model name, which
here is Intel Pentium M processor 1.60GHz.

Most builders provide release versions of their optimized builds, also known as branch or mile-
stone versions. These are usually in line, feature for feature, with the officially released Mozilla
builds, with the exception of some builders who may include fixes to annoying or trivial issues.
Additionally, many builders also create trunk or nightly builds; these builds are literally bleeding-
edge-technology versions of all recent code changes submitted for the next major milestone
version. For the most part, these trunk builds have historically been relatively stable, with the
exception of a few times when sweeping changes and new functionality were introduced. In
these times, trunk builds are not the most pleasant to use. So if you want to dive into the cus-
tom builds arena but do not have the time to rebuild your profile, you may want to stick with
the branch or milestone optimized builds.

For daily updates of optimized builds, visit the MozillaZine Third Party/Unofficial Builds forum at
http://forums.mozillazine.org/viewforum.php?f=42.

Most customized builds come packaged as ZIP and 7z compressed files or self-extracting exe-
cutables. What this means is that they do not have an official installer, and they need to be
extracted before you use them. On the upside, this means that you can keep your current
installed version and still do testing with newer versions. For ZIP or 7z packaged builds, you
need to use tools such as 7-Zip, WinZip, ungzip, and so on to extract their contents. Some
builders provide self-extracting executables for Windows-based systems that automatically
extract to a Firefox directory.
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Always make a backup of your profile directory or any critical files before running any newer
official or optimized build.

From past and present testing of builds, I recommend the following four optimized builds:

B MOOKX: Getting and using MOOX builds is as easy as visiting the build definitions
page, http: //www.moox.ws/tech/mozilla/mdefs.htm, and seeing which build
you want. These builds are not processor-specific; they are processor feature or instruc-
tion set—specific and are easy to pinpoint from the definitions page. For more informa-
tion and downloads, visit http: //www.moox.ws/tech/mozilla/firefox.htm.

B MMOY: These branch and trunk builds are superoptimized with patches not found in
any of the official Mozilla builds. They are not processor-specific, but they are instruc-
tion set-specific. Some enhancements include faster hash algorithms, improved JPEG
rendering, and others. For more information and downloads, visit http: // forums
.mozillazine.org/viewtopic.php?t=54487.

B stipe: These branch builds are instruction set—specific and in the past have gotten very
good results and feedback from users. For more information and downloads, visit
http://forums.mozillazine.org/viewtopic.php?t=215104.

B BlueFyre: These are trunk builds and are AMD processor—specific, supporting only
Athlon XP and later. For more information and downloads, visit http: //forums
.mozillazine.org/viewtopic.php?t=92495.

Third-party builds use customized application icons for the main application window because of
| restrictions in icon and logo usage and to help users know when they are running official builds
| versus third-party builds.

After extracting these builds, just find and launch firefox.exe and sit back and enjoy. If Firefox
does not come up properly or you are not happy with it, you can simply close it and remove the
directory you extracted. Your main installed version should still be working properly.

Recent changes in extension and theme processing for Firefox 1.1 may make 1.0 and 1.1 version
switching a hassle. To minimize your headaches, make sure to install new extensions, themes,
and updates with your 1.0 builds.

Spring Cleaning

One of the most recommended fixes for issues that may arise is “Create a New Profile.” While
a lot of users do that, my preference is to dig a littler deeper and try to clean house myself.
While some fixes in the past were preference related, most for me have been file and legacy
configuration issues, mostly with themes and extensions.
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Refreshing Your XUL Cache File

As mentioned in Chapter 1, XUL is a cross-platform extendable language used to create the
browser’s interface. Additionally, it is the language used by extensions to overlay or modify the
existing Firefox interface. The XUL cache is a collection of these XUL modifications that hold
options, dialogs, and overlays for extensions and created pages. The XUL cache is used to
increase the load and speed of applying extension hacks and rendering the main Firefox inter-
face. My experience has been that extension changes and updates may not clean up discontin-
ued XUL cached pages, and I most often find myself using this tweak when the process of
upgrading extensions takes a turn for the worst.

To remove the XUL cache file, just follow these steps:

1. Close Firefox.
2. Find your profile directory (discussed in Chapter 1).

3. Delete the xul.mfl or the xul.mfasl file.

The size of the XUL cache file increases with the number of extensions you have installed.

This file may range from a few hundred kilobytes to close to a few megabytes. If you are fearful
of any losses, just rename it, but do not worry; the XUL file is re-created the next time you
launch Firefox.

Just to be safe, you should do this every time you upgrade an extension that may have gone
through a lot of feature enhancements or fixes, and after uninstalling any extension. My prefer-
ence is to do so any time I have to dive into the profile directory.

You can disable the XUL cache, but doing this may cause several issues with extensions. Do this
only if you are an extension developer and follow the steps detailed in the MozillaZine knowl-

| edge-base instructions at http://kb.mozillazine.org/Dev_:_Tips_:_Disable_

XUL_cache.

Cleaning Up after Uninstalling or Upgrading

For the sake of not repeating the “Starting Over without Losing All Your Settings” section in
Chapter 3, I will just mention this subject here and explain its importance as it relates to per-
tormance. Performance issues may arise when upgrading extensions, themes, or the main
browser itself. Using the instructions in Chapter 3, you have a much better chance of being able
to recover your profile’s usability without having to create a new one.
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The key areas where Firefox configurations usually benefit from cleaning up are as follows:

® Configuration issues with extensions, overlays, and upgrades in the Chrome\Overlayinfo
directory

B Older theme JAR files that get copied to the chrome directory instead of the extensions
directory

B Cleanup of some minor extension installer configuration settings or install.rdf properties
B Cleanup of extensions listed in the Extensions.rdf file

B Cleaning up XUL cache file in the main profile directory

After cleaning up your profile, Firefox should return to its default appearance, sans any exten-
sions and themes, allowing you to begin rebuilding your settings.

Summary

This chapter taps into increasing browser performance, decreasing response time, and tweaking
the most out of the Firefox browsing experience. Hacks to the connection, page rendering, disk
and memory caches, and memory usage enhance performance greatly. Additionally, the chapter
covers the use of third-party builds that offer extended fixes and optimizations specific to your
computer’s processor capabilities; these builds offer improvements in rendering images and core
browser functionality, tweaking even more performance in the long run. Finally, the importance
of cleaning up the profile to remove any lingering issues or junk that may have been left behind
by extensions, hacks, and normal use is covered.
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ple don't like to think about them very much. Fortunately, you're using

Firefox, so you are already on the right track. Windows users out there
who previously used Internet Explorer are already significantly safer just by
switching browsers. And while Linux folks traditionally tend to be very
knowledgeable when it comes to security concerns, and most Mac users are ﬁ_y Aaron S Pll[é‘?"
generally used to being safe and secure due to their minority, Firefox takes
security and privacy one step further.

The default settings in Firefox are good at protecting your privacy and secu-
rity. But you can make some modifications to protect yourself even more. If In +k|§ CkaP+er
you're ready to lock down your browser tighter than Fort Knox, let’s get

started. M Saved form data
and passwords

I et’s face it: Privacy and security are two very real concerns. Most peo-

Concerns with Saving M Covering your

. tracks
Form or Login Data BIER: the update

Firefox has the ability to store commonly used form elements and login cre- service
dentials. I find this behavior to be incredibly convenient. If you're using a
public computer, however, or are looking at sensitive information, turning ™ Disablin g suspicious

this option off, either temporarily or permanently, is easy. behavior

To access the settings for form or login data, you must open the Options
window and access the Privacy settings. To do this, select Tools => Options.
If you are using Linux or a Mac, select Edit = Preferences. Then select the
Privacy button on the left side of the Preferences window.
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There are six items available in the Privacy section, but the one we're concerned with right now
is the second from the top. To expand this section, click on Saved Form Information to access
more options. Figure 6-1 shows this window. (My theme, Neptune, is shown in the screenshot,
so your screen may differ slightly depending on the theme you are using.)
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FIGURE 6-1: Privacy settings for Saved Form Information

To purge any previously saved form data, click the Clear button. You will not be prompted to
confirm this action, and there is no reversing this action, so be absolutely sure you want to clear
any saved form data before proceeding. To prevent Firefox from saving any sort of form data in
the future, uncheck “Save information I enter in web page forms and the Search Bar.”

To manage login data, expand the Saved Passwords section. Figure 6-2 shows the options
available. Again, the process is similar to management of saved form data. To purge all previ-
ously stored login credentials, click the Clear button. Unlike the Clear button for saved form
data, you will be prompted with a dialog to confirm your request. To prevent Firefox from sav-
ing any login credentials, uncheck “Remember Passwords.”

With saved form data, it’s all or nothing, but Firefox allows you to selectively manage pass-
words. The Password Manager allows for fine-grained management of passwords. Clicking on
the View Saved Passwords button brings up the Password Manager, as shown in Figure 6-3.
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FIGURE 6-2: Privacy settings for saved passwords
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FIGURE 6-3: The Password Manager

The Password Manager allows you to view any passwords that you've previously told Firefox to
save. If you want to view passwords, click the Show Passwords button. If those passwords are
confidential, I recommend hiding them again after viewing; simply click Hide Passwords. You
have the ability to remove individual sites or remove all sites from the list. Login credentials for
sites that you told Firefox to never save are listed in the Passwords Never Saved tab, with the
option to remove them individually or remove all from the list.
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Creating a Master Password

A Master Password protects access to your stored passwords in the Password Manager. When
you have set a Master Password, you are prompted to enter it before access to the Password
Manager is granted. To create a Master Password, click the Set Master Password. . . button
(shown in Figure 6-2). Be sure to select a Master Password that you will be able to remember,
because if you forget it, there is no way to retrieve that information. Figure 6-4 illustrates the
Change Master Password window.
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unable to access any of the information protected by it.
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FIGURE 6-4: The Change Master Password window

Covering Your Tracks

Now that you know how to manage form and login data, let’s talk about how can you further
protect yourself. In general, you should not give any sort of confidential or sensitive informa-
tion out to any website unless that site is using encryption to mask the data from third parties.
To notify you of encryption status, all themes provide a visual clue in the URL bar. Generally,
the URL bar turns from white to yellow and displays a padlock on the right side. Different
themes do things slightly differently — most themes do not stylize the URL bar, but all of my
themes utilize the rounded URL bar, and so do themes by CatThief, Lynchknot, and others.
Figure 6-5 displays the secure-site indicator in the URL bar in both the default theme and my
Neptune theme.
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FIGURE 6-5: Secure-site indicator in URL bar

If you wish to remove all traces of information that Firefox has collected during your browser
history, you can do so with one click. Referring to the Privacy settings shown in Figures 6-1
and 6-2, the Clear All button in the bottom-right corner will completely cover your tracks.
When you click Clear All, you are presented with a confirmation dialog in case you acciden-
tally clicked it. After confirming that you wish to clear all data, the following information will
be removed:

B Browsing history

Cache

The list of recently downloaded files

All saved form information and searches

All cookies

Saved passwords

Cleaning Up Browsing History

If you were not already aware, Firefox and all other browsers keep track of what sites you have
visited in an effort to make pages load faster. Firefox stores records of the browsing history in
three ways:

B A list of sites you have visited called the History

B A list of files downloaded called the Download History

B A temporary storage area for web page files called the cache
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Cache

Pages you view are stored in a special temporary folder so that next time you visit the page, it
loads faster because the entire page does not need to be downloaded again—only the portions
of the page that have changed. Firefox allows the specification of a maximum size for the cache
folder and the option to delete the contents of that folder. The cache is an all-or-nothing type
of item. You are not allowed to selectively remove items from the cache, but you can remove all
items with the Clear button, as illustrated in Figure 6-6.

x|

®

General #fis you browse the web, information about where you have besn, what you have done, ekc

@ Is kept in the Falioving areas,
Privacy @ History

_ e |

@ # Saved Form Information Clear |

Web Features + Saved Passwords Clear |
+ Download Manager History Clear

Dowriéads + Cookies Clear |

o [zl Cache Clear |

Pages you view are stored in the cache for quicker viewing later on,

Lse up bo: |SUUZIU KE of disk space for the cache,

Clear allinfarmation stored while browsing: Clear Al

o ] oo |

FIGURE 6-6: Privacy settings for cache

Download Manager

The Download Manager stores information about which files you have saved from the
Internet. You can access options for how Firefox should remove items from the Download
Manager History in the Privacy Settings window, shown in Figure 6-7.

Before pressing the Clear button, be entirely sure that you want to remove all items, because
you are not prompted for confirmation.

If you wish to remove individual items from the Download Manager History, you can do so in
the Downloads window, shown in Figure 6-8. To open this window, choose Tools &> Downloads.
Removing an item is as simple as clicking Remove, which appears next to the item’s name in
the list. There is no confirmation—once you've clicked Remove, the entry is gone, and there is
no way to get it back. The Clean Up button in the Downloads window has the same function
as the Clear button in the Download Manager History section of the Privacy Settings window.
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FIGURE 6-7: Privacy settings for Download Manager History
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FiGURE 6-8: The Downloads window

History

The History is a list of every website you have visited, along with the time of visit. As with the
Download Manager, there are two options to consider in the Privacy Settings window (see
Figure 6-9): You can set the number of days that Firefox stores items in the list of pages vis-
ited, and you can clear the list. You will not be prompted for confirmation when pressing the
Clear button.
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FIGURE 6-9: Privacy settings for History

To view and delete individual items from the History, you must view the History from within
the main browser window. You can open the History in two ways: by selecting Go = History or
selecting View = Sidebar = History (see Figure 6-10). Once the History is visible, you can per-
form searches to find individual items. To delete an item, either right-click the item and select

Delete or highlight the item and press the Delete key.

Histary o
Search: | View B
= ¥ Today

E‘ goagle.com
é" Mozilla Firefox Start Page
- 9 spuler.us

FiGure 6-10: The History sidebar
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Blocking Unwanted Cookies

You probably are already familiar with the term cookie. If not, here is a quick explanation. A
cookie is a file created by an Internet site to store information on your computer, such as your
preferences when visiting that site. When you visit a site that uses cookies, the site might ask
Firefox to place one or more cookies on your hard disk. Later, when you return to the site,
Firefox sends back the cookies that belong to the site. This allows the site to present you with
information customized to fit your needs. Cookies cannot gather any personal information that
you do not provide, and websites cannot read cookies set by other sites. Figure 6-11 displays
the cookie preferences.

Options e 5‘
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o
e
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3]

Download Manager History Clean
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Cookies

Cockies are pieces of infarmation stored by web pages on your computer,
They are used ko remember login infarmation and other data,

Advanced [V Allow sites to set cookies Exceptions I
Clear I

™ for the originating web site anly

Keep Cookies: | until they expire -

Cache

53]

FIGURE 6-11: Privacy settings for cookies

From here, you can set preferences such as the length of time cookies are allowed to stay on
your computer, whether any sites are allowed to store cookies on your computer, and whether
cookies from sites other than the originating site are allowed. The latter case warrants some
explaining: If you are visiting a site, such as http: //www.cnn. com, that is partnered with an
advertising site, such as http: //www.doubleclick.net, which provides the ads on the
original site, only http: //www.cnn . com will be allowed to store cookies on your machine;
http://www.doubleclick.net will not. If the option to limit cookies to the originating
site only is not selected, both sites will be able to store a cookie on your computer, and then
http://www.doubleclick.net would have some information about the site you visited
because its cookie would store some information stating that you had requested the cookie
from http: //www.cnn. com—this is how some ad agencies on the Internet are able to track
an individual’s behavior.
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Reviewing Stored Cookies and Removing Them

If you wish to find out what cookies are stored on your computer or remove some cookies, click
on the View Cookies button (shown in Figure 6-11). That opens the Stored Cookies window,
shown in Figure 6-12.

Stored Cookies N x|
Wiew and remove cookies that are stored on yiour compuker,
Site [ Cookie Mame |
COm,Com HCLGFogyersion :l

mazilastare, com __utma Jhd|
Information abouk the selected Cookle
Hame: PREF
Content: ID=zbdSc0ci4ddd5ash:TM=1111860032:LM=1111860
Domain: .google.cam
Path: [
Send Far! Any bype of connection
Expires: Sunday, January 17, 2038 1:16:16 FM

Remove Cookie | Remove All Cookies I

[™ Don't allow skes thak set removed cockles to set future cookles

|

FIGURE 6-12: The Stored Cookies window.

Selecting a cookie from the list at the top displays its information in the lower pane. To remove
a single cookie, highlight it and click the Remove Cookie button. To remove all cookies, click
the Remove All Cookies button. To prevent a removed cookie from coming back, make sure to
check the box beside “Don’t allow sites that set removed cookies to set future cookies.”

Preemptively Blocking Known Undesirable Cookies

What if you know that you don't ever want to receive cookies from a specific site? Firefox has
the ability to preemptively block any cookies in a list. Click the Exceptions button (shown in
Figure 6-11). In the Exceptions window, you can list what sites are always or never allowed

to store cookies. Figure 6-13 shows the Exceptions window. Simply type the address of the
website in the text box at the top and then click the Block button. From now on, Firefox will
never allow that website to store a cookie on your computer. (If you already have cookies stored
from that site, you will have to remove them using the Stored Cookies window, shown in
Figure 6-12.)
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FiGure 6-13: The Cookie Exceptions window

Using the Mozilla Update Service

The Mozilla Update service allows you to update the extensions and themes installed, as well
as the Firefox program itself. The easiest way to use the update service is to select Advanced
from the list on the left of the Options window, click Software Update, and then click the
Check Now button, as shown in Figure 6-14.

1
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#  Accessibility
@ & Browsing
Privacy @

Tabbed Browsing

@ = Software Update

oo Perindically check For updates to:

W Frefox
O [V My Extensions and Themes

—‘m“ - rockion |
Check [ow
Advanced

Security
Certificates

H B A

validation

(o ]

FIGURE 6-14: Advanced settings for updating software
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After you click the Check Now button, Firefox checks for any updates and presents a list if any
are found, as shown in Figure 6-15.

rrcfor update X

Updates Found

Firefox found the following available updates:

+ Critical Updates (1)
The Fallowing Critical Updates are available for Firefoo:

¥ Firefox 1.0.2 (en-US) Software Update From: download.mozila, org

“fou should install these updates immedhately bo protect your computer from
attack,

Choose the ones you want to install and click Install Now to install Ehem,

< Back | IW Cancel

FiIGURE 6-15: The Firefox Update window

From here, you can select which updates you wish to install and then click the Install Now but-
ton. Updates to extensions and themes sometimes take effect immediately. If not, the updates
take effect after Firefox is restarted. Firefox updates require the browser to be shut down while
updating files.

There are several other ways to check for updates:

B Extensions only
B Themes only

B Update notification service

For updates to themes or extensions, there is a button in the individual Extensions and Themes
windows for this purpose, as shown in Figure 6-16. The Update Notification Service is the
only way to check for updates to Firefox, themes, and extensions at the same time. The Update
button in both the Extensions and Themes windows checks for updates only for extensions or
themes.

The final method for receiving updates is through the Firefox update notification service.
Different themes do this in different ways. I chose to use the same icons as the default theme
tor update notification, while some themes use custom icons. I elected to make the update
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notification icons invisible unless there are updates available, while some themes, including the
default, always show the update notification icons. As shown in Figure 6-17, the update notifi-
cation icon is the circle with an up arrow inside it, to the left of the throbber. There are three
different states for update notification:

B A green circle means that everything is up to date.

B A blue circle means that extension(s) and/or theme(s) require updates.

B A red circle means that there is an update to the Firefox browser.

) Extensions i =10] x|

a Single Window 1.4
Single wirdow mode for Firefoe: and Mozilla,
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A

FIGURE 6-16: Extensions and Themes updates
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FiIGURE 6-17: Update notification on the menu bar
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Disabling Extension Installation

One of the greatest security advantages of using Firefox over Internet Explorer is the way
Firefox handles autoinstallation. While Internet Explorer allows websites to automatically
install items, Firefox never allows anything to be installed unless requested. Before installing
any extensions, you are prompted to ensure that you really want to install. If you'd like to fine-
tune that behavior even further, you can disable extension installation altogether. In the
Options window, under Web Features is where you can find these settings, as shown in
Figure 6-18.

options x|

' Web Features

General
¥ Block Popup Windaws Alowed Skes
[¥ allow weh sites to install software Allovied Skes

Privacy
¥ Load Images Exceptions

@ I For the originating web site orly

WebFeatures| | [V Enable Java
9 [¥ Enable JavaScript Advanced...
Downloads

FIGURE 6-18: Web Features in the Options window

You can view and modify which sites are allowed to install extensions without any additional
confirmation by clicking the Allowed Sites button. To disable extension installation entirely,
simply uncheck “Allow web sites to install software.”

Disabling Suspicious JavaScript Features

Sometimes, websites can do tricky things with the JavaScript code embedded in their pages.
You can disable JavaScript completely, but doing so can break the functionality on some web-
sites. To disable JavaScript, simply uncheck “Enable JavaScript.” You can still use JavaScript but
disable suspicious behaviors by clicking on the Advanced. . . button next to the JavaScript
checkbox. I personally allow some of the suspicious behaviors but disable others. My configura-
tion is shown in Figure 6-19.
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FiIGURE 6-19: The Advanced JavaScript Options window

Disabling Windows shell: Protocol

The Windows shell: protocol is a very dangerous security risk. This protocol affects only
Windows systems, so Linux and Mac systems are safe from this sort of attack. Using the
shell: prefix (instead of the http: prefix) allows access to the files stored on your computer.
If pointed to a nonexistent file, Firefox does not know what to do and eventually crashes. This
problem was discovered and fixed with the release of Firefox 0.9.2. If someone gained access to
your computer, the protocol could be reenabled. To check and see whether you are safe, type

about:config in the address bar. In the filter bar, type shell.

If the network.protocol-handler.external.shell option is set to false, asin
Figure 6-20, you are safe. If it is set to true, you can right-click on it and select Reset; this
deactivates the shell: protocol.

¥ about:config - Mozilla Firefox ) 5 ] 53

(Ele Edt View Go Boolmerks Tocks Help ' Qw9
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 network, protocol-handler o, shel default boolean

false

FiGURe 6-20: Disabling the Windows shell: protocol
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Anti-Phishing Measures and Tools

Phishing is an attempt to steal personal information to be used for identity theft. Generally, an
email is sent that looks like a valid site asking you to update personal information. The website
that is linked in the email is actually a fake site that looks identical to the real site and even
has what looks like a valid URL in the address bar. There are ways to tell that the site is fake,
however.

Traditionally, no valid website would ask you to update personal information such as bank-
account numbers, Social Security number, or credit card information via email. If you get such
an email, do not update your information with the link provided!

Phishing scams usually involve some form of spoofing, masking the true URL of a site and
making it look like something else. A spoofed site could make the URL in the address bar say
http://www.mozilla.org, but you could actually be on another site, such as http: //
www . spoofed-mozilla. com, for example.

The other way to tell that the site is fake is a little harder, because it involves detecting the site’s
fake URL. The best way to detect a faked URL is by using the Spoofstick extension.
Spoofstick always displays the domain name of the site that you are currently viewing. For
example, if you were at http: //www.corestree.com/spoofstick/, Spoofstick would
say “You’re on www . corestreet . com,” as shown in Figure 6-21.

) spoofstick Home - Mozilla Firefox =1olx]

Fle Edt WYew Go Bookmarks Took Hep YOU'TE ON corestreel.com

,‘ ‘tw Q @ ‘é hitp: ffemne . corestrest, comyfspoofstick) B B
Prirt
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o Getring Started ¥ Latest Headlines G

FIGURE 6-21: Spoofstick tells you where you are.

If things are not going right—that is, if you're on a spoofed site—the URL in the address bar
and the Spoofstick will not match. That’s your cue that things have gone awry. The Spoofstick
extension always shows the real URL that you are visiting and cannot be spoofed with any sort
of trickery.

You can find this extension at http: //www.corestreet.com/spoofstick/, along with
a great example of a phishing scheme foiled by Spoofstick. After installing the Spoofstick
extension, simply right-click on the toolbar and select customize. Then you can drag the
Spoofstick button to the location you desire. In Figure 6-21, I hid the Spoofstick button by
going into the Spoofstick configuration.
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Summary

This chapter covers several topics that should help you achieve the level of security you desire
in your browsing. Topics covered include form and login data, Master Passwords, cookies,
update service, JavaScript features, and phishing. General information is covered on all aspects
of privacy in Firefox. This chapter does not aim to show every possible combination of
settings—just the range of options available. You can use the information provided to cus-
tomize the security preferences to your liking.
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Hacking Banner
Ads, Content,
Images, and
Cookies

enjamin Franklin once said, “Nothing in life is certain except death

and taxes.” In the Internet-pervasive world, we can make an amend-

ment to those immortal words—"Nothing is certain on the Internet
except ads and more ads.” For better or worse, the Internet has grown into a
largely commercial medium. Many nonmerchant commercial web sites rely
on advertising as a primary source of income. While one of the main goals
of advertising is to get the attention of consumers, it also serves to raise the
ire of users. Many advertisements are distracting at best and annoying at
worst. Firefox includes several tools that help the user fight the deluge of
ads that intrude on the Internet experience. One of the default weapons in
the Firefox repertoire is the built-in popup blocker, which suppresses one of
the most aggravating advertising techniques. While this is a great feature,
this still leaves banner ads, offensive images, cookies, and JavaScript and
DHTML tricks that some sites employ to get around.

This chapter covers some features of Firefox that can reduce the number of
displayed ads. We also cover the Ad-Block extension, which provides a bit
more flexibility than what is included in Firefox. Beyond annoying display
elements is something still linked to advertisements but unseen: cookies.
Cookies can be useful—they allow websites to place a small piece of infor-
mation on your computer to remember who you are. This is great for things
such as forums, so that every visit does not require the user to log in again,
or for e-commerce sites to keep track of items in the shopping cart. The
gray area of cookies comes when marketers use them to track what sites you
have visited and use that information to build a profile of your web brows-
ing habits or send you targeted advertising. In addition to blocking banners
and images, we will look at various methods of blocking cookies.

It is important to note that a lot of nonmerchant web sites do rely on adver-
tising as an important source of revenue. Blocking all ads from your favorite
web sites is probably not the best way to show appreciation for the content
they produce. A web master of a large web site noted dryly, “Users are
always saying, ‘Why are they forcing ads down our throats? We can just go
elsewhere.” But if that is really the case, why do people try so hard to block

ads instead of going to the theoretical elsewhere?”

by Terren Tong

in this chapter

M Hacking displayed
content and cookies

M Using the block
image function

M Using built-in
content handling

M Using the Ad-Block
extension

M Blocking cookies

M Third-party cookie
removal tools
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So you should realize that the Internet is an advertisement-subsidized medium, much like tele-
vision and most printed media; it would be a good idea to continue supporting sites that you do
appreciate and frequent on a regular basis by being a bit selective with the techniques covered
in this chapter. As repugnant as advertising is at times, the Internet as it is now is probably
preferable to a subscription-based model where users would have to pay for each individual site
they visit.

Using the Block Image Function

In addition to popup blocking, which by default is turned in with a standard Firefox installa-
tion, Firefox includes a feature that enables the user to block images from specific domains.
This allows users to filter out images from domains that they do not want to see images from,
including sites known for advertising and/or graphic content. However, life is not black and
white, and neither is image blocking. There are caveats to the domain filtering method of
image blocking, as a site may host images you do and do not want to see. Despite the potential
for problems, the block image function is easy to use, available without additional Firefox
extensions, and effective at filtering out the more egregious domains you definitely do not want
to see.

The first method of blocking images is very easy. Fire up a web page, preferably one that is
graphically heavy. Put the mouse cursor over any image and right-click on the image. A menu

like that shown in Figure 7-1 should appear.

£ nome @—" forum ﬂ community Hews |
. — — Cpen Link in Mews yeindos
Prefs Profile Log Ou Open Link in New Tab
Oupdates hardware | gam B ark This Link...
Save Link As..,
Send Link. .,
Copy Link Location
View [mage
Copy: Image
Neoseeker : Main Copy Image Location
Save Image As...
MAIN SECTIONS Send Imags. ..
® Motherbosrds Set fs Wallpaper.
® Cases and Cooling ok T arame F
Elock Images fi

FIGURE 7-1: The Block Images command through a right mouse click

Highlighting and clicking Block Images from examplewebsite.tld blocks all images from that
particular web site. (The text of this option always reflects the loaded web site.) Refreshing the
current page should result in a drastically different looking web page without much of its
graphics. If you just blocked images from your favorite web page, don’t worry; later in this sec-
tion, we go through the process of undoing the change. Even if you blocked an actual domain
that you really do not want to see images from, you should not skip this next part, as there are
some important points about the block image function that we examine.
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There are people who do not want images loaded at all; maybe they are on a very slow dial-up
Internet connection, or they think that a thousand words are worth more than a picture. Those
who are interested in a text-only browser can feel free to check out http://lynx.browser
.org. However, Firefox has the ability to perform a similar function. Select Tools => Options,
and an Options window like that shown in Figure 7-2 appears. Load Images is checked by
default—turning this off removes all graphical elements from web pages indiscriminately. The
indented suboption “for the originating web site only” is far more interesting. Checking this
removes from a web page graphical elements that are not part of the same domain. Suppose
that examplewebsite.tld has advertisements displayed from exampleadvertisers.tld embedded
on its web site. Enabling the “for the originating web site only” option strips images such as
those from exampleadvertisers.tld and any domain other than examplewebsite.tld. Referencing
a subdomain, such as images.examplewebsite.tld, does not seem to be affected.

@ Web Features

Genaral
- [¥ Bick Popup Windows Allowed Sites |
= ¥ | dllows web sites ta install softviare Allowed Sites |

Privacy
= W Load Images Exceptions |

I For the originating web sike only

Web Festures ¥ Enable Java

S] [v Enable Javascript Advanced... |

Dowrioads
o))
=

Advanced

FIGURE 7-2: Loading Images for the originating web site only

Most advertisements are delivered through an ad server and reside on a different domain from
the content web site, so this technique serves to block many image-based ads. This is still not
the magic solution, however, as this has negative effects in scenarios that do not involve adver-
tisements. One example would be an auction site that has several accompanying pictures to
show off the product. If the auctioneer decided to host pictures on his own personal web space
or through one of the many photo hosting services that are springing up, the images would not
display for someone with the “for the originating web site only” option enabled. Clearly, this
blanket option is not ideal for the majority of users, but fortunately it can be fine-tuned, so
please keep this option turned on as we continue.
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Referring to Figure 7-2, note the Exceptions button beside Load Images. Open up the Options
dialog again, and give that a click. This should bring up the dialog shown in Figure 7-3.

Exceptions x|

‘ou can specify which web sites are allowed ta load images.
Type the exact address of the site you want to manage and
then click Black ar Allow,

Address of web site:

Block | Allowy |
Site | status |
relevantpictures.tld Allow
unwantedimages.tid Block,
Remove Site Remaove All Sites |

Ok I Cancel |

FIGURE 7-3: Image exceptions to allow and block specific sites

If you participated in the earlier exercise of blocking images, now you have the opportunity to
restore images to the site that you experimented on. Simply highlight the web site that should
be restored and click the Remove Site button. When you refresh that particular web page, all
the picture elements should be restored.

As previously mentioned, the “for the originating web site only” option generally blocks too
much, although it does a good job of removing the majority of advertisements. The Exceptions
dialog allows just that—sites that should always be allowed to display pictures can be listed, as
well as sites that you would never want to see pictures from. Think of the “originating web site
only” option as the paranoid approach; with this on, it is up to users to specify sites that they
explicitly allow to pull in third-party pictures. This still does not guarantee that advertisements
or inappropriate images will not sneak in—somewebsite.tld might still pull in ads from
ads.somewebsite.tld, which we already mentioned is not blocked, and visiting inappropri-
atewebsite.tld will still load inappropriate images from that particular domain. Leaving off the
“originating web site only” option would be a more optimistic approach, and instead of the
white list approach previously outlined, this still requires the user to maintain a blacklist of
what sites to block. Neither approach is perfect, and both approaches require a fairly significant
amount of vigilance on the part of the user, but they do offer a start in filtering unwanted
images.
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Using Built-in Content Handling to Block Ads

Blocking out advertisements based on very specific criteria, such as through a domain name, is
a very low-level approach. While using lists to filter out domains is effective for some larger
advertisers, maintaining a list for the hordes of smaller sites is a daunting proposition. I call this
a low-level approach because it requires personal attention and manual implementation. On the
flip side, I consider blocking advertising with the originating web site option a high-level
approach because it relies on the program to target the fact that advertisements are generally
delivered through a different domain from the one on which the content is hosted. The prob-
lem with this approach is that a lot of legitimate images get filtered out, and the user is still
faced with the low-level problem of having to specify sites to allow. Both the blacklist and the
whitelist approach have their uses, but clearly the devil is in the details; in this case, the small
sites require more work than most users would probably like to put in.

Beyond the fact that most advertisements are delivered by a foreign domain, ads possess other
properties that you can take advantage of from a high-level perspective. For example, advertise-
ments share a lot of attributes, and you can take advantage of this to attack and remove ads on
a more generic basis than filtering through domain names. Taking advantage of share attributes
is somewhat complicated and requires some understanding of HTML and Cascading Style
Sheets (CSS) but is more versatile than the image blocking tricks covered in the previous
section.

Once again, users should navigate to their profile directory folder. Two subfolders are impor-
tant here: the chrome folder and the US/chrome folder.

In the US/chrome folder, there should be two files; userContent-example.css is the one that we
are interested in, and this should be copied to the chrome folder and renamed userContent.css.
Using your text editor of choice, you can open up the userContent.css file that should now be
inside the chrome folder. This file contains the following partial snippet:
/ *

* Edit this file and copy it as userContent.css into your

* profile-directory/chrome/
*/

/*

* This file can be used to apply a style to all web pages you view
* Rules without !important are overruled by author rules if the

* author sets any. Rules with !important overrule author rules.

*/

Currently, there is nothing active in the userContent.css file. Everything surrounded by "/ *

* /" is commented out, meaning that it serves just as annotation for the author and anyone
reading through the file and is not parsed by Firefox. A long discussion of CSS is beyond the
scope of this book, but in short, CSS allows a user to define a set of rules to manipulate
HTML elements. (Those who are interested in pursuing the subject further are encouraged to
check out http://www.w3.org/Style/CSS/.)
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For more on CSS, see CSS Hacks and Filters: Making Cascading Stylesheets Work by Joseph
W. Lowery (Wiley, 2005).

As we continue scrolling through the userContent.css file ,there are a few additional CSS
examples, none of which is directly pertinent to image blocking. However, they do provide a
look at the structure of a CSS rule statement, which is made up of three components in the fol-
lowing format:

selector { property: value}

The selector is the HTML element that the rule will be applied to, while the property
refers to what specific component is being modified, and the value is what the property
will be set to.

For functionality equivalent to disabling Load Images (as shown in Figure 7-2), you can add
the following to the bottom of the userContent.css file:

IMG { display: none ! important}

For the selector, we are targeting the HT ML tag IMG, the property that we are modifying is
display, and the value that it is being set to is none, meaning that no images will be dis-
played.! important specifies that this particular rule supersedes anything that is listed in the
CSS of the web page. Saving the file and restarting Firefox should implement loading no
images through the userContent.css file. However, this does not put us in any better position
than what we could achieve inside the Options dialog. Nonetheless, this is a great example of
how the default behavior of a web site can be changed, and it highlights the power of
userContent.css.

CSS allows for a more specific selector statement that includes more than one type of HTML
tag, and instead of strictly IMG tags, we can throw something in front such as the following:

A:1ink [HREF*=".banner"]

Instead of filtering all images, this line will filter only those images that point to a URL with
the string . banner embedded somewhere. Other key substrings include ad., ads, and
?click. All these can be daisy-chained to the original CSS IMG rule to form something like
this:

A:1ink [HREF*=" .banner"] IMG,

A:1link[HREF*="ad."] IMG,

A:1link[HREF*="ads."] IMG,

A:1ink [HREF*="?click"] IMG { display: none ! important }

Now instead of filtering all images, this code will filter only hyperlinked images with specific

substrings inside the URL. Because these strings are relatively common within links to adver-
tisements, these lines will filter out a lot of ads without affecting as many legitimate pictures.

Several commercial software programs try to filter out URL image links with the word ban-
ner in it, but with free (and easy) methods like this, there really is very little incentive to pur-
chase a product that is functionally equivalent.

A former Netscape employee and current Mozilla contributor, Joe Francis, has a great
userContent.css file that is reproduced here:
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/* You can find the latest version of this ad blocking css at:

* http://www.floppymoose.com

* hides many ads by preventing display of images that are inside
* links when the link HREF contains certain substrings.

*/

:1ink [HREF*="addata"] IMG,

:1ink [HREF*="ad."] MG,
:1link [HREF*="ads."] IMG,
:1ink [HREF*="/ad"] IMG,
:1ink [HREF*="/A="] MG,

:1ink [HREF*="/click"] MG,
:1ink [HREF*="?click"] IMG,
:1ink [HREF*="?banner"] IMG,
:1ink [HREF*="=click"] MG,

:1ink [HREF*="clickurl="] IMG,
:1ink [HREF*=".atwola."] IMG,
:1link [HREF*="gspinbox."] IMG,

:1link [HREF*="transfer.go"] IMG,
:1ink [HREF*="adfarm"] IMG,
:1link [HREF*="adserve"] IMG,
:1ink [HREF*=" .banner"] IMG,
:1ink [HREF*="bluestreak"] IMG,
:1link [HREF*="doubleclick"] IMG,

:1ink [HREF*="/rd."] IMG,
:1ink [HREF*="/0AD"] MG,
:1ink [HREF*=".falkag."] IMG,

:1link [HREF*="trackoffer."] IMG,
:1ink [HREF*="tracksponsor."] IMG { display: none ! important }

LA i i S A i i d d d e

/* disable ad iframes */
IFRAME [SRC*="addata"],
IFRAME[SRC*="ad."],
IFRAME[SRC*="ads."],
IFRAME [SRC*="/ad"],

IFRAME [SRC*="/A="],
IFRAME[SRC*="/click"],
IFRAME[SRC*="?click"],
IFRAME [SRC*=""?banner"],
IFRAME[SRC*="=click"],
IFRAME[SRC*="clickurl="],
IFRAME[SRC*=".atwola."],
IFRAME[SRC*="gpinbox."],
IFRAME [SRC*="transfer.go"],
IFRAME [SRC*="adfarm"],
IFRAME[SRC*="adserve"],
IFRAME[SRC*=" .banner"],
IFRAME [SRC*="bluestreak"],
IFRAME[SRC*="doubleclick"],
IFRAME[SRC*="/rd."],
IFRAME [SRC*="/0AD"],
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IFRAME [SRC*=".falkag."],
IFRAME [SRC*="trackoffer."],
IFRAME[SRC*="tracksponsor."] { display: none ! important }

/* miscellaneous different blocking rules to block some stuff that gets through
*/

A:link[onmouseover*="AdSolution"] IMG,
*[ID=inlinead],

*[ID=ad_creative],

IMG[SRC*=".msads."] { display: none ! important }

/* turning some false positives back off */

A:1link[HREF*="thread."] IMG,

A:link[HREF*="download."] IMG,
A:1link[HREF*="netflix.com/AddToQueue"] IMG,
A:1ink[HREF*="click.mp3"] IMG { display: inline ! important }

/*
* For more examples see http://www.mozilla.org/unix/customizing.html
*/

Joe’s userContent file aims to minimize the hassle of wrongly blocked content while maintain-
ing a very effective rate of ad blocking. Many other userContent.css files found on the Web
look like they are derived from this one. If you just want something that works without a huge
time investment, definitely check it out.

The latest version of the userContent file shown in the preceding code can be found at
| http://www.floppymoose.com/userContent.css. Onthe main page, Joe discusses the

1 goals behind his implementation of his blocking rules, as well as some more great snippets for
blocking Flash ads.

As well as this method works, it requires users to pore through HTML or to have some knowl-
edge about which string combinations are frequently used by advertisers. This does require sig-
nificantly more technical knowledge on the user’s part than the simple image blocking method
described earlier. Another concern is that advertisers are aware that keyword filtering is catch-
ing on, and there are sites that are avoiding keywords such as banner so they will still slip
through CSS filters. Nonetheless, this method is much more effective than just simple image
blocking, and with more conservative substrings used in the CSS, this should avoid a lot of
false positives. Maintaining the userContent file is much less tedious than the white/black lists
that would have to be used with the default image blocker. A final thing to note is that CSS
controls the way that content is displayed, which means ad content is still being downloaded.
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Blocking Rules with the Adblock Extension

We have now gone through two methods of blocking advertisements. The first is through the
built-in image blocker, and the second is through the userContent.css file. Both have their
advantages and drawbacks. The image blocker is initially very easy to use but becomes daunting
when many sites are taken into account. The userContent.css file is very effective when specific
HTML and text elements are filtered out. However, it requires more technical savvy and some
familiarity with CSS. It may also require the user to dig through the HTML of web pages to

find what specific elements are responsible for triggering advertisements.

We will now look at a tool that is not included with the standard Firefox installation to fight
advertising: the Adblock extension.

Grab the Adblock extension from http://adblock.mozdev.org/. Be sure to close down
all instances of Firefox and restart it to load the extension.

Adblock is described as a “content filtering plug-in” that is “more robust and more precise than
the built-in image blocker.” This is promising, as these are the exact criticisms of the image

blocker.

Blocking Nuisance Images

As with the other methods covered, Adblock does require user configuration to work effec-
tively. At first glance, Adblock seems as though it can be used just like the image blocker that
was covered earlier in this chapter. Fire up any web site with graphical elements. Right-click on
any image on the web page, and at the bottom of the context menu, there should be a new
menu item, Adblock Image, shown in Figure 7-4.

Cpen Link in New $indow
Cpen Linkin New Tab

Boakmark This Link. ..
Save Lirk As...
Send Lirk.,.

Copy Link Location
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DUpdates hardware | az
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veoseeker : Main Copy Image Location

Saye Image As, .,

Send Image. .,

Set As Wallpaper, .,

Elock Images From reosesker .com

MAIN SECTION:
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B Cases and Cooling

B Yideo Cards -
B Input Devices Ercperties
® Audic bl TIaE

FiGure 7-4: Adblock Image appears on the context menu.
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Click on Adblock Image, and a dialog similar to the one shown in Figure 7-5 should appear.
The differences between Adblock and the Block Images command should be readily apparent.

Add Adblock filker x|

M Filter (use * as wildeard):
[heep: ffwa. acvertiser, Udjad/sm_bl_logol gif

e

FiGure 7-5: Adding a new Adblock filter through the right-click menu

Notice that Adblock is not blocking all images from the web site, as Block Images does;
instead, Adblock is targeting one specific image element, as shown in the text box. In fact, you
can target every element on a web page that may be an ad without having to go through a web
page’s source code, if you choose Tools &> List All Blockable Elements, which brings up a dia-
log like that shown in Figure 7-6, with a fairly large list of elements.

Adblock-able Items I x|
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FIGURE 7-6: Listing page elements that are blockable through Adblock

This functionality is important because there are undesirable elements on a web page that you
cannot see without either going through the code or bringing up the Adblock-able Items
menu. One example is something called a web dug, which is a small embedded image used to

monitor who has visited a specific page.

The Electronic Frontier Foundation (www.eff.org) has a great FAQ entry on web bugs. It's
available at http: //www.eff.org/Privacy/Marketing/web_bug.html.




Chapter 7 — Hacking Banner Ads, Content, Images, and Cookies

Although this functionality is great when you need it, let us return to our quest for a robust,
general, low-maintenance solution to blocking many ads, not just a single image.

Using Simple Blocking Rules

Wildcards are interesting and useful. Wildcards in a poker game represents any card and can be
substituted for any specific other card. In computer jargon, wildcards represent the same con-
cept. In coding, the asterisk (*) is widely understood to mean any string. Wildcards are tied
closely to the concept of substrings, which we brought up earlier when discussing the
userContent file.

A:1ink[HREF*="?click"] IMG { display: none ! important }

In essence, what is being said here is “Find images that are hyperlinks where the hyperlink
itself has the substring ?c1ick embedded, and do not display it.” This relates to wildcards
because this statement implies that you don’t care what text is before or after ?click as long
as ?click is somewhere in there. A wildcard has been used indirectly here; unlike the case-
specific block rules used previously, this particular rule is applicable to a wide range of images
that fits the blocking criteria.

Using the example in Figure 7-5, we might want to ignore all images that are inside the /ad/
subdirectory. This can be done by deleting sm_bl_logo.gif from the end of the statement.
There is another implied wildcard here: ignoring everything in the /ad/ directory without
having to specify the name of each image is another example of a wildcard statement. While
this certainly offers more control over blocking ads than Firefox’s image blocking function,
this will affect only one specific web site, and this is not an effective use of wildcards. You can,
however, apply some of the same principles that were used for some of the userContent files to
make Adblock more effective. Assuming that a lot of web sites use a subdirectory /ads/ to
deliver ads, you could start by filtering out everything that is in an ad directory with the
following:

*/ad/*

Through the use of wildcards, we are saying, “Filter out any image element on any web site that
has the substring /ad/ in it,” which shows the power of wildcards over the relatively inflexible
nature of the Block Images command. If you navigate to Adblock’s Tools menu and bring up
the submenu, you should see the following options:

m List All Blockable Elements
B Overlay Flash (for left-click)

B Preferences

Click on Preferences. A dialog like the one shown in Figure 7-7 comes up.
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FiGURE 7-7: The Adblock Preferences dialog

Under the main text area you should see the specific directory that was blocked with the
Adblock functionality and also the */ad/* for users who gave that a try. Each rule can be
removed by highlighting the specific rule, right-clicking, and then selecting Delete. There are
several other things of note here, starting with the New Filter text box. If you know some fil-
ters that should work pretty well, you can enter them directly here. A couple of simple blocking
rules can include */ads/* and *banners*. Blanket statements can also be applied here;
*swi*, for example, will filter out all Flash elements on all web pages.

There are two radio buttons at the bottom: Hide Ads and Remove Ads. Hide Ads is function-
ally similar to CSS rules, as the content is still downloaded but is not displayed, while Remove
Ads will not download the images. The latter will save bandwidth, but the former gives the
impression that the ad is still being downloaded, which may be important to some web sites.

Wildcards do give us much more flexibility in image blocking than we used to have. And com-
pared to creating CSS rules and throwing them into the userContent.css file, they are relatively
easy to use. There are more advantages to the Adblock extension than just wildcards: Enter
regular expressions, discussed in the following section.

An efficient Adblock filter list is of high importance. Each Adblock element needs to be compared
8 to a filter rule. If there are x number of Adblock rules and y number of Adblock elements on a

| web page, there can be x*y comparisons, which in computer science terms is more or less the
worst-case scenario as far as algorithmic efficiency goes. When the number of rules is small, this
may not matter much; as the rule list gets large, however, the scaling efficiency progressively
gets worse, and a page takes longer to render.
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Understanding Regex Pattern Matching

The power of regular expressions (regex) is pattern matching. As powerful as wildcards are, they
are not always enough, and this is where regular expressions come in. Regex is a way of denot-
ing a pattern within a string without the need to actually specify the pattern directly. You
briefly saw the power of wildcards used in conjunction with Adblock. Regex can be thought of
as advanced wildcards combined with some control elements. Being able to represent any string
with an asterisk (*) as a wildcard in the previous section is a powerful concept, but to be able to
represent the alphabet only or numbers only is more useful and more precise. While regex does
offer more flexibility than a simple wildcard statement, it comes at the cost of additional com-
plexity. We do not go here into an all-encompassing look at regex syntax—only the more rele-
vant elements for ad blocking are covered.

In regex, * no longer represents the universal wildcard.

Here is a quick rundown of regex syntax:

B . (a period): The universal wildcard in regex. denoting any single character
B \w: An alphanumeric wildcard that includes A-Z, 0-9, and underscore (_)
u

\W: A nonalphanumeric wildcard including symbols (for example, \, ., and @)

?: Zero or one instance of the search pattern to the immediate left

B * : Zero or more instances of the search pattern to the immediate left
B +: One or more instances of the search pattern to the immediate left
B (): Denotes a specific substring within the regex expression

B []: Denotes any one specific letter or element within the set

B |: Denotes or (for example, (a|b), meaning a or b)

If the regex syntax and explanations don’t seem intuitive right now, be patient. Most of these
elements are applied in an upcoming example that should help clear things up. Again, this is
just a subset of the regex syntax. There are ways to express numerals only, negation statements,
and several other things, but a discussion of this at this point will likely lead to more confusion.
Readers who feel they can handle a bit more are encouraged to look at one of the many regex
sites on the Internet. A programming language that is renowned for its close integration with
regex is Perl, and many sites that offer tutorials on regex often refer to Perl. Nonetheless, many
of the lessons are applicable to what we hope to accomplish with Adblock, as regex expressions
are generally portable between languages.

A couple of my favorite regex sites are http: //www. troubleshooters.com/codecorn/
8| littperl/perlreg.htm and http://www.regexlib.com/. Neither focuses specifically

1 on ad blocking, but both provide solid examples of how to use regex efficiently, which can be
then applied to Adblock.
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Starter Regex Samples Expression Rules

Previous examples in this chapter noted that filtering elements that can be very effective are the
words ad and ads. With regex, it is possible to express this as a single pattern instead of two.
We do need some sort of base for regex, and in this instance, using the string ad as a base to
work from is a good start. With Adblock, a regex expression has to be bound by / [regex]/,
where [regex] is the regular expression. The forward slash lets Adblock know that we are
indeed intending this to be a regular expression and not a simple pattern-matched rule.

/ad/

This short snippet is our base for a more selective regex expression. As it stands, it is essentially
the same filter as *ad*, which removes any advertising element with the substring ad in it.
This is an imperfect solution, though, because it filters out an image called jimsdad.jpg or any
other substring with ad in it. Ads do occur in subdirectories though—www . somesite.t1d/
ad/ might be a subdirectory that should be filtered and shopping_ad.jpg is something else that
is undesirable, but www. somesite. t1ld/addons/ is something you want to avoid filtering.
For ad subdirectories, you don’t need to specify the first forward slash, you can simply catch the
tailing one. The preceding code snippet can be refined to be more selective.

First, assume that any letter in front of the string ad will make it something that you want to
keep. Therefore, any nonword alphanumeric character is suspect. Any nonalphanumeric char-
acters are denoted with \W—this can be thought of as a wildcard specific to symbols.

/\Wad/

This can be read as “a substring that contains ad, and immediately in front of it is something
that is not part of the alphabet and is not a number.” Note that the backslash escapes the w;
therefore, it is not a literal. \W is case sensitive, as the lowercase \w means that it is an alphanu-
meric, which is not what is desired here.

The preceding expression can be rewritten as / (\w) ad/ to improve readability. Readability is
8| an integral part in keeping regex manageable, and brackets should generally be used liberally to
| help with this process.

Unfortunately, because of the quirks of regex rules, the underscore is grouped alongside
alphanumeric characters. We have to amend the regex rule to read “a substring that contains
ad, and immediately in front of it is something that is not part of the alphabet and is not a
number, OR it is an underscore.”

/ (\W|_)ad/

This will now filter out elements such as shopping_ad.jpg. However, we can still do better, as
this does not account for anything to the right of ad. Elements such as www.regex.t1d/
additionalexamples/ will be filtered out because they still fit the criteria we set, but we
also want to be able to spot something like ads.advertising.tld or www.advertiser.tld/
ads/, so a little more creativity is in order. The following example uses another nonalpha-
numeric wildcard so that any long phrases will not be filtered out:

/ (\W|_)ad\w/
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This means that while ads will still not be filtered out, we will not get a false positive with
something like additional examples. We can refine this some more to include the optional s, as
follows.

/(\W|_)ad(s)?\W/

The ? symbol means that the preceding character or string will appear once or will not appear
at all. Isolating the s within the brackets specifies that it is the character we are interested in;
without the bracket, it will be searching for the entire string ads, which is not what we are

looking for.

We now have a robust regular expression for filtering the ad substring, and because of all the
extras we have put into constructing the search pattern, we avoid a lot more false positives than
a generic *ad* filter that is dumped straight into Adblock.

A second example would be banner. As previously mentioned, some advertisers are catching
on that there are software solutions that automatically filter the word banner, assuming that it
is an advertisement of some sort. Suppose they try to be tricky, and instead of banner, the site
has a script that varies the number of occurrences of the letter n in banner to throw simple
filters off. Again, regex allows us to work around this.

/banner/

This is no different from a nonregex simple *banner* filter. Say the site we are looking to
work around only increases the number of occurrences of n and will not have baner as a vari-
ant. We can express any number of additional ns like this:

/bann (n) *er/

The (n) * means that there can be zero to any arbitrary number of the letter n following the
string bann and before the string er. This will filter banner, bannner, bannnnnnnnner,
and so on.

It is undeniable that regex is very powerful and allows for a lot of flexibility, far more than the
methods previously covered. It meets the criteria of being general and is fairly low maintenance
when applied across a variety of sites once the expression is written. Unfortunately, regex is also
the most complicated and likely to have the steepest learning curve of the techniques covered
here.

The Adblock Project forum (http://adblock.mozdev.org/forum.html/no_wrap) is a
" great resource for more ad-specific examples of regex, but some care and scrutiny are required,

| as not all regex statements are constructed carefully. In a worst-case scenario, a lot of legitimate
elements can be filtered out.

You can find a thread that may be particularly useful at http://aasted.org/adblock/
viewtopic.php?t=45.

A site with constantly updated Adblock filters, including some fairly complex regex expressions,
is located at http: //www.geocities.com/pierceive/adblock/.

A great program to test your freshly constructed statements or to verify someone else's work is
The Regex Coach, donationware located at http://www.weitz.de/regex-coach/. You
can enter the regex and a target string to see what is being matched. Do not start and end regex
expressions inside the Regex Coach with / /; this is a requirement of Adblock, not general regex.
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Blocking JavaScript and DHTML Tricks

The techniques that make web pages serve dynamic instead of static content are collectively
known as dynamic HTML (DHTML). Pictures (and therefore ads) can be served up without
extensions such as .jpg, .gif, or .png through a script. This can make it more difficult to block
ad elements if the site chooses to use keywords that are not covered with the ones that are
commonly identified. Again, the use of Adblock, and especially the List All Blockable

Elements command, helps the user find occurrences of such problems.

JavaScript is responsible for the popups, so it is desirable to block it. Most JavaScript elements
can be blocked with the all-encompassing wildcard filter, * s *. Again, this has the problem of
blocking what could be a legitimate nonadvertising use of JavaScript. We can be more specific
and practice some regex to block JavaScript elements with the .js extension along with some
keywords such as ad(s), pop, and popups. Scripts that reference a remote file that does not end
in js cannot be blocked with a general expression either; they will also squeeze by js filters,
both through simple wildcard blocking of the ad string and even the fancy regex blockers.
Most of these scripts are recognized by Adblock and can be seen with the List All Blockable
Elements command, and this is another instance where a very specific filter should be used.
Unfortunately, with version 0.5 of Adblock, inline JavaScript (meaning the JavaScript code is
embedded directly in the HTML file) that does not link to a .js file cannot be blocked. Ideally,
paranoid users may want to just turn off JavaScript completely, but some good sites (for exam-
ple, maps.google.com) do rely on JavaScript and will not work without it.

Blocking Cookies Options and Tools

All efforts so far have been aimed at filtering visual elements, which are generally just an incon-
venience, but there is the unseen privacy risk that has not yet been addressed. The focus now is
on cookies.

Cookies are little pieces of information that are left on your computer by web sites. A developer
thought that little pieces of information left were a lot like leaving cookie crumbs on the
kitchen counter, so the name stuck. Maybe it is because the name is so innocent sounding that
it does not inspire the sense of alarm that is usually triggered by terms such as advertising and
spyware. Nonetheless, cookies can be more malicious and more valuable to advertisers in the
long run than a displayed ad.

Cookies do have legitimate uses. Message boards use them so that a forum member does not
have to log in every single time he visits. Merchant sites use cookies to keep track of what is
being added to shopping carts, because the HT'TP protocol is szafeless, meaning that web pages
do not remember what has transpired on a previous page without some help. Cookies can also
store a database session or some other piece of information that allows the web site to know
what has previously transpired. The downside of cookies concerns your privacy. An advertiser
can place a cookie on your computer that can then be read by someone else with a commercial
interest; that third party could generate a database of your particular surfing habits based on
cookies stored on your computer. Besides unwittingly giving up demographical information
about yourself to a third party who has zero accountability, you make yourself a target of adver-
tising that is tailored specifically toward you. Clearly, the privacy implications of cookies are
huge, and Internet users should be concerned.
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Firefox allows the user to choose how cookies are dealt with under the Tools => Options =
Privacy menu, shown in Figure 7-8.
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FiGURe 7-8: Cookie handling in Firefox

Several things can be done to improve the default settings for allowing cookies. The “for the
originating web site only” feature should probably be turned on; this will block web bugs from
setting cookies and will allay many privacy concerns. Cookies have expiry dates that are deter-
mined by the site; after that particular date, cookies expire and are deleted. Firefox can flush
cookies every time the browser closes down, or users can set the date on which they want

the cookies to expire. Like JavaScript, cookies can be disabled entirely. However, many sites
require cookies to function properly, and this approach would be very limiting. Unlike images,
however, maintaining a whitelist for cookies is not nearly as daunting as for Block Images.
There will be sites that you will want to allow cookies for; these may include message boards
that you frequent regularly, a gaming site that lets you choose an alternative color scheme, or
your bank’s web site that needs cookies to let you do online banking. But cookies are probably
not relevant to many web sites that you visit. Maybe you visited a funny site mentioned by a
friend; you’re not coming back, and that site does not need to set a cookie. In fact, the majority
of sites that are visited probably do not need to set a cookie, as far as the user is concerned. In
all likelihood, it is on the message board, the gaming site, and the banking site where cookies
are important for the user. It is easy enough to set these few sites as exceptions so the shopping
cart at your favorite online store will work for you. This is fairly low-maintenance and less
intrusive than having to address each individual cookie specifically.
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Tools for Cleaning Unwanted Cookies

The built-in tool for cookie removal in Firefox is good and may be sufficient for most users.
The easiest way to perform this chore would be to clear all cookies and start from scratch. But
this can be a problem if you want to clear out some cookies and save some others. For example,
I allow cookies for the message board sites I regularly frequent. Unfortunately, I get too creative
with passwords on some of the web sites, and because I am automatically logged in, I tend to
torget passwords. As long as the cookies are working for the site, I can log in without remem-
bering my password. But when my cookies get wiped, I can’t get in without my password.
Fortunately, the Stored Cookies dialog, shown in Figure 7-9, allows me to select which cookies
I'd like to remove.

storedcookies x

Wiew and remove cookies that are stored on your compuber,

Site | Cookie Mame |
as-us.fakag.net Dias-us Falkag.netFROSTR :l
as-us, fakag.net ASLTRES sl
as-us.falkag.net Dias-us Falkag.netkIDYMD
as-us.falkag.net Dras-us Falkag.netWIDY ..,
as-us.fakaa.net ESUID LI

 Information abouk the selected Cookie
Mame:
Content:
Host:
Path:
Serd For:
Expires:

Remove Cookie Remove Al Cockdas I

[™ Don't allow skes that set removed cookiss to sst future cookies

o |

FIGURE 7-9: The Firefox Stored Cookies list

For those that are still allowing cookies to be set by default, the checkbox at the bottom of the
Store Cookies dialog, “Don’t allow sites that set removed cookies to set future cookies,” will be
of interest; highlight the cookies that are never allowed to make an appearance again, check the
box, and click on the Remove Cookie button—these cookies will be added to a domain black-
list for cookies.

An interesting extension is CookieCuller, which has a Protect Cookie options; the cookie for
yourfavoritemessageboard.tld can be protected so that it does not get deleted accidentally. A
second benefit is that an icon to access cookie options can be dragged onto the Firefox toolbar
so you no longer need to navigate through the Tools menu.

CookieCuller can be downloaded at http: //cookieculler.mozdev.org.
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Summary

This chapter covered many techniques to filter or block ads, including the domain
whitelist/blacklist image block included within Firefox, taking advantage of the userContent to
change the way that ad elements are displayed, and a more aggressive approach with the
Adblock extension that allows for powerful regular expressions to be used to be more selective
about what is being blocked. The issue of cookies and privacy was addressed, along with
Firefox’s ability to deal with cookies. Unlike images and ad blocking, maintaining a whitelist
for cookies is not nearly as complex, and we took a quick look at identifying what sites a user
would choose as candidates for a cookie whitelist. Those who want slightly greater control over
cookie management were also introduced to CookieCuller, a third-party extension that pro-
vides slightly more functionality.

While advertising is an important facet to keeping a subsidized Internet alive without having
to resort to subscriptions to every nonmerchant web site, aggressive marketing practices,
including in-your-face banner ads and intrusive popups, have caused a backlash against adver-
tisers in general. Again, it should be stressed that while the topics covered in this chapter are a
powerful arsenal against advertising, some discretion should be used in blocking ads, as they do
hurt independent web sites.
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n application is analogous to a workspace — while there might be a O

lot of similarities between two cubicles in the same office, it does

not necessarily mean that they are set up the same. Yes, there is a
chair in both cubicles, there is a desk, and there is a similar computer, but
the pens, books, or the general arrangement of each cubicle may be differ-
ent. An effective workspace is arranged in such a way that it helps its occu-
pant be more efficient and comfortable in performing tasks. If an application
is like a workspace, the ability to rearrange elements in an application is
arguably as important as being able to choose where to place a mouse in
relation to the hand. For right-handed people it makes sense to have the
mouse to the right of the keyboard, but this arrangement makes less sense
for someone who is left-handed. The concept behind customization is that

one size does not fit all. ”’\ +k|§ CkaP_‘,er

An effective GUI allows the user to maximize the usefulness of an applica-

by Terren Tong

tion and its features. However, a GUI is targeted at a general populace and M Hacking menus
not the individual user. Consider cookies, the management of which we
cover in Chapter 7. A person who is unconcerned about cookies and privacy ™ Hidin g menu

is unlikely to be concerned that there are several menu layers that have to be
navigated through in order to manage cookies; the power user, however,
may want to be able to get at this functionality with a single button.

options

. S . M Hacking menu
This chapter covers the power to change Firefox’s interface to suit the needs spacing

of a specific user. Despite assertions to the contrary, looks do matter if the
number of skins and themes for different applications is any indication. The

more superficial changes, such as customized menu icons, are discussed, 7 HaCkmg menu fonts

along with some more useful tips, such as changing the displayed menu and Style
options and menu spacing. Several methods of changing the interface are _
also discussed, from editing Firefox files directly to hacking with extensions. M Menu extensions

M Hacking menu icons

Hacking Menus Manually o

The most basic way to change the look of the menus requires nothing more icons
than the trusty text editor, which, by the time you get to this chapter, should
be getting a lot of use. The file that we are going to edit is not created by
default. Depending on the version of Firefox, you may or may not have a
US\chrome directory with a userChrome-example.css file in it. (Version
1.01, which I have done a clean install with, does not seem to have it.) The
.css file extension should be setting off light bulbs — the syntax used for the
userChrome file will be very similar to that of the userContent.css file,
which we cover in Chapter 7. For those who are interested in the
userChrome-example file that does not come with the current Firefox
installation, here are the contents:
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/*

* This file can be used to customize the look of Mozilla's user interface
* You should consider using !important on rules which you want to

* override default settings.

*/

/*
* Do not remove the @namespace line -- it's required for correct functioning
*/
@namespace url ("http://www.mozilla.org/keymaster/gatekeeper/there.is.only.xul");
/* set default namespace to XUL */

* Some possible accessibility enhancements:
*/

* Make all the default font sizes 20 pt:

*

* {
font-size: 20pt !important

* %k oF
-

*

* Make menu items in particular 15 pt instead of the default size:

*

menupopup > * {
font-size: 15pt !important

* X ok

~
*

Give the Location (URL) Bar a fixed-width font

* #urlbar {
font-family: monospace !important;

* Eliminate the throbber and its annoying movement:

#throbber-box {

* display: none !important;
*}

*/

/ *
* For more examples see http://www.mozilla.org/unix/customizing.html
*/

Note that the same structure (following) is used for the example rules shown here:

selector { property: value}
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Readers are encouraged to take a closer look at Chapter 7, where the topic of CSS is covered in
more detail.

Hiding Menu Options

Power users are always concerned about desktop real estate. Personally, I do a lot of ridiculous
things to squeeze in an extra row here or there, including using autohide with the task bar in
Windows. Generally, this is more difficult to do at the application level. Some applications do
allow the user to hide a status bar or title bar, or sometimes even all the menus, but generally
they allow very little customization. The userChrome.css file, however, does enable us to
remove specific menu items.

Toolbar items can be added and removed by right-clicking on the toolbar area and selecting the
Customize Toolbar option. A dialog with various icons should pop up, and these can be dragged

- to the position of your choice on the toolbar, as shown in Figure 8-1. Conversely, toolbar items

that are of little value to you can be dragged onto the dialog, and they will be removed. One
example of wasted toolbar space is the long white strip at the top, which serves as a buffer.

-Iojx
Fi= Edt View Go Bookmarks Took Help | |

@-2-809[0 [

L} Bookmarks Taolbar Items

Customize Toolbar

You can add or remove items by dragging to or from the toolbars.

= e

Downloads Histary [l

FIGURE 8-1: Add to and remove items from the toolbar. Menu items, however, cannot be
simply dragged off.

As the stereotypical guy, the first thing that I will remove using the userChrome file is the
Help menu. This is probably a safe choice for you too, as readers of Hacking Firefox are the type
who should be resourceful enough to find help on the Internet. If the userChrome.css file does
not yet exist, it needs to be created in the profiles/chrome directory.

The code for removing the Help menu is straightforward:

menu[label="Help"] {
display: none !important;

}

Save to the userChrome file and restart Firefox. The Help menu should be gone, as shown in
Figure 8-2.

143
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¥¥Mozilla Firefox

File Edit Wiew Go EBookmarks  Tools
@-2-0d[ |

FIGURE 8-2: With the userChrome.css file, the
Help menu has been removed.

The code is case sensitive—label="help" is not the same as label="Help". The former
will have no effect, while the latter will remove the menu.

The same procedure can be done for every other menu item simply by replacing Help with the
appropriate menu item. Removing multiple menu items at once can be done in one of two
ways. You can duplicate the Help removal code and change the menu item specified in label,
or you can expand upon the CSS statement a little bit more and keep the code a bit cleaner.
The following will remove both the Edit and the Help menu:

menu[label="Edit"],menu[label="Help"] {
display: none !important;

}

The keyword menu removes the entire tree specified, and sometimes this functionality may not
be desired. Submenu items can also be removed using the same technique, but with menuitem
as the keyword instead of menu. One of the menu items that I have little use for is Reload, as I
always use the keyboard shortcut, so I will remove it along with the Help and Edit menus. The
View menu should look like Figure 8-3 after this has been applied:

menuitem[label="Reload"], menu[label="Edit"],menu[label="Help"] {
display: none !important;

}

Toalbars 3
¥ Status Bar
Sidebar »

Stop Esc

Text Size 3
Page Style 3
Character Encoding 13

Page Source Chrl+U
Eull Screen Fil

FiGure 8-3: Reload usually sits under Stop but has been removed as a menu item.
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Removing unwanted menus and menu items is a straightforward task when compared with
some of the tricks and work that were involved in ad blocking in Chapter 7. Customizing the
menus and items that are displayed should be quick work through the userChrome file.

Hack Menu Spacing

Beyond removing different menus from the toolbar, the spacing between the various elements
can also be changed. It may be the case that more free space is desired up there, or perhaps
there is too much free space and you want the menus to be spread out over the bar area.

In the userChrome file, add the following:

/* default: 4 6 4 6 — top right bottom left */
menu {

padding: 4px 6px 4px 6px !important;
}

The first line is commented out. It is good practice to comment code, as several months down
the road, when the userChrome file is being revisited, it may be hard to discern at a glance
what the code is doing. Restarting Firefox should net no difference because these are the
default values for menu spacing. As the code suggests, the first value is the spacing on the top;
the second value, the amount of space to the right of the menu; the third value, the space
below; and the fourth value is the amount of padding on the left. With an average resolution of
1024 x 768, a one- or two-pixel increment represents a relatively minor change. The horizontal
change may be more noticeable as each button is changed by the number of pixels specified.
The total change in spacing will be a multiple of the value entered for the left and right values,
as shown in Figure 8-4.

¥ Mozilla Firefox

Eile Go

Bookmarks  Tools

View

¥ Mozilla Firefox

File Wiew Go Bookmarks Tools

FIGURE 8-4: A change of only a couple pixels
on the horizontal span is fairly subtle.

To get a better idea of how each element affects the overall positioning, try exaggerated values,
such as 50, to see where the spacing is going for each value. Astute readers may notice that
menu is also the selector used for hiding menus, except that we were a little bit more specific
on what was being hidden. (We specified the particular menu to be removed.) Right now, the
spacing is being applied globally to all the menu items, but this does not need to be the case.
With the following code snippet, the File menu will look like that shown in Figure 8-5, wider

while every other menu remains the same:

menu[label="File"] {
padding: 4px 20px 4px 20px !important;
}
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¥ Mozilla Firefox

File Wiy Go  Bookmarks  Tools

FIGURE 8-5: Increasing the width of only
one item

Specific menu spacing items override global ones. For example, if widths of 10 were specified
tor the left and right padding for the menu as a global, but there is also the extra wide File
listed in the userChrome file, the File-specific instruction will override the global value.

While changing the horizontal component does not affect the other items in the menu, chang-
ing the vertical components does. The example of changing either one of the top or bottom
fields to something that is immediately obvious will show the menu to be offset vertically, but
the other menu fields will be centered as a sum of both vertical components. This is better
illustrated with the following code and Figure 8-6:

menu[label="File"] {
padding: 4px 6px 25px 6px !important;
}

EIM™ozilla Firefox

Eile:

Wiew Go  Bookmarks  Tools

FIGURE 8-6: An offset File menu

Different values are used for the top and bottom fields, resulting in an offset File menu in com-
parison to other menus. Note that the vertical padding of the other menus is still affected,
although only a different set of spacings is specified for the File menu.

The same principles of adjusting individual or global settings apply with menuitem. For those
4 who like the large-button approach of Windows XP, try a larger value (around 15) to give menus
1 a buttonlike feel.

Hack Menu Fonts and Style

Now that the menus and menu items have been changed around a bit, it is time to

change menu fonts. Once again, for a global effect, the selectors involved will be menu and
menuitem — the first property that will be modified is the actual font and then the size,
resulting in the menu shown in Figure 8-7:

menu {
font-family: "Neuropolitical" !important;
font-size: 5mm !important;
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File | View GLo Bookmorks T
- Toolbors 3

v Status Bar

FiGUre 8-7: A changed menu font. Notice that embedded menus inside
the top-level menu are considered a menu and not a menu item.

The CSS code should be fairly straightforward. The following preceding changes the font for
the menus to Neuropolitical and increases the font size to 5 to increase the readability. If you
also wanted menu items to share a font, you could change the code slightly:
menuitems, menu {

font-family: "Neuropolitical" !important;

font-size: 5mm !important;

}

Some other interesting properties that can be changed include the following:

B font-weight: Values include bold or 100 to 900 in increments of 100 to denote the
level of boldness.

B font-style: Valuesinclude italic and oblique.

B color: Values include hex codes (e.g., #abcdef, 111222) and color names (blue,
green, red).

This is by no means an extensive list of CSS functionality, but merely the tip of the iceberg.
Besides the ability to customize the look of Firefox, there can be some interesting applications.
Bolding or otherwise changing specific menus and menu items so that they stick out could be
used for tutorial purposes to bring attention to certain features.

For a complete list of available font modifications with CSS, refer to http: //www.w3.org/
TR/REC-CSS2/fonts.html.

Hacking Menus with Extensions

There are extensions that provide similar functionality to some of the topics just covered. The
first one is Compact Menu, which provides options to remove menus, as we did in “Hiding
Menu Options,” earlier in this chapter.

The Compact Menu extension can be downloaded from http://cdn.mozdev.org/
compact/.
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Go ahead and install the extension, then restart Firefox. If you right-click on the toolbar now
and choose the Customize option, there will be a couple of subtle changes that you can see in

Figure 8-8.
=
You can add or remove items by dragaging to or from the toolbars,
B
B - 4
3 P
Bookmarks Hew Tab Tt irindiow Cuk
clf;pl}, PEL Compack Menu [
P8 =l
=T Compack Menu
¥ Fle ™ Edt W view W Go [ Bookmarks [ Tools W Help
Show: |M 'E W Use Small lcons  Add New Toobar | Restore Defaulk Set |

FiGure 8-8: The Compact Menu extension adds two menu items, Compact
Menu and Menu, as well as the Compact Menu checkboxes.

Deselecting the checkboxes shown underneath the items removes those items from the toolbar.
One of the benefits of using Compact Menu to do this instead of altering the CSS file as we
did earlier is that Firefox does not need to be restarted for the Compact Menu changes to take
effect.

The userChrome.css file takes precedence over the Compact Menu extension—if a menu was
8| specified to be hidden with the userChrome file, having the checkbox checked on Compact
1 Menus will not override the userChrome setting.

The additional functionalities that are not possible with userChrome are the Compact Menu
and the Menu icons. (They are functionally equivalent.) If the Compact Menu icon is dragged
onto the toolbar, all the menu items are replaced by Compact Menu, and all the default menus
are listed under it instead. This has the dual benefit of freeing up toolbar space and keeping all
the functionality intact; the same thing cannot be said about the userChrome method of hiding
menu items. For an example of Compact Menu in action, see Figure 8-9.
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FiGure 8-9: No functionality is lost with Compact Menus, as all
menus are still accessible. Note that userChrome rules are still
in effect; File alone is in bold, as specified with the CSS.

The next extension, Menu Editor, provides some functionality that has not been covered yet.
Instead of changing around elements of the toolbar menu, it allows the right-click context
menu on a web page to be changed around. The ordering of the menu items can be changed,
and some items can be removed.

The Menu Editor extension can be downloaded from http://menueditor.mozdev.org/.

Posted installation instructions for Menu Editor are a bit spotty. Menu Editor can be accessed
by entering the following URL into the location bar:

chrome://menuedit/content/menueditprefs.xul
The window shown in Figure 8-10 should come up.

For me, the Back, Forward, Reload, and Stop options are not very useful, because I tend to use
extra mouse buttons or keyboard shortcuts, so those have all been axed along with the separator
directly below them. Those still leery of playing with the regex discussed in Chapter 7 may be
interested in moving the Adblock items farther up on the context list.
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FiGure 8-10: The Menu Edit page allows right-click context menu items to be reordered and
removed. In larger browser windows, some of the buttons will show up to the extreme right.

Hacking Menu Icons

So far, this chapter has dealt with textual elements, having modified the menus in various ways
both through CSS and through extensions. Several of the hacks covered were practical. Menus
that were not needed were suppressed. Emphasis could be put on certain menus or menu items
with bolding or other text tricks. What we have not yet modified is the graphical aspect of
Firefox, a project that definitely appeals more to vanity than to useful purpose. Yet skinning, the
term for applying a theme to an application, is immensely popular, as seen through the thou-
sands of skins available for something like WinAmp or, on an even more basic level, the myriad
wallpapers that populate each desktop. While themes and icons cannot compensate for a
poorly designed GUI, a nice-looking theme can enhance the appeal of an application.

Theme-Supported, Customized Menu Icons

Themes modify the GUI more extensively than just strictly icon replacement; they change the
look of the application in various ways. Tabs may look different; mouseovers may react differ-
ently. The extent of these changes is dependent on the theme.

Mostly Crystal Theme

The Mostly Crystal theme should look familiar to Linux desktop users, as the icons are based
on the Crystal theme (http://www.everaldo.com/crystal.html) of KDE fame. The
Mostly Crystal icon set is bright and cohesive — the art is consistent throughout, which is
something that not every theme or icon set can always claim. The theme is similar in style to
the default Internet Explorer theme in Windows XP. The icons have a shaded 3-D look and
tend to appear more user friendly than the default Firefox theme.
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The Mostly Crystal Theme is hosted by its author, CatThief, and it can be downloaded from
http://www.tom-cat.com/mozilla/firefox.html.

A sample of the menu icons is shown in Figure 8-11.
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FiGURe 8-11: A view of the replaced icons, courtesy of CatThief's Mostly Crystal
icon theme. Note that the appearance of the tabbed windows has also changed.

There are some more subtle changes, including the one shown in Figure 8-12 — instead of the
Bookmark item’s having a raised effect during a mouseover, the lettering now turns blue on
screen.

‘3 CatThief ;: Firefox Themes - Mo

File Edit Yiew Go Bookmarks
Q-0-8 QA

) Neoseeker

FIGURE 8-12: Mouseovers on bookmarks cause the text to turn blue
instead of having the raised effect of the default Firefox theme.
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The Mostly Crystal theme can be customized through the userChrome file. For those who do
not like the new bookmarked item icon, it can be changed back to the old style page. The same
rule applies to the new tab style. Other options from a very extensive list include the ability to
round address and search bars.

You can find a thorough listing of what changes can be made to the Mostly Crystal theme at
http://www.tom-cat.com/mozilla/firefox/userchrome.html.

Aaron Spuler's Menu Icons

Unlike the Mostly Crystal theme, Aaron Spuler’s Menu Icons is not just a single theme, but a
collection of ten themes. Each of the themes has its own distinctive style and is far more than a
simple color change. Some that stand out particularly are the very artsy Apollo theme, the
bright yellow Mars theme, and the subtle Smoke theme. The majority of Spuler’s themes have
a rounded location bar.

Aaron Spuler's themes can be found at http: //www.spuler.us/index.html. (JavaScript
needs to be enabled, for those who may have turned it off.)

Figure 8-13 shows the Mars theme.

¥ aaron Spuler - Mozilla Firefox
File Edit “iew Go Bookmarks Tools Help

PO O O  rwmmmoahenesty

FiGure 8-13: Aaron Spuler's Mars theme: Round and yellow is the theme here. Notice the
rounded location bar, which looks more like a Mac application than a Windows-based one.

As with the Mostly Crystal theme, Aaron Spuler includes some lines that can be included in

the userChrome file to change icons and even the shading style of the Firefox browser frame.
With the following code in the userChrome file, the browser window and the look of the tabs
change dramatically, as shown in Figure 8-14:

@import url ("chrome://global/skin/subskin/brushed.css");
@import url ("chrome://global/skin/subskin/safaritabs.css");
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FIGURE 8-14: The browser window with the brushed.css subskin
and Safari-style tabs enabled through the userChrome.css file

Subskins are not global, as suggested by the preceding code. (For example, the code added to
the userChrome file will have no effect when you are using themes other than Aaron Spuler's.)

A few extra settings and options are covered in the Theme Options link at the bottom of the
theme pages that users will likely find useful.

Finding More Icons
Although the themes previously introduced are of high quality, there will still be those who
crave more choices. Here is a listing of several other web sites that have a good collection of
themes to go through:

B https://addons.update.mozilla.org/themes/?os=Windowsé&
application=firefox: An aggregation of themes straight from Mozilla

B http://beverlyhills.web.infoseek.co.jp/themes.html: A collection of
high-quality themes like Aaron Spuler’s

B http://www.saegepilz.de/Themeseite/: Links and previews of themes

M http://lynchknot.com/ffthemes.html: A small collection of themes
Another site that is definitely worth checking out is www . deviantart.com. Though a lot of
things are mixed in along with the skins, there are some definite gems buried there. Users are

also encouraged to do a simple search on Google for “Firefox themes,” as the number of theme
sites is plentiful.

Hacking with the CuteMenus Extension

So far, the themes that have been explored change only the main toolbar and the associated
icons. Here, we look at how to add icons to the right-click context menu with a pair of
extensions.
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Using the CuteMenus Extension

The original CuteMenus extension adds the icon set from the original Firefox theme to the
popup context menus.

Grab the CuteMenus Extension from http: //cute.mozdev.org/. (This example uses
v0.4 XPl.)

Figure 8-15 shows CuteMenus in action.
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FiGure 8-15: The CuteMenus icons liven up the right-click context
menu and add some flair where there is usually only text.

Unfortunately, this version of CuteMenus does not allow for the modification of the icon set
being used. Users employing the default Firefox skin will be content with CuteMenus, but oth-
ers who have adopted another theme might consider this limitation a fashion faux pas requir-
ing remedy.

Using Aaron Spuler's Hacked CuteMenus Extension

Aaron Spuler has a version of the CuteMenus extension that is more versatile than the one
found at the CuteMenus URL, as it allows the icon theme for the right-click menu (aka con-
text menu) to be changed.

Two versions of the modified CuteMenus extension are available. The newer one (v 0.3.8) is on
. Aaron Spuler's site at http://www.spuler.us/extensions/cutemenus.htm. If you

1 have the original CuteMenus theme installed, remove it first, because there will be a conflict if
the hacked CuteMenus extension is installed directly on top; neither version will function. For
those who have accidentally done this, go to the Firefox profiles/chrome directory and remove
the CuteMenus Themes folder as well as cutemenus.jar. This should allow the new version of
CuteMenus to install properly.
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Bring up the configuration dialog for the new version of CuteMenus by right-clicking on a
web page area to bring up the context menu. While holding down the Shift key, move the
mouse around; an additional menu, CuteMenus Config, should pop up at the bottom of the
menu, as shown in Figure 8-16.

. Bookmark This Page...
%. Save Page As...

ey ZEnd Link...

View Backgraund Image
Select all

E5] wview Page Source
O View Page Info
CuteMenus Config Cute

Gant
¥ Qute (default)
¥ OfficexP Skin

Cisable CuteMenus

FiGURe 8-16: The CuteMenus variant allows the user to change CuteMenus
themes and to disable CuteMenus without uninstalling the extension.

The OfficeXP Skin that is checked overrides any subskin settings that may be in effect; in this
particular case, the context menu does not inherit the settings from brushed.css. CuteMenus
themes are not nearly as plentiful as themes for Firefox, although there are some out there.
Aaron Spuler has an associated CuteMenus theme for each one of his Firefox skins, so users
who found a theme to their liking on his web site can use his hacked CuteMenus.

Summary

This chapter explored ways to customize the menus in Firefox, from removing unwanted menu
items to changing spacing and fonts. Remember when using the userChrome.css file that set-
tings can be applied at a global level to an entire set of widgets or to individual, specific items.
The font for example, can be changed for all the menus, but you can choose to bold just the
File menu. A lot of the text and menu customization focused on how to increase the amount of
usable toolbar space.

The Compact Menus extension provides a second method of hiding menu items. Beyond hid-
ing menus, Compact Menus allows every menu to be listed under a single global menu —a
handy feature for those who value toolbar space.
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The Menu Editor function provides some useful functionality, including the ability to reorder
and hide items. Examples of items that are redundant in the right-click context menu are Back
and Reload, which a lot of users will trigger using keyboard shortcuts.

The chapter also looked at obtaining themes for Firefox. Outstanding themes discussed
included the Mostly Crystal menu icons theme and Aaron Spuler’s collection of themes. These
accomplish changes in icons as well as more subtle changes, including the way that tabs look
and the way that mouseovers are handled with bookmarks. With both sets of themes, addi-
tional customization is available through the userChrome file.

The final topic covered was changing the right-click context menu with two variants of the
CuteMenus extension. The simpler version of CuteMenus adds the default Firefox icons to the
right-click menu for those who are content with the original theme but would like a touch of
pizzazz. A further developed version of CuteMenus allows modification of context menu
themes, adding additional customization possibilities for the discerning user.

Although many useful customizations are possible with Firefox, it is safe to say that Firefox is
not all work and no play. Themes definitely make the diminutive browser anything but dull.



Hacking Toolbars
and the Status Bar

he next two areas of Firefox customization we tackle are the processes

of hacking the toolbar and status bar. As mentioned briefly in

Chapter 8, there is a lot of valuable application real estate that can be
reclaimed through the removal of toolbar items. Conversely, there are but-
tons that are worth adding, including a button for the Compact Menus
extension. Beyond the default toolbar items, one of the areas that has not
been touched yet is the status bar, which is generally underused; that, we
shall remedy.

Removing and Changing Toolbar
Buttons

In Chapter 8, we briefly went over how to add items to and remove items
from the toolbar. A context menu, like the one shown in Figure 9-1, can
be brought up by right-clicking on the toolbar area (anywhere above the
bookmarks).

Dbl

ElCRRE I e
i > ¥ Navigation Toolbar

* v Bookmarks Toolbar Wavigation Toolbar

) Neosesks Customize... Bookmarks Toolbar

FIGURE 9-1: Toolbar context menu

The navigation toolbar is the entire row beneath the menus, while the
bookmarks toolbar is the row just above the tabs. By default, both the navi-
gation toolbar and the bookmarks toolbar are on. However, navigation key-
board shortcuts will still work with the navigation toolbar off. For example,
pressing Ctrl+L on a Windows machine brings up an Open Location dia-
log; with the navigation bar on, the focus changes to the location bar. Users
should preferably start with the Customize option, as there is a finer level of
control available instead of having to remove an entire toolbar at once.

by Terren Tong
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The customize option is interesting because it allows you to remove only certain elements of
the toolbar. Again, any item on the toolbar can be removed through the Customize option
except for the text menus; the process of removing these was covered in detail in Chapter 8.

There are several things of note in Figure 9-2, the most important being the Customize
Toolbar window and the navigation toolbar. Items in the navigation toolbar can be rearranged;
items that the user deems unnecessary can be dragged to the Customize Toolbar area, and they
will be removed. Conversely, icons in the Customize Toolbar menu can be dragged and added
to the navigation toolbar.

I Mozilla Firefox

File  Edit ‘ew Go Bookmarks  Tooks  Help
@-2-80 9|0

L} Bockmarks Toolbar Items

-10ix]
You can add or remove items by dragging to or from the toolbars.
«r 0 :I
Separakar Flexible Space Space

2 " "

= = O] -2

Print Downloads Histary Mail E
Show: | Tcons ~| ¥ Usesmalllcons  Add New Toolbar | Restore Defaul Set |

FIGURE 9-2: The Customize Toolbar menu. Items can be dragged from the
toolbar into this dialog, and vice versa.

If none of the toolbars has been turned off, there are three areas to which toolbar items can be
dragged: the main menu toolbar, the navigation toolbar, and the bookmarks toolbar. As previ-
ously mentioned, the only toolbar that cannot be turned off is the main toolbar on top. One of
the interesting items in the Customize Toolbar menu is Flexible Space, which expands to take
up all the gray space in a given row. It appears in the top row to the right of the text menus. If
the Flexible Space were to the left of the menu, the menu items would be forced to the right
side of the browser window.

One of the reasons we advise the user to keep the navigation and bookmarks toolbars on at least
temporarily is that the navigation and bookmark elements are not accessible in the Customize
| dialog when they are hidden; this would mean, for example, that the location bar cannot be
moved.
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Toolbar items can be moved in several ways. Items can be moved between different toolbars,
and they can be removed by dragging them into the Customize Toolbar dialog. As noted in
Chapter 8, a significant amount of space wasted with the flexible space that eats up all the extra
room in the main menu toolbar. Removing that allows the user to place other items there,
including larger ones like the location box. Remember that removing an item does not remove
that functionality from Firefox; if you choose to remove the Reload Page button from the navi-
gation toolbar, the Reload Page keyboard shortcut, the right-click context menu, and View =
Reload will still allow for a page refresh. This is especially important to keep in mind for a cus-
tomized kiosk browser or a locked-down version of Firefox that may be used in the workplace.

I tend to take the new tab keyboard shortcut for granted, so that is not particularly important
for me, but some newer users may find that useful. If you are ambivalent about keyboard short-
cuts and want to add a lot of icons to the toolbar menu, you might want to consider the Add
New Toolbar button This will add a new toolbar between the navigation toolbar and the book-
marks toolbar. All the items that are not used by default can be dragged onto this toolbar with-
out having to modify the existing ones. Note that if this toolbar has no items, it does get
deleted and will not show up on the main page.

There are a few restrictions with the Customize Toolbar functionality. One of these restrictions
is that no items can be dragged to the right of the bookmarks toolbar Items icon — only to the
left.

The other option available is the ability to modify the way that the toolbar items are displayed,;
the checkbox controls sizing, and the drop-down box controls labels and icons. Both should be
self-explanatory, so exploration will be left up to the user.

Showing System Icons

We now move on to system icons, which are located on the status bar at the bottom of the
browser window. System icons include page security, live bookmarks, and the popup blocker.
Unlike the toolbar, which is mostly static except for the times that it is being modified, the sta-
tus bar is dynamic. The icons, as shown in Figure 9-3, are not in set positions.

FiGURE 9-3: The Security button and the Live Bookmarks icon appear only on
certain pages. The layout of the status bar is not static, like that of the toolbar.

You can, however, force the system icons to appear on every single page. Unfortunately, there is
no content menu here that you can access from inside Firefox, so once again, you must fire up
the trusty text editing utility and point it toward the userChrome.css file.
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The first step is to force on the Security button, which can be accomplished with the following:

#security-button {

list-style-image:
url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/Security-
broken.png") ;

min-width: 20px !important;

-moz-box-direction: reverse;

display: -moz-box !important;

}

While this forces the Security button on, it will always display with the broken security sign
(a slash across the lock) regardless of the security level. Because of this, you need to add more
specific cases to handle the different levels of web page security. In addition to the preceding
code, you need the following:

#security-button[level="high"] {
list-style-image:
url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/Secure.png")
limportant;
display: -moz-box !important;
}

#security-button[level="1low"] {

list-style-image:
url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/Secure.png")
limportant;

display: -moz-box !important;

}

#security-button[level="broken"] {

list-style-image:
url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/Security-
broken.png") !important;

display: -moz-box !important;

}

You now have CSS rules for three specific cases: high-level encryption, low-level encryption,
and no encryption. Pages that are digitally signed will have the lock icon at the bottom, and the
rest will have the lock with the slash. Notice that there is no separate icon for the low-grade
encryption pages, so it is still up to the user to check how secure a site is before submitting per-
sonal information. Whipping up a different icon for the low-level encryption would be a quick
and useful exercise in further customizations. Figure 9-4 shows the no-security icon that will
appear on most web pages.

FIGURE 9-4: Most web pages are not digitally signed, and the slashed-lock icon will be shown.
This should generally not be a concern unless the site in question is an e-commerce site.
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The popup blocking functionality in Firefox is buried under Tools &> Options &> Web Features &>
Allowed Sites, which is quite a bit of clicking. The popup blocker in the status bar shown in
Figure 9-5 can be enabled with this bit of code:

/* Always display the Popup Blocker Button in the status bar. */
#page-report-button {

list-style-image:

url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/Info.png")
limportant;

min-width: 20px;

display: -moz-box !important;

}

Allow popups Far www.cnn,com
Edi Popup Blacker Optians, ..
Pon't showe info message when popups are blocked

Show Tithp:) e, crin.com /i [2000)rooffchange.
|7 [F]] adblock

4

FiGure 9-5: Allowing popup options is a lot quicker
with an easily accessible button in the status bar.

The final system icon that will be added is the live bookmark. Live bookmarks are a neat bit of
functionality. On sites that provide RSS feeds, the live bookmark shows up as a folder with all
the current RSS items showing as a direct link. As with the different encryption levels for the
security icon, there is only a single icon that represents live feeds, and the only way to tell if a
page supports it is through a tooltips dialog. The code to enable live bookmarks on all pages

follows:

#livemark-button {

-moz-appearance: none !important;

list-style-image:
url ("jar:resource:/chrome/classic.jar!/skin/classic/browser/page-livemarks.png")
limportant;

min-width: 20px;

display: -moz-box !important;

}
An example of the tooltips and a set of live bookmarks are shown in Figure 9-6.
Figure 9-6 shows all three of the system icons. When all three are enabled, the positions are

static. Regardless of the order of the code in the userChrome file, the system icons will appear in
{ this order.
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FIGURE 9-6: A live bookmark of the BBC RSS service is shown at the top of the image.
Notice that the live bookmark acts as a folder, and news articles act as bookmarked links.
These change as the BBC page changes. The Live Bookmark icon does not differentiate
between pages with feeds and those without feeds; users will have to rely on tooltips.

Show Mozilla Update Icon

The one system icon that we will add to the toolbar is the Mozilla Updates button. This icon is
not available directly from the Customize Toolbar menu, but it requires that only a couple of
lines be added to the userChrome.css file:

/* Always display the Mozilla Updates in the toolbar. */
toolbarbutton[type="updates"] {
visibility: visible !important;

}

Once the file has been saved and Firefox restarted, the button with the up arrow shown in
Figure 9-7 should appear in the toolbar. (The button will be green on your computer screen.)
A single button click checks the Mozilla web site for updates to Firefox, as even Firefox is not
immune to the occasional security update. Unfortunately, the update icon cannot be moved or
repositioned.

Mozilla Updates button

;lglll'

FiIGURE 9-7: The Mozilla Updates button can be forced on through some
userChrome code, but unlike the other toolbar items, it cannot be moved.

Adding Customized Toolbar Buttons

Through the use of two extensions that will be introduced here, additional buttons can be
added to the toolbar, much like what you saw with Compact Menus in Chapter 8. You saw the
benefits of having the popup blocker reside in the status bar; it is immediately accessible
instead of requiring four levels of menu navigation.
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The EMButtons Extension

With EMButtons, icons for the Extension Manager and the Theme Manager will be available
from the Customize Toolbar dialog.

The EMButtons extension is available at http: / /moonwolf .mozdev.org/#embfx.

Besides the ability to add the two manager icons to the toolbar, the EMButtons extension cre-
ates shortcut keys to access both menus, so the time spent cleaning up the tool will not sud-
denly be rendered moot. It is worthwhile to add at least one of the buttons to the toolbar at
least temporarily, because some additional functionality is available through EMButtons.
Right-clicking on either the Themes or Extensions icon brings up a context menu with a few
new items. The one that we are interested in is EMButtons Options, which brings up the dia-
log shown in Figure 9-8.

DOM Inspector 1.0 EMbuttons Options ;IEIEI

& paveerful boal For view

Extension Manager buttons

EEOET

Adblock w5 d2 *n Exkensions s~ Themes
Filters ads from web-pai
B in: I Tab vI
oE Openin: | Tab -
CookieCuller 1.2.0 I” Alphabetical Sort

L)

Extended Cookie Manag I™ Performance Mode

[" Alphabetical Sart
™ Concise Made ided S

% Menu Editor 1.0

Control context menus
coea |

FIGURE 9-8: The Extension and Theme Managers can be forced
into a browser window instead of popping up as a dialog.

The keyboard shortcuts added by EMButtons are Ctrl+Shift+E/T/O for the Extension Manager,
the Theme Manager, and the Options dialog, respectively.

The first option is the ability to force the Extension and Theme Managers to either open up in
the current browser window or have them show up as a sidebar like the history window. With
dual monitors, dialogs appear in strange places at times, and having the manager windows open
up in the browser makes a lot more sense to me personally.
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The Alphabetical Sort is also a nice option to have, especially for those who have a lot of
themes or extensions installed. Items are otherwise in chronological order, not usually the most
efficient sorting method when you are looking through a larger list. The other two checkboxes
are Extension Manager—specific. Performance Mode removes some formatting that is supposed
to speed things up; I have a smallish list of extensions installed, so the benefits are not readily
apparent to me. Concise Mode removes the descriptions and icons for extensions so a larger list
can be displayed at once.

The Toolbar Enhancements Extension

The Toolbar Enhancements extension builds on the same idea of adding more useful buttons
to the main toolbar.

Grab the Toolbar Enhancements extension from http://clav.mozdev.org/#tbx.

Toolbar Enhancements makes available a different set of toolbar buttons than EMButtons.
Figure 9-9 shows the buttons that are enabled through this extension.

Ei & & iy L=
Source IS5 Console Full Scresn Clear Cache  Info Bookmarks. ..

A 7.3 | Mz

Javascript Rediections  Opbions Images Bockmark Plug;'ns

FIGURE 9-9: The toolbar icon set that the Toolbar Enhancements extension
enables. Note that no Themes or Extension Manager icon is included here;
that functionality remains with the EMButtons extension.

Here is a quick summary of the function of each item (listed in order from left to right, begin-
ning with the top row and then moving to the bottom row):

B Source: View page source

m JS Console: Brings up the JavaScript console

® Full Screen: Puts Firefox into Full Screen mode (different from maximize window, same

as F11)
Clear Cache: Clears the disk cache
Info: Brings up the Page Info dialog box

Bookmarks . . .: Brings up the Bookmark Manager window

JavaScript: Enables/disables JavaScript in the current tab

Redirections: Enables/disables meta-redirections in the current tab
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Options: Brings up the Options dialog usually found under the Tools menu

Images: Enables/disables images in the current tab

Bookmark: Bookmarks the current page

Plug-Ins: Enables/disables a// plugins in the current tab

While some of the items described help reduce navigation issues, four items in particular are
very interesting, as they provide additional functionality; they are the JavaScript, Redirections,
Images, and Plug-Ins buttons. The ability to disable JavaScript, redirects, images, and plugins
in a specific tab or window is unique to the Toolbar Enhancement extension. Previously, these
options could be applied only globally to all windows and all tabs. This makes it possible to
allow a favorites-type site to run with all the bells and whistles; at the same time, another
browser window can act as a sandbox, with everything locked down when you are visiting sites
of dubious origin.

Besides adding buttons to the toolbar, Toolbar Enhancement adds some more customization
features. While the Customize Toolbar dialog is open, right-clicking on the toolbars brings up
the menu shown in Figure 9-10.

Icons Only
Icons and Texk
Text Only

¥ Small Icons

Show in Full-Screen mode

* Top
Below Tabs
Left
Right
Bottam

FiGure 9-10: Toolbar-specific options are available
through the Toolbar Enhancement extension.

Again, options are available at the specific toolbar level and are not necessarily applied across
the entire toolbar. Because most users are likely to be familiar with the default toolbar icon set,
text descriptions for those may be removed, while the unfamiliar ones from the Toolbars
Extension can be labeled. Full-Screen mode hides some of the toolbars, and this dialog allows
the user to choose which additional ones will be shown. The final set of controls is for the
alignment of the toolbar and offers several other positions:

B Top: The default area
® Below Tabs: Moves a toolbar below the tab area

B Left and Right: Orients the toolbar elements vertically along either edge of the browser
window

® Bottom: Adds a toolbar above the status bar on the bottom of the screen
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Adding Useful Toolbars

After all the hard work of deciding which buttons to ax from the toolbar, we now focus on a
few extensions that place on the toolbar additional buttons that go beyond navigational
shortcuts.

Using the Googlebar Extension

My absolute favorite tool for Internet Explorer was, without a doubt, the Google toolbar.
Although long-term Firefox users may take popup blocking and an integrated Google search
box for granted, it was something novel on the Internet Explorer side when it was first
released. So the Googlebar Extension for Firefox seems a bit redundant, as two of the major
selling points of the IE version are already included in Firefox. Or are they?

Grab the Googlebar extension at http: //googlebar.mozdev.org/.

The basic search box is shown in Figure 9-11. Despite some similarities with the built-in
Firefox search box, the Googlebar menu expands to include direct links to some of the specific
Google searches, including Google Images and Google Groups. The Googlebar extension

options can also be changed here.

-] E

FiIGURE 9-11: The Googlebar search box is more robust than the built-in Firefox search dialog.
With no search parameters, the G button redirects the browser window to the main Google page.
With search parameters entered, a search is launched.

The Googlebar search dialog is integrated closely with the rest of the toolbar; we will refer to
this as we discuss the functions of some of the other buttons.

Figure 9-12 shows the next group of buttons as we traverse the Googlebar.

The first icon is Site Search: this does a search only on the site that is being browsed. For
example, you may want to find out what is being said about Firefox on Microsoft’s site only. If
you navigate to http: //www.microsoft.com, type Firefox as the search term, and hit the
Site Search button, pages that refer to Firefox on the Microsoft site will be brought up.

Site search functionality is also available through the following syntax: site:www
.targetwebsite.tld searchterm.
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Site Search
I'm Feeling Lucky
Google Groups

Google Directories

&té@)il'

FIGURE 9-12: The Googlebar includes Site Search,
I'm Feeling Lucky, Google Groups, and Google
Directories as part of the default set of buttons

I'm Feeling Lucky takes the user directly to a web page based on the search term and is func-
tionally equivalent to the button found on the main Google page. The groups and directory
search buttons do searches in Google Groups and Google Directories, respectively.

Figure 9-13 shows the next set of buttons, the Googlebar Options, and a set of additional spe-
cialized searches.

Googlebar Options

Specialized
Google Searches

OS-specific Searches

University-specific
Searches

o Q- L .

FIGURE 9-13: From left to right, Googlebar Options, specialized
Google searches (big drop-down menu), OS-specific searches
(BSD, Linux, MacOS, Windows), and university-specific searches.

We'’re going to skip some of the navigation buttons. (They are useful, however; the up one
directory feature is arguably faster than deleting parts of the URL manually.) The last item, the
highlighter, is the most underrated item on both the Internet Explorer and the Firefox side.
Once again, the highlighter ties back into the Googlebar search dialog — words that are
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Caution
.

entered there can be highlighted on a web page. One of my coworkers remarked that Firefox
already has similar functionality through the Find in Page dialog, but that is not completely
true. The Googlebar highlighter allows for multiple, independently searchable, highlighted
terms, while Find in Page treats text entered as a single string. Figure 9-14 shows the high-
lighter in action.

. ! firefore ] b b
Firefox - Rediscover the web 5»_3 o e it

This project is a redesign of the Mozilla browser component written using the
HUL user interface language and designed to be cross-platform.
winnay. mozilla. orgfproducts/firefose - 23k - 18 Mar 2005 - Cached - Similar pages

Mozilla - Home of the Firefox web browser and Thunderbird e-mail ...
. Download Firefox with the latest BEBUIGY and stability updates. ..

Conl Features Of Firefox ¥eb Browser Beat Mlcrnsuﬁ s IE"- Walt ..

vy, mozilla.org/ - 30k - 18 Mar 2005 - Cached - Sirmilar pages

| More results from wyw. mozilla.org |

FIGURE 9-14: There are four highlighted terms: Firefox, browser, web, and security.
Clicking on the word in the Googlebar finds the next instance of that particular word.
By contrast, the Firefox search can search for a single term only.

Performance can be an issue with the highlighter; when it is activated before a search term is
entered into the Googlebar search dialog, it processes each character as it is being entered, result-

d ing in pauses as the Googlebar parses the page. For example, if you are searching for Firefox; it

will first attempt to highlight f, then fi, then fir, and so on. Every time a letter is entered, the search
string is treated as a new string, and the highlight process restarts. Users on slower computers are
advised to turn off highlighting before entering a new term in the search bar.

The only caveat with the Googlebar extension is its relative inflexibility. Googlebar buttons
cannot be added to other toolbars, and you cannot add other toolbar buttons to the Googlebar.
Nonetheless, it does offer many useful features, none of which have functional equivalents in a
default Firefox installation.

Using the Yahoo! Toolbar Extension

Unlike the Googlebar extension that was written by volunteer developers, Yahoo! has gone
ahead and created an in-house version of its toolbar for Firefox. The Yahoo! Toolbar is best
suited for those who make extensive use of the Yahoo! portal; the default layout at first glance is
merely a lot of navigation shortcuts, as shown in Figure 9-15.

The Yahoo! Toolbar for Firefox can be downloaded from http://toolbar.yahoo.com/
firefox.
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FiGure 9-15: The Yahoo! Toolbar is similar to the Googlebar. Most of the extra
items on the default toolbar point to specific locations in the Yahoo! portal.

The Yahoo! Toolbar, like most of the other toolbars out there, allows customization. Where it
differs is that Yahoo! remembers toolbar settings across different computers. There is no option
to customize a single computer only; all changes require a Yahoo! account, which may be a
deterrent for some users.

Once an account has been created and the user has logged in, the toolbar changes quite drasti-
cally, and elements on the toolbar become user configurable. One of the very useful options is

the ability to save bookmarks on the Yahoo! Toolbar. This means that something bookmarked
at home can be brought up at a remote location that has the Yahoo! Toolbar installed.

Under the pencil icon is an Add/Edit Buttons option, and most users will want to pick and
choose what elements they display on the Yahoo! bar. The toolbar buttons available are gener-
ally shortcuts to different parts of the Yahoo! site, but a lot of the items also act as drop-down
menus, so they are more useful than just a simple bookmark. News, in particular, is very nice, as
it is also an integrated RSS reader that grabs the Yahoo! news portal headlines.

The Yahoo! Toolbar allows two non—Yahoo!-related buttons to be defined by the user with the
Your Own Button function. Unlike bookmarks toolbar items, these are visible on all computers
with the Yahoo! Toolbar extension installed.

Changes made to the Yahoo! bar need to be flushed out with the Refresh Toolbar command
found under the pencil icon.

The Yahoo! Toolbar is interesting because of the online memory component that transports
settings and personal items such as bookmarks across multiple computers. For people who
make extensive use of the Yahoo! portal, this is a very good tool that makes navigating between
different parts of Yahoo! a breeze. Unlike the Googlebar, though, it does not offer tools like the
highlighter; the focus is clearly on users who use many computers and would like a consistent
interface that does not need to be synchronized manually.

Using the Web Developer Extension

Changing gears, we move away from search-based toolbars and look at a toolbar that is aimed
at web development but should also be of interest to anyone who is interested in how a site is
constructed: the Web Developer extension from Chris Pederick.

169
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The Web Developer extension can be downloaded from http: //www.chrispederick
.com/work/firefox/webdeveloper/.

Some very powerful tools are available with Web Developer, but we will go through just a
handful. A screen shot of it in action is shown in Figure 9-16.

3¢ Disabler 575 €55+ (4 Forms™ 2% Imsgest @ Information~ = Miscelaneous=

7 outiner [ Resizer & Tools~ b Wiew Source | 3| Options®

FiGUure 9-16: The Web Developer extension hides a lot of
functionality under each button.

The Disable menu allows various page elements to be turned off. Options are applied globally.
Some of the more interesting uses include disabling cookies and JavaScript to see if a page still
functions normally. Again, it is important to note that the functionality differs somewhat from
the Toolbar Enhancements extension, as that applies settings to specific tabs and not on a
global basis, like the Web Developer extension.

The Images menu has a lot of helpful functions that can summarize a lot of information about
the graphical aspect of a page very quickly. In particular, the Display functions are very neat —
they include a tooltips-like icon that pops up beside each graphical icon with the associated
statistics (image size, dimensions, or the path of the image).

Those who are curious about why certain pages are not loading correctly in Firefox can take
web masters to the task with the Tools menu, which can validate CSS and HTML according
to w3.org specifications.

Hacking the Status Bar

With a bit of code earlier on in the chapter, some persistent system icons have been added to
the status bar, but a lot of the real estate down there remains unused. Although we have looked
at several extensions that add functionality to the toolbar, we have not yet looked at any that
spice up the status bar. The sections that follow examine several extensions for the status bar to
complement the changes made to the toolbar.

Current Date/Time with Statusbar Clock Extension

One of the simplest and most useful extensions is the Statusbar Clock extension, which simply
adds the date and time to the bottom of the Firefox window.
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The Statusbar Clock extension is written by Momokatte, whose site can be found at http://
www . cosmicat .com/. The version of the Statusbar Clock extension from his site, however,

B . . . . . . oy . .
1 will not install in Firefox 1.0. Extensions Mirror has a modified version that removes version

| restrictions and is available to download at the following location: http: //www.extensions
mirror.nl/index.php?showtopic=105&hl=.

Options are kept simple; the choice of the display elements such as the day, month, year, and
whether this should be presented numerically or spelled out completely is configurable by the
user. The position in the status bar is configurable and is based upon the relative location of
other elements. Figure 9-17 has a shot of the Statusbar Clock in action.

| 10:11 PM - March 20, 2005

FiGURe 9-17: The Statusbar Clock. The formatting in this
example has been modified—the day has been removed,
and the date and time ordering has been reversed.

Display the Weather with ForecastFox

Living in the Pacific Northwest and being on two wheels during the warmer months means
that I tend to make several visits to the weather site each day so I know whether to make a bee-
line for home after a day in the office or whether it will remain pleasant enough to go for a
quick spin up the coastline. ForecastFox grabs its weather feeds from the Weather Channel, so
it also works for those of us not based in the United States. After the installation and restart of
Firefox, the installation dialog shown in Figure 9-18 will appear.

ForecastFox can be downloaded from http: //forecastfox.mozdev.org/.

You must specify a Forecast Location in the Code field. That is easy for U.S. citizens, as that is
simply the zip code you would like weather information from. Everyone else must use the Find
Code function. The Unit of Measure radio buttons allow you to specify the units of measure
for temperature and wind speed. For American, this is Fahrenheit and MPH; for English, it is
Celsius and MPH; and for Metric, this is Celsius and KPH. Although ForecastFox sits in the
status bar by default, it can be moved to another position on the browser window. Its position
on the status bar can also be manipulated — with the default Always Last option it appears in
the far-right corner. Enabling the Specific Position option and setting lower values forces
ForecastFox to the left of the status bar; 0 forces it to the extreme left.

The flexibility with the display configuration is also very impressive. A mix of icons and text
can be independently set for Current Conditions, Today’s Forecast, and Extended Forecast.
Figure 9-19 shows some of the customizations possible.
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FIGURE 9-18: The ForecastFox setup dialog appears after the
first restart of Firefox after the installation of the extension.
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FIGURE 9-19: ForecastFox allows the choice of icons,
label, or icons and labels for six distinct elements.

For the current conditions, I have chosen icons and labels. The labels that you want displayed
can also be specified; in this particular case, for the first element, 've chosen the current
weather condition and the temperature along with the current weather icon. The display ele-
ments in tooltips for the current conditions can also be specified, and I chose to include more
detail here, including wind condition and the location of the forecast. The next element over is
the overall forecast for the day. Again, both icons and labels are enabled, but this time, the
option chosen for the label is temperature and the chance of precipitation. The final item
shown is the extended forecast, set to display the icon only. The number of extended forecast
days can be between 0 and 9.

ForecastFox is a very well developed extension, and for anyone who is slightly concerned about
weather conditions, it’s an absolute must-have.
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Playing Music with the FoxyTunes Extension

For those who are not using a multimedia keyboard, it can be distracting to switch from the
work application to the media player to play songs. On the lighter side of things, let’s take a
look at the FoxyTunes extension, which adds multimedia buttons to Firefox’s status bar.

The FoxyTunes extension can be downloaded from http: //www.iosart.com/ foxytunes/
firefox/.

FoxyTunes hooks into a variety of media players and displays the song name along with naviga-
tion buttons, as shown in Figure 9-20.

| 12 Tea Party - The Messenger | 3 | 1o o) ) =) | ) =) ny )| 4w | b

FIGURE 9-20: FoxyTunes in action on the status bar. ID3 tag information
is displayed, along with a standard set of multimedia navigation buttons.

Some of the more interesting buttons include the A button, which brings the media player to the
forefront. This is a useful alternative to Alt-tabbing or searching the taskbar for the application.
The colored note icon (farthest to the left) brings up the main menu for FoxyTunes. Some of
the options include keyboard shortcut definitions for the multimedia application. A couple of
additional features that are very nice are the sleep timer and the alarm function; FoxyTunes can
stop the media player after a given amount of time or start playing music at a given time. This is
helptul, as some applications, such as Apple’s iTunes, do not have a plugin system like Winamp

to add such functionality, and this is a unique way to sidestep that limitation.
FoxyTunes has a good number of customization options; much of the interface can be hidden,

and it can even be skinned.

Skins for FoxyTunes can be downloaded from http://www.iosart.com/foxytunes/
firefox/skins/.

On-the-Fly Proxy Switching with the SwitchProxy Extension

The SwitchProxy extension allows users to switch between different proxy servers quickly. The
Connection Settings dialog in Firefox allows for only a single proxy to be specified, while
SwitchProxy can remember and manage several.
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The SwitchProxy extension can be downloaded from http: //mozmonkey . com/
switchproxy/.

SwitchProxy is not strictly a status bar extension; the default install also throws up a toolbar.
The status bar portion of the extension is useful enough so that the toolbar portion does not
have to stay on. A context menu of the SwitchProxy status bar is shown in Figure 9-21.

| Proey: shaw | YDA 24,0

Mone
v shaw

Manage Proxies
Preferences

Check For Updates
About Switchpros:

FiIGURE 9-21: The context menu from the SwitchProxy
status bar. Proxies can be quickly selected from this list.

The interface for adding a proxy through SwitchProxy is essentially the same as the one inside
Firefox, except that added proxies can be named and saved. SwitchProxy allows for two types
of proxy management: the traditional one, where a single proxy, aptly named Standard, is used;
and a more complex type, called Anonymous, where the user enters a list of proxies and a rota-
tional interval to switch between them. With cookies turned off, rotating proxies breaks any
sort of tracking attempts that a web site may try to use.

Jeremy Gillick's MozMonkey site has a forum thread that maintains a list of active proxies for
8 those looking for something more than the single proxy supplied by an ISP. The list can be found
| at http://forums.mozmonkey.com/viewtopic.php?t=19.

The StockTicker Extension

During my first programming job, my boss enjoyed monitoring his stocks on a little Yahoo!
stock ticker. I remember him saying, “Every time this beeps, it means I am losing money.”
Every time I think about real-time stock monitoring, that story gives me a good chuckle. For
the part-time day trader looking for a stock utility that is a little bit more subtle than my boss’s
ticker, there is the StockTicker extension, which sits right in the Firefox status bar, as shown in

Figure 9-22.

The StockTicker extension is available at http: //mozmonkey.com/stockticker/.
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] ATYT 16.60( -0,48 | 2.81%)

FIGURE 9-22: The StockTicker extension in the status bar.

A list of stock symbols can be entered into the StockTicker list, and it will scroll through each
symbol. The user can specify the amount of time that the ticker spends on each symbol and
how often prices should be updated. A different color scheme can also be used — maybe drop-
ping stock prices are less stressful if they are colored in blue. Details about each symbol can also
be requested that will take the browser window to the stock listing page of choice. By default, it
is finance.yahoo.com.

For those who have a big list of stocks and just cannot wait for each list item to scroll past, the
View All Stocks function brings up the window shown in Figure 9-23.

StockTicker Yiew All Stocks x|

Last Update: 4:22pm 2/20/2005
ATYT 16,60 { -0.48 [ 2.81% )
VDR 24,00 { -0.67 | 2.72% )

More Detais |

Edit Close |

FiGURe 9-23: A dialog with all entered stock symbols can be brought up.

Summary

While the subject of toolbar modification was touched upon before, this chapter provided a
more thorough look at how both the toolbar and status bar can be modified to improve and
extend the Firefox interface. Starting simply with adding and removing buttons through the
Customize Toolbar dialog, it quickly moved on to a discussion of forcing on system icons
through the userChrome file before exploring a wide variety of extensions that streamlined the
Firefox interface. One of the most useful system icons enabled is the popup blocker.

The first extension explained was the EMButtons extension, which added two new icons to the
Customize Toolbar dialog and single-click access to the Extension and Themes Managers
menus. More important, it added keyboard shortcuts so navigating through several layers of
menus was no longer necessary.



176  Partlll — Hacking Menus, Toolbars, and Statusbar

The next set of extensions focused on extending toolbar functionality with a wider scope than

navigation shortcuts. The Googlebar extension emulates and extends upon Google’s hugely
opular Internet Explorer toolbar. The strength of the Yahoo! Toolbar bar is that it is a network

pop p g

application; bookmarks and settings are saved online and on any browser with the Yahoo! bar
PP ] g y

loaded. The final toolbar enhancement introduced is the Web Developer extension, which pro-

vides a rich set of tools that can be used to scrutinize or debug web sites.

The chapter then discussed the underused status bar. One of the simplest extensions is the
Statusbar clock, which adds a clock and date to the status bar. ForecastFox and FoxyTunes are
two extensions that are more complex. ForecastFox pulls in feeds from Accuweather.com for a
user-specified location and displays weather information in the toolbar. FoxyTunes is a hook
for a large number of media playback applications and adds a set of multimedia buttons to the
status bar, as well as the ID3 tag of the currently playing song. The SwitchProxy extension
should be appealing to privacy buffs; it streamlines and extends functionality already found in
Firefox by providing an easy method to switch between proxies, both manually and automati-
cally through proxy lists. The final extension looked at is the StockTicker extension, which
pulls your favorite stock symbols and displays their rise and fall every few minutes.

The topics covered in this chapter should give you a good idea of how you can maximize the
usability of the Firefox toolbar and status bar. A balance of GUI improvements and the intro-
duction of fantastic new functionality add another dimension to Firefox, far beyond its being
just another browser.
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browser to suit your personal preferences. You can start the browser

with one, two, five, ten, or as many tabs as you like, each with a dif- -
ferent web site. You can alter the look and behavior of those tabs in just
about any way you like. Did you just close a tab accidentally? No problem.
You'll learn how to reopen it. Don't like the tab bar at the top of the by Phil Catelinet
browser? Move it wherever you like. Once you start using mouse gestures,
you'll wonder how you ever browsed without them. This chapter is all about

getting around in Firefox and making it easier for you to find what you're
looking for quickly and comfortably. in -('kls Ck aP"'er
M Customize Firefox

Setting Your Home Page startup to show

multiple homepages

The great thing about Firefox is the ability it provides to customize the

When you first install Firefox, the default home page is http: / /www
.google.com/firefox. You don't have to change it if you like starting ™ Use tabs to improve
from a clean, quick-loading page every time, but you probably have a your browsin g

favorite web page that you like to read when your browser starts up. Firefox

makes it easy to set the home page to anything you like.
Y P yng y M Use your mouse to

browse efficiently

Specifying a Single Home Page
Browse to your favorite web site, select Tools &> Options, and the first item
you see on the General window is Home Page. Figure 10-1 shows the

options in the General window. Click the Use Current Page button to set
the home page to the site you're currently viewing.
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Options %]
i | General |
General ~ Home Page
[ﬁ Location(s): = http:/fwww.yahoo.com/
Privacy Use Current Page | |gse Bookmark... | | Use Blank Page ]

@ - Fonts & Colors

\Web Features
g Select default Fonts and Colors for web pages. Fonts & Colors...
Downloads - Languages -
‘;:3;% Select default Languages and Character Encoding for web pages. Languages...

Advanced
- Default Browser

Firefox should check to see if it is the default browser when starting. Check Now

~ Connection

Set up Proxies for accessing the intemet. Connection Settings...

FIGURE 10-1: Set the home page to the current page.

Specifying Multiple Home Pages

So far, Firefox is no different from any other web browser when it comes to the home page.
However, what if you visit several different web sites every day, throughout the day? Normally,
youd select these sites from your bookmarks or from the links on the Personal toolbar. After a
while, that can be a lot of clicking and browsing. Firefox makes it easy for you to open multiple
web pages at startup, each one in its own tab. This way, you can read one of your favorite sites
in one tab while another site waits in another tab, ready whenever you are.

As with nearly everything in Firefox, there are several ways to set up multiple home pages.

The Easy Way

Suppose you want to load three different web sites when Firefox starts. Open three new tabs
and in each tab browse to one of your three favorite sites. Figure 10-2 shows Firefox with three
tabs, each with a different site.
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FIGURE 10-2: Firefox with three browser tabs in use.

Now, go back to Tools = Options = General. The Use Current Page button now has become
the Use Current Pages button. When you click the button, your previous single URL is
replaced with three URLs, each one separated by the pipe character. You can see how this new
configuration looks in Figure 10-3.

To add another web site to your set of home pages, click the Home button, then open another
tab and browse to a new site. Return to the Tools & Options = General window and click Use
Current Pages again. Firefox appends the new site to your existing set of home pages.

The Easier Way

Browse to each site you want to have in your set of home pages, and bookmark them in a new
folder. (Call it “Home Pages” so you won't confuse it with your other folders.) When you've
assembled all of your home pages in the folder, go back to the Options window and click on
the Use Bookmark . . . button. A new window with all of your bookmarks pops up (as shown in
Figure 10-4), and you can select your Home Pages folder from the list. The set of home pages
fills in the Location(s) field, and the next time you start Firefox your set of home pages opens
in tabs. You can do this with any of your existing bookmark folders as well.
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FiGure 10-3: Firefox's General options showing three home pages.
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FiGUure 10-4: The Bookmarks window lets you select a
bookmark or folder to use for your home page(s).
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The Hard Way

Now that you've seen how Firefox parses individual web sites as multiple home pages, you can
add additional web site tabs manually by typing them in the General Options Location(s) box.
Separate each URL with a pipe and no spaces. Your Location(s) box should look like this:

http://www.google.com/|http://us.imdb.com/|http://start.earthlink.net/

To add another tab with another web site, type another pipe after the last slash, then type the
tull URL, including http: //. When you restart the browser, the new tab appears to the right
of the other sites. The sites always open in the same order as the URLs in the Location(s) box.

Opening New Windows

Tabbed browsing is perhaps the greatest innovation in web browser technology since the inven-
tion of the browser itself. Prior to tabbed browsing, if you wanted to look at multiple web sites
at the same time you had to open a new browser window for each site. If you were looking at
only two or three sites, it wasn't so bad, but any more than that tended to clutter up your screen
too much to get anything done. With tabbed browsing, you can open as many sites as you like
and browse them all in one application window. Tabbed browsing has become so ingrained for
me that I have trouble using other browsers and programs. I find myself using the key combi-
nations and mouse clicks that open new tabs, but instead produce unintended results in the
wrong applications.

Speaking of other applications, Firefox’s default behavior when you come to it from links in
other programs (such as your e-mail application) is to reuse the last browser window. The effect
is that the new link loads in place of the previous page opened in that window. Sometimes you
don’t mind, but often you kept that other browser page loaded for a reason, and now it’s gone.
The Back button might bring it back for you, unless it was a special window that did not have
any browser buttons, such as a media player or video presentation. Firefox provides several
options just for these situations:

B Open links from other applications in the most recent tab/window (the default setting).
B Open links in a new window.
B Open links in a new tab in the same window.
You can choose among these options on the Advanced window of the Options menu, under
Tabbed Browsing (see Figure 10-5). Select the “a new window” option to order Firefox to open

a new window for any links from other applications, and you won’t overwrite existing windows
with new pages.

On MacQS, this is Firefox > Preferences . . ., then the Advanced tab on the Preferences sheet.
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FiGure 10-5: Native options for tabbed browsing.

You can also adjust some of the other default behaviors of tabs from this same menu. By
default, when you open a link in a new tab, Firefox loads that tab in the background. The
“Select new tabs opened from links” and “Select new tabs opened from bookmarks or history”
options open new tabs in the foreground. “Warn when closing multiple tabs” generates a popup
window warning you if you try to close more than one tab at a time by right-clicking on the
tab bar and selecting “Close Other Tabs,” or if you try to close a window with multiple tabs
open.

Because tabbed browsing is one of the most popular features of Firefox, it’s also popular with
extension writers and hackers. The next section explains how you can alter the behavior of tabs
well beyond the original scope of the feature.

Tab Browsing Hacking

By default, Firefox hides the tab bar when only one tab is open. You can change that setting
from the Tabbed Browsing window by unchecking “Hide the tab bar when only one web site is
open.” You can then double-click on the empty space next to a tab to open a new, blank tab.
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You can see more of Firefox’s tabbed browsing attributes in about:config. Filter the list with the
string browser . tabs and the list of adjustable tab settings appears. For example, when you
open a folder of bookmarks in tabs, Firefox overwrites any open tabs with the new ones from
the folder. However, if you change the following to false and open a folder in new tabs
(right-click on the folder and select “Open in Tabs”), the new tabs are appended to the

existing tabs.

Browser. tabs.loadFolderAndReplace

Explanations of about:config settings can be found at http: //preferential .mozdev
.org/preferences.html.

Using userChrome.css to Hack Tabs

You've already seen the power of modifying the userChrome.css file to alter the appearance of
other Firefox elements. Now the focus is on what you can do with the look and feel of tabs.

By adding code to the userChrome.css file, you can move the tab bar to the left, right, or bot-
tom of the browser window. For example, to put the tab bar at the bottom of your Firefox win-
dow, add this line to your userChrome.css file:

#content > tabbox { -moz-box-direction: reverse; }
Restart Firefox and your tab bar appears at the bottom of the screen, as shown in Figure 10-6.

Firefox provides a default busy icon for tabs that are loading pages, but you might want to give
yourself a clearer indication of what’s going on with your tabs. To change the colors of normal,
active, and loading tabs, add these lines of code to your userChrome.css file:

/* Change Tab Colors */

/* Change color of active tab */

tab[selected="true"] {background-color: rgb(222,218,210) !important; color:
black !important;}

/* Change color of normal tabs */

tab {background-color: rgb(200,196,188) !important; color: gray !important;}
/* Tab while loading */

tab[busy] {color:gray !important;}

Remember that you can undo all of these changes by deleting the lines from userChrome.css

and restarting Firefox.

You can see other examples of tab bar appearance tricks at http://www.mozilla.org/
support/firefox/tips#app_tab.
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FIGURE 10-6: Firefox with tab bar at the bottom of the screen.

Bring Back Those Lost Tabs

I don’t know what I'd do without tabbed browsing. I like to browse with many tabs open all the
time. I'm constantly opening links in new tabs and closing old ones. Occasionally, I'll close the
wrong tab by accident. At times like that, I used to be stuck: what site was in that tab and how
did T get to it? Luckily, the SessionSaver extension restores closed tabs, bringing back those
sites that might still need your attention. After you install SessionSaver, you see a menu for it
under Tools. If you haven’t closed any tabs yet, you'll just see the SessionSaver option by itself.
From here, you can capture your open tabs as a session and restore them at any time, as shown
in Figure 10-7. It’s similar to bookmarking a group of tabs in a folder and reopening that
tolder’s bookmarks in individual tabs.

The real power of SessionSaver is its ability to restore your closed tabs. After you close a tab,
SessionSaver puts a new option on the Tools menu, Snapback Tab, along with a menu of
recently closed tabs. Figure 10-8 shows an example of the Snapback Tab menu. Select any of
these items and the closed tab fades in as a new tab to the left of any currently opened tabs. As
you restore closed tabs, SessionSaver removes them from the menu so you always have a list of
closed tabs.
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FIGURE 10-7: SessionSaver's Capture function lets you save open tabs.
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