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The GNU General Public
License (GPL) is the basis
of the open source
movement. This license is
provided by the Gnu is
Not Unix (GNU)
organization, which
develops various software
packages. The most
important element of this
license is that instead of
protecting a particular
person or company, it

protects the software code

that creates the
application.
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Determining Which
Ports to Block
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When determining which
ports to block on your
server, you must first
determine which services
you require. In most cases,
block all ports that are not
exclusively required by
these services. This is tricky,
because you can easily
block yourself from
services you need,
especially services that use
ephemeral ports. If your
server is an exclusive e-mail
server running SMTP and
IMAP, you can block all TCP
ports except ports 25 and
143, respectively. If your
server is an exclusive HTTP
server, you can block all
ports except TCP port 80.
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the ketremove option.
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kadm n: ktrenove
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kadmi n: quit

termnal $
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Firelogd (Firewall Log
Daemon) is a relatively
simple program that can
either be run as an
application or (you might
have guessed) as a
daemon. It does two
things:

= [t reads the kernel log
entries and passes
them into a "first in,
first out" (FIFO) pipe,
which Firelogd can
then process.

= Once its buffer is full, it
e-mails a report of
suspicious traffic to an
account of your
choosing. You can have
it mailed to a local
account, or to a
remote system of your
choice.
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Preface

Hack Proofing Linux: A Guide to Open Source Security 1s designed to help you deploy a
Linux system on the Internet in a variety of security roles. This book provides prac-
tical instructions and pointers concerning the open source security tools that we use
every day.

First, we show you how to obtain the software; and then, how to use the Bastille
application to “harden” your Linux operating system so that it can function securely as
it fulfills a specific role of your choice (e.g., as a Web server, as an E-mail server, and so
forth). You will also learn how to use your Linux system as an auditing tool to scan
systems for vulnerabilities as well as create an Intrusion Detection System (IDS),
which enables your Linux system to log and respond to suspicious activity: From virus
protection to encrypting transmissions using Gnu Privacy Guard and FreeSWAN, you
will be able to configure your system to secure local data as well as data that will be
passed along the network. After reading this book, you will be able to identify open
source and “for-fee” tools that can help you further secure your Linux system.

We have also included chapters concerning ways to sniff and troubleshoot net-
work connections and how to implement strong authentication using One Time
Passwords (OTP) and Kerberos. Tools such as Squid proxy server and Ipchains/Iptables
will help you use your Linux system so that it can act as a firewall. With the tools on
the accompanying CD as well as the advice and instructions given in this book, you
will be able to deploy your Linux system in various roles with confidence.

We decided to focus on profiling the most commonly used security tools found
on the Linux platform. We also decided to emphasize the real-world implementation
of these tools, as opposed to just providing conceptual overviews. Finally, we decided
to describe the steps you should take when things go wrong. As a result, we have
created a book that is a valuable resource that helps you use your Linux system as
efficiently as possible.
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xxviii  Preface

One of the most exciting things about this book is that it provides hands-on
instructions for implementing security applications. From Gnu Privacy Guard (GPG)
and Bastille to FreeSWAN, Kerberos, and firewall troubleshooting utilities, this book
shows you how to use your Linux skills to provide the most important security ser-
vices such as encryption, authentication, access control, and logging.

While writing the book, we had the following three-part structure in mind:

= Locking Down the Network (Chapters 1 through 4)
» Securing Data Passing Across the Network (Chapters 5 through 8)
» Protecting the Network Perimeter with Firewalls (Chapters 9 through 11)

Each of these sections is designed to help you find the best solution for your par-
ticular situation. Although the book itself isn’t explicitly divided into sections, as you
are reading remember this rough division because it will help you to implement
security measures in your own environment.

Chapter 1 discusses open source concepts, including the GNU General Public
License, as presented by the www.gnu.org people (the Free Software Foundation),
and then moves on to showing how you can use GPG and Pretty Good Privacy
(PGP) to encrypt transmissions and also to check the signatures of files that you
download from the Web. It also provides information concerning the steps to take
when auditing a network.

Chapter 2 shows you how to lock down your operating system so that it provides
only those Internet services that you desire. Chapter 3 shows you how to use applica-
tions such as AntiVir, Gnome ServiceScan, Nmap, Rnmap, and Nessus to scan for
vulnerabilities. In Chapter 4, you will learn about host and network-based IDS applica-
tions such as Snort, Tripwire, and PortSentry. Chapter 5 explains how to use network
sniffers such as Tcpdump, Ethereal, and EtherApe to their full advantage. With this
knowledge, auditing a network and truly understanding what is going on “beneath the
hood” will make you a much more effective network security administrator.

By the time you finish Chapter 6, you will know how to deploy One Time
Passwords and Kerberos, and in Chapter 7, you will understand how to avoid sniffing
attacks, and in Chapter 8, you will enable IPSec by deploying FreeSWAN. Chapter 9
empowers you to create personal firewalls as well as packet filtering firewalls using
either Ipchains or Iptables. Chapter 10 shows you how to implement Squid so that
you can more carefully monitor and process packets. Finally, Chapter 11 provides you
with tools that test your firewall implementation.
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Preface XXiX

The open source community has fulfilled the need for a powerful, free system
that allows you to conduct audits, serve up Web pages, provide e-mail services, or any
other Internet service you wish to provide. Once you are able to take advantage of
the security software provided by the open source community, you will receive the
benefit of having a huge pool of developers working for you.You will gain more
freedom because you will be able to choose widely tested security tools provided by
a variety of skilled developers.You can even choose (at your own risk) to use rather
obscure tools that have been recently created. It is up to you.

Open source operating systems and security tools are both a blessing and a curse:
You are blessed with (usually) free software, but you are then cursed with having to
spend time working with the software’s idiosyncrasies. By reading this book and
implementing the tools and practices we’ve described, you should be able to mini-
mize the “curse.” It is also our hope that as you read this book you will also become
turther involved in the open source software movement, which has begun to fulfill its
promise of creating powerful, useful software.

—James Stanger, Ph.D., MCSE, MCT
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Chapter 1 ¢ Introduction to Open Source Security

Introduction

In spite of the ups and downs of the dot-com industry, open source software has
become a viable alternative to commercial companies such as Microsoft, Sun, and
IBM. Although open source software has its quirks and its problems, the open
source movement has made its niche in the networking market. As a networking
professional, it is in your best interest to understand some of the more important
security applications and services that are available.

This book is designed to provide experienced systems administrators with
open source security tools. Although we have made every effort to include as
many people and as many skill sets as possible, this book assumes a fundamental
knowledge of Linux. This book focuses on open source Linux applications, dae-
mons, and system fixes. In the book’ first chapters, you will learn how to lock
down your network. Chapter 2 discusses ways to secure and monitor the oper-
ating system, and ways to scan local and remote networks for weaknesses. You will
receive detailed information on how to ensure that your system’s services and the
root account are as secure as possible.

In Chapter 3, you will learn how to deploy antivirus and scanning programs
for your local system. By using these scanning programs, you will be able to miti-
gate risk and learn more about the nature of services on your network. Scanners
such as nmap and nessus will help you learn about the open ports on your net-
work, and how these open ports might pose a threat to your system. Chapter 3
gives you detailed information about practical ways to implement intrusion
detection on your local system and on your network. Using applications such as
Tripwire, Portsentry, and Snort, you will be able to precisely identify system
anomalies and detect inappropriate logins. Chapter 5 shows how you can use
open source tools such as tcpdump, Ethereal, EtherApe, and Ntop to inspect and
gauge traftic on the network.

The second part of the book focuses on ways to enhance authentication using
open source software. In Chapter 6, you will learn about One Time Passwords
(OTP) and Kerberos as ways to ensure that malicious users won’t be able to obtain
your passwords as they cross the network. Chapter 7 discusses ways to use Secure
Shell (SSH) and Secure Sockets Layer (SSL), which are ways to enable on-the-fly
encryption to protect data. In Chapter 8, you will learn about how to enable
[PSec on a Linux system so that you can implement a virtual private network
(VPN). As you learn more about the primary VPN product called Free Secure
Wide Area Network (FreeS/WAN), you will see how it is possible to protect net-
work traffic as it passes through your own network, and over the Internet.
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The final part of the book focuses on ways to create an eftective network
perimeter. Chapter 9, shows how to install and configure Ipchains and Iptables on
a Linux system. Kernels earlier than 2.3 can use Ipchains, whereas kernel versions
2.3 and later use Iptables. Regardless of the way you do it, you will learn to filter
traffic with these two packet filtering tools.

In Chapter 10, you will learn how a proxy server can further enhance your
control over your network perimeter. Specifically, you will use the Squid proxy
server to control client access to the Internet. You will also learn how to con-
figure Linux clients to access the proxy server. Finally, Chapter 11, shows how to
troubleshoot and counteract problems with your network perimeter. You will
learn how to maintain, test, and log the firewall so that you have a functional bar-
rier between you and the outside world.

[t is our intention to create a book that gives you practical information and
advice about the most common open source security tools.

The Tools Used in This Book

This book was written using version 7.0 of the Red Hat Linux operating system.
Although it may not be the “best” Linux distribution (there are at least 100 ver-
sions in the world), it is the most popular. We have tried to ensure that the skills
and tools you obtain in this book will be portable to other Linux versions, and
even other open source operating systems such as FreeBSD (www.freebsd.org).
However, each Linux flavor has its own quirks, and you may find it necessary to
deviate from some of the instructions in this book.

Using the GNU General Public License

The GNU General Public License (GPL) is the basis of the open source move-
ment. This license 1s provided by the Gnu is Not Unix (GNU) organization,
which develops various software packages. Begun in 1984 by Richard Stallman,
GNU has worked to create a license designed to ensure that the open source
movement continues to thrive. You can learn more about GNU at the
www.gnu.org Web site, shown in Figure 1.1.

The most important element of this license 1s that instead of protecting a par-
ticular person or company, it protects the software code that creates the applica-
tion. Traditionally, copyrights have enabled individuals to lay claim to a particular
piece of software and then sell it for profit. In addition, the copyright enables that
individual to then take action against anyone else who uses that code to create
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similar functionality. For better or for worse, Richard Stallman, Eric Raymond,
and others helped found and popularize the concept of an open software license
called the Gnu General Public License (often referred to as the GPL).You can
read the GPL at www.gnu.org/copyleft/gpl.html.

Figure 1.1 The GNU Web Site
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This license is part of the “copyleft” movement, which considers itself an
alternative to traditional copyright laws. The GPL essentially allows anyone who
develops code to ensure that the code remains open, meaning that GPL-licensed
code can be taken and improved upon by anyone, as long as the improved code is
given to the original writer and the software writing community. Consequently, a
piece of code protected by the GPL will, by law, always remain accessible by
anyone who wants to read or modify it. Without the GPL license, another person
can take the code that you invent, and make it closed and proprietary.

The GNU GPL is not the only free software license in existence. Figure 1.2
shows the GNU page dedicated to understanding additional licenses. If you
wish, you can read about additional licenses that are similar to the GPL at
www.gnu.org/philosophy/license-list. html.

For more information about the open source movement, one of the more

revealing books is Erik Raymond’s The Cathedral and the Bazaar (O’Reilly &

Www.syngress.com



Introduction to Open Source Security * Chapter 1

Associates, 2001). Although somewhat overly enthusiastic, it is a very helpful book
in understanding the mindset of many open source code writers.

Figure 1.2 Viewing GNU'’s Licenses Comment Section
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Fee-Based GPL Software

Contrary to what you might think, open source code protected by the GPL is not
necessarily free. Under the terms of the GPL, any person or corporation can take
GPL software, modify it, and then package it for sale. However, this person or cor-
poration must make this software freely available for anyone to read or modity.

Can | Use GPL Software in My Company?

The GNU GPL does not ask companies to supply licensing agreements or other-
wise register the programs. However, other licenses, which you can read at
GNU'’s comparative forum, may invoke restrictions that you may have to consider
as you implement the software. The software covered in this book is, in one way
or another, open software, which means it can be used by any organization.
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Soft Skills: Coping with
Open Source Quirks

You should consider, however, that open source software can present challenges.
Consider them before you delve into the open source world. It is likely that
using open source software will require you to use your “soft skills,” such as how
to overcome objections and manage constant change. The more important chal-
lenges to your soft skills are discussed in the following sections.

General Lack of Installation
and Configuration Support

Although many of the applications you will use are written by clever, knowl-
edgeable coders, most of these people create this code on their own time. Thus,
no formal support structure exists for the software you use. As a result, you will
be forced to rely on knowledgeable individuals to implement and maintain your
open source applications.

Infrequent or Irregular Update Schedules

Many closed-source companies update their software at regular periods. Usually, a
for-profit company’s desire to keep sales high by requiring constant for-fee
upgrades is tempered by its need to maintain the product’s reputation for stability,
ease of use, and longevity. Thus, upgrades will happen at regular intervals.
However, the open source community is not held in check by this desire.
Generally, software is frequently upgraded. You may, therefore, find that you will
have to spend considerable time upgrading the open source products you use.

It 1s also quite unlikely that you will be notified of any problems that have
been discovered in the specific version of your application. For example, many
for-profit companies spend time publicizing problems and even contacting
licensed users to notify them of a security problem. If you use an open source
security application, the burden is placed on you: it is assumed that you will take
the time to keep current about any developments concerning the application you
are using.

Command-Line Dominance

Many open source applications use command-line interfaces. In the past several
years, the trend has been to create a graphical user interface (GUI) for command-
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line applications. Generally, however, these GUI interfaces are not as portable
between operating systems. In some cases, the GUI interface, unless superbly
written, does not provide the same functionality (that is, you can’t do the same
thing with the GUI that you can at the command line).

Lack of Backward Compatibility
and No Regular Distribution Body

When you upgrade an operating system, it is possible that the applications you
have been using no longer work, or behave difterently. Although the open source
community is remarkably well coordinated, you should consider this possibility.
Furthermore, it is possible that the software you use may become unavailable,
or may become fee based. While discovering that a Web site URL has changed is
inconvenient, discovering that an upgrade for your favorite application will now
cost you money can raise serious issues about your continued use of the product.

Inconvenient Upgrade Paths

Many open source applications change their coding rather radically. As a result, a
previous version may not be upgradeable, and you may have to reinstall it. Even
then, it 1s possible that a simple reinstallation is not possible. Many open source
applications provide their own versions of a Windows-style configuration wizard,
but when you upgrade, you may have to install the new files manually.

Conflicts in Supporting Libraries
and Limited Platform Support

Even though you find a piece of software that you really find interesting, it is
possible that you will have to take rather intricate steps to make your operating
system ready for the application. Most of these steps involve updating system
libraries, which are sets of routines and helper applications. Examples of libraries
include the Tool Command Language/Tool Kit (tcl/tk) and the Gnome libraries
(gnome-lib).

Often, steps for upgrading these libraries are poorly documented and rather
difficult to follow. Additionally, operating systems such as Linux are loosely inte-
grated, which means that no central “brain,” such as a Windows 2000 registry,
exists to coordinate library usage. So, even though you may be able to enable
your system to accept your cool new application, you may end up causing
incompatibilities that cause other applications to fail.
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Another problem with software that isn’t quite “ready for prime time” is that
it may be developed for only one Linux flavor, or even only one version of a
specific Linux flavor. If you upgrade your system (or one of the libraries), it is
possible that the application will stop working

Interface Changes

Coders and end users rarely want radical changes in a GUI interface to occur.
Changing an interface requires more coding work on the part of coders, and it
could result in an application losing popularity. However, due to changes in the
open source libraries and in coding practices, you may find that commands and
interfaces are radically changed from one version to the next.

Partially Developed Solutions

Sometimes, the code you want to use promises to do things it just can’t deliver.
Some expected or advertised features may be missing, or may not be implemented
yet. Sometimes, this happens because the open source application’s development
team has the best of intentions and is working to complete the project. Other
times, the development team runs out of gas, and you end up wishing that the
application had delivered on its potential.

In such cases, your options are rather limited, unless you have the means at
your disposal to deploy your own development team and take up the project
where your predecessors left off.

Developing & Deploying...

Open Source as Malware?

Thus far, you have learned about technical issues concerning open
source software. However, there are business and security issues as well.
If you are a manager, make sure you carefully consider the use of open
source software. There may be times when open source software is not
appropriate for a certain task. Consider the following questions:

= Aren’t these hacker programs?
= Do | have time to train my employees on this software?

Continued
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» Is the software stable enough to use?
= Have | had the code reviewed to ensure it is safe?

= How will I explain the use of open source software to my
management?

» How will I explain the use of open source software to cus-
tomers and business partners?

The first question is significant. Many open source security applica-
tions have been written as proof of concept exploits. A proof of concept
exploit is basically an application meant to prove that a theoretical or
much-discussed weakness in an operating system really does exist. Other
applications are provided to allow hackers to gain information about a
network or network host. However, just because an application was cre-
ated for malicious intent does not necessarily mean that it has to be
used maliciously. In fact, many open source applications have been cre-
ated with the best of intentions, only to have them used to cause prob-
lems. Therefore, as a manager, you should ensure that all parties
involved in maintaining your network understand that simple use of a
particular application does not necessarily mean that the user has
become a hacker.

As you choose the software, make sure that you actually take some
time to educate your IT employees so that they use it properly. Have
them consider how using the application can affect the network. If used
at certain times, using a network probing application may cause too
much network traffic and thus impact end-user communication. In addi-
tion, when you choose this application, consider that it may still be in
beta development, and that certain features are bound to change.

Because it is difficult to verify that this code is in fact safe, take the
time to review it. If you cannot do it yourself, contact a reliable source
to verify that the code does not contain an element, such as a Trojan
horse, that can erode your network’s security.

Finally, it is possible that you may have to explain why your com-
pany uses open source applications. Increasingly, business partners and
insurance companies are interested in knowing exactly how you audit
your systems. In some situations, you may find yourself having to explain
why using open source applications is appropriate. In other cases, you
may find that using open source software is wholly inappropriate.
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Should | Use an RPM or Tarballs?

In regard to Linux, open source software generally comes in three flavors: source
tarball, Red Hat Package Manager (RPM), and Debian. A source tarball is a group
of files and directories that usually must be compiled. Generally, tarballs come with
a special file called a makefile, which contains instructions that tell the source code
where the supporting libraries are for the application you are installing. Many will
argue passionately that one is better than the other (or, that one operating
system—such as the Debian operating system—is better than all the rest). The best
approach to take is to use the right tool for the right job. In some cases, tarballs
will work best. In other cases, using RPMs is the best way, as long as the RPM
was created by a person who really understands the operating system, and that you
have chosen the correct RPM for your operating system version.

Tarball

When using source tarballs, the most portable and extensible format, the code
usually comes in packages that are first run through the tar application, which cre-
ates archives of files and directories that can then be easily transported from one
system to another. Sometimes, the tarball contents are precompiled binaries, which
means that all you have to do is decompress and install the application. Other
times, the code comes as C or (less often) C++ “source code,” which must then
be compiled using, for example, the makefiles and the Gnu CC (gcc) or Gnu
C++ gct++ compilers. These tarball packages are then compressed by using any
number of applications. The most common (de)compression programs are GNU
Zip (gzip, gunzip, gzcat) programs, which create compressed tarball archives
with a tar.gz, .tgz, or tar.Z ending. The gzip command creates the tar.gz ending.
The .tgz extension is also created in gzip by those who know that their files may
be downloaded by Microsoft-oriented browsers, which often have difticulty
downloading files with the tar.gz ending. The .Z extension is created by the Unix
command called compress. Slackware systems often use the .tgz tarball ending.
The bzip program has also become popular. Compressed bzip files have a .bz
ending. Generally, you install a gzipped tarball by using the tar -zxvf command.

The source code that comes in source code tarballs can be edited to conform
to your own system. Perhaps more importantly, source tarballs allow you to
specify compile options that can greatly extend the usefulness of the application
or daemon you wish to install. You will be given explicit instructions whenever
this 1s necessary. Also note that tarballs can contain pre-compiled binary applica-
tions and supporting files rather than source code.

Www.syngress.com



Introduction to Open Source Security * Chapter 1 1

Tarballs often require editing of a special file called a makefile. However, this is
not necessarily all that difficult. It simply requires that you know where your sup-
porting applications and libraries are. In addition, most open source software will
contain instructions concerning how to edit the makefile. Most well-known
operating systems, such as Red Hat Linux and Slackware, do not require makefile
modification.

Red Hat Package Manager

Originally developed by Red Hat, Red Hat Package Manager (RPM) files have
become more universal. TurboLinux, Mandrake, and Kondara, for example, all
support this format. RPMs come in either precompiled binary format, or as
source RPMs. Make sure that you obtain the correct RPM for your distribution
and hardware.You can then install an RPM (barring library and resource con-
flicts) by using the rpm -ivh command. These packages usually contain precom-
piled binary files, but it is possible to install source RPMs (.srpm) that will deposit
source code that you must then compile using make and the appropriate gcc and
g++ compilers.

RPMs are installed using the RPM utility. To install an RPM, you could
enter the following command:

host# rpm —i vh packagenane. ver si onnunber.i 386. rpm

This command uses the -I option, which simply means install. The -vh
options have the RPM utility go into verbose mode and report the installation
progress using hash marks.You can learn more about the RPM facility by con-
sulting the rpm man page. As you will see in later sections, tarball, RPM, and
Debian packages can pose threats to your system—after all, they are designed to
automatically place code onto your system. Many times, this code is precompiled
and “ready to go.” It is possible for malicious users to place code into these pack-
ages. You must be extremely careful whenever installing any of these packages.
Later in this chapter, you will see how you can at least partially protect yourself
by using digital signatures.

Debian

Debian (.deb) Linux uses .deb packages in a similar way that Red Hat, for
example, uses RPMs. Debian packages are installed by using the dpkg -i com-
mand. As with tarballs and RPM files, these packages can also contain source
files, rather than precompiled binaries.
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Obtaining Open Source Software

Now that you have considered some of the more pressing open source issues, it’s
time to learn where to get open source security software. As you might suspect,
there is no single source. Some of the best Web sites for open source security
software include the following (many other sources exist):

» SourceForge www.sourceforge.com

» Freshmeat www.freshmeat.net

= Packetstorm http://packetstorm.securify.com

= RPMFind www.rpmfind.net

» LinuxLinks wwwlinuxlinks.com

=  Tucows www.tucows.com

= Startplaza wwwstartplaza.nu

= SecurityFocus www.securityfocus.com

= AtStake www.atstake.com

SourceForge

SourceForge, shown in Figure 1.3, is an especially rich source for security con-
tent. From here, you can download applications such as EtherApe, Ethereal, and
many others.

One of the primary benefits of obtaining software from SourceForge is that
you can learn about the development history, learn about the developers of an
application, and even send the developers e-mail (good luck getting answers!).
You can also learn about what language the program was developed in, and what
operating systems the application was specifically developed for. In many ways,
this site does much of the research for you.

Finally, SourceForge provides a login feature that allows you to:

= Participate in open discussions concerning software.
= Register an open source project.
= Learn about top projects.

»  Obtain information about various topics, including the latest Linux
kernel development updates.
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Figure 1.3 The SourceForge Web Site
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The Freshmeat Web site, shown in Figure 1.4, derives its name from its primary
function, which is to provide the latest and greatest software from the open
source community. Like SourceForge, this site is not completely devoted to secu-
rity. Nevertheless, you should spend time at this site to learn about the latest
applications, most of which are created for Linux. By just typing security in the
search field, you can learn about the latest applications meant to increase security,
as well as those meant to defeat existing security measures.

This site also provides a login feature. One of the benefits of logging in is the
ability to catch up on the latest projects that have been registered on the site. In
less than a week, several hundred new projects can be registered, many of them
having to do with security. Another benefit is the ability to search for articles
written about the applications in which you are interested. The search feature
includes filtering mechanisms designed to help you drill down to the most
relevant information.
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Figure 1.4 The Freshmeat Web Site
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Figure 1.5 The Packetstorm Web Site
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Packetstorm

Packetstorm is specifically devoted to security, and has an extensive collection of
files. At this site, shown in Figure 1.5, you can download both “white hat” and
“black hat” applications; in other words, you can download applications that help
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detect and/or stop intrusions, or you can download applications specifically
designed to break into systems. The developers of the site spend a great deal of
time surfing the top Internet sites (including SourceForge and Freshmeat) for the
“latest and greatest” files.

One of the many convenient features of this site is its listing of the most
recent tools, exploits, and warnings the site has obtained. Another is its Forums
teature, which allows you to converse with others interested in security. The site
also lists the most current advisories, so you can see if anyone has discovered a
problem in any of the open source applications you are using.

SecurityFocus

The SecurityFocus site is a well-organized repository of security files. Its home
page is shown in Figure 1.6. As well organized as it is, its collection of files, found
in the Tools section, is not as extensive. Still, the site provides informative news
about the latest security developments, and does a good job archiving the latest
security files.

Figure 1.6 The SecurityFocus Web Site
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Is That Download Safe?

Another problem with open source code is that you spend a great deal of time
downloading files from untrusted sites. As a security professional, you have to
consider the possibility that some of these files may have been tampered with.
Many in the open source community have encountered files that contain Tiojan
horses, which are stealthy programs meant to thwart security. Trojan code hides
legitimate code. Sometimes, the Trojan can wait to activate, or it can activate itself
when you install what appears to be a perfectly legitimate program. Examples of
Trojan horses include:

» Illicit servers Hidden servers that open ports that allow a malicious
user (usually) root access to the server.

= Root kits Programs, such as ps, Is, or su, which will still work, but also
thwart security by, for example, key logging the administrator’s password
and then sending it to an anonymous FTP. The malicious user can then
download the password and log in to the system.

So, how can you determine if this download is secure? One of the best ways
is to obtain a digital signature for the software package. A digital signature is a small
piece of code generated by an encryption algorithm. A signature allows you to
determine two things. First, you can learn if the file has been tampered with in
any way. Second, you can use the key to verify that the software was in fact
authored by the person who claims authorship. Before you learn more about
checking signatures, it is important that you first understand the basic encryption
principles involved.

A Brief Encryption Review

One of the most important things you can understand in terms of open source
security is how encryption operates on networks. Feel free to skip this section if
you already understand these terms. If you don’t, then read on. They will be
implied throughout this book.

Why is encryption important? At one time, Microsoft’s old LANmanager
product (a precursor to Windows NT and 2000) did not encrypt its passwords as it
communicated with other hosts. As a result, this particular operating system fell
out of favor, forcing Microsoft to improve its product. One of those improvements
was the use of encrypted transmissions. Encryption is not a foolproof solution. It is
possible to misconfigure your encryption tools, and even properly encrypted
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transmissions are not completely safe. Nevertheless, encryption does tend to raise
the bar enough to make most hackers search for other systems to attack.

Before we continue, it is important to understand the three types of encryp-
tion in general use:

=  Symmetric The use of one key to encrypt and decrypt information.
This is a common type of encryption, but can be easily defeated if you
misplace the key, or if a malicious user intercepts the key in transit. If a
malicious user is able to intercept the key, he or she can then use it to
decrypt your secret messages.

= Asymmetric This type of encryption uses a mathematically related key
pair to encrypt and decrypt information. It is commonly used on the
Internet and on LANSs, because it reduces the likelihood that the key can
be learned by a malicious user, and aids in authentication.

=  One way The use of an algorithm to encrypt information so that it is,
mathematically speaking, impossible to unencrypt it. One-way encryp-
tion 1s also used to read a file and then create a hash of that file. The
resulting hash value is said to be mathematically unrecoverable.

You should understand that in regard to networking, the “information” dis-
cussed in this section can include a file, or a series of network packets emanating
from a network host. Many encryption applications, such as GNU Privacy Guard
(GPG) and Pretty Good Privacy (PGP) employ all three of these types of encryp-
tion, as you will see later.

Symmetric Key Encryption

Your car key is a crude, although helpful, example of symmetric encryption.
Consider that most people use the same physical key to lock, unlock, and start
their cars. If you lose your key, anyone who finds it can locate your car, insert
your key in the door and the ignition, and then drive it away. Suppose, now, if
you tried to pass this key to another person in a crowded room, and someone
you do not trust was to intercept it. You would probably then have a problem: the
only thing keeping this untrusted person out of your car is that person’s honesty
and his or her knowledge of what your car looks like. If that person wanted to,
he or she could find your car, open it, and drive away.

The use of symmetric encryption across an untrusted network such as the
Internet (or, really, your LAN or enterprise network) presents the same problem
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as the use of a single car key: anyone who intercepts your symmetric key with a
packet sniffer can decrypt your messages. This type of attack is a sniffing attack. A
sniffing attack is a type of man-in-the-middle attack, where a host that resides in
the middle of a connection is able to obtain and then manipulate data.You will
learn more about this type of attack in Chapter 7.

The obvious response to this analogy and the threat of snifting attacks would
be, “Well, I guess I just won’t send my passwords across the Internet or my net-
work.” However, it has traditionally been very difficult to get your job done
without sending passwords across the Internet. The ability to communicate
securely is the backbone of e-commerce and network communication. So, how
will you get that password to a person? Even if you use a telephone (a very slow,
awkward option), you are not guaranteed safety. After all, your friend who
receives this password could write it down on a sticky note, exposing it to anyone
passing by. Besides, what if you needed to get a password not to a person, but to a
network host?

Another problem with the use of symmetric encryption is that if someone
sniffs your symmetrically encrypted message, it is possible for this person to use a
password-cracking program to guess the password (the key) you used to encrypt
the message. This type of application effectively reverse-engineers the password
creation process by taking multiple guesses to try and find the answer. Such appli-
cations include LOphtCrack (www.atstake.com/research/redirect.html) and John
the Ripper (available at various sites, including http://packetstorm.securify.com).
Using such applications, a suitably powerful computer, and enough time, a person
can guess the right password. This type of attack is called a brute-force attack.

Asymmetric Key Encryption

One of the answers to sniffing and brute-force attacks is the use of a pair of keys.
Asymmetric encryption allows you to do two things:

=  Encrypt transmissions

= Authenticate users and hosts

For example, suppose that the car key you had in the earlier example con-
cerning symmetric encryption was only part of the key necessary to unlock and
start the car. Suppose further that this physical key, which you can now publicly
distribute, was related to another key locked in your car, and that this locked key
then had a way to ask any holder of your public key to further authenticate him-
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self before he gained access to use your car. This is basically how asymmetric key
encryption works.

The public key can be distributed to anyone. It can be placed on public key
servers all over the Internet or to anyone you know (or don’t know, for that
matter). However, the private key must be kept, as you might have already
guessed, private. The easiest way to understand public key encryption is to under-
stand the relationship between each key pair. Each pair is generated at the same
time. The algorithm that creates the key pair ensures that this pair is so related
that one half of this pair can decrypt the other half.

Public Key and Trust Relationships

Let’s say that you have generated a key pair. The private key is (hopefully) stored
safely on your hard drive, and you are ready to distribute your public key. Your
friend has done the same: she has created her private key and is ready to give you
her public key. Before both of you can use asymmetric key encryption, you must
give each other your public keys.

Giving your public key to another person (or host) is often called establishing
a trust relationship. Once you have given each other your public keys, you both
can then engage in asymmetric key encryption. How? You compose a message,
and then you encrypt this message to your friend’s public key. Once this message
is encrypted, no one but your friend can read this message. Even though you cre-
ated the message, you cannot read it either, because you encrypted it to your
friend’s public key.

So, all you have to do now is find a way to get this message to your friend.
Once you use e-mail or FTP to do this, your friend receives a bunch of garbled
text that means nothing. This is the encrypted message. Your friend can then take
this message and then decrypt it using her private key. Once this message is
decrypted, your friend can read it. With any luck, your friend won't still think
that she received a bunch of garbled text that means nothing. Figure 1.7 illus-
trates this process.

In Figure 1.7, User A on System A encrypts his message to User B’s public
key. In order to encrypt the message to User B’s public key, User A must first
enter a password to use his public key to sign the message. The encrypted and
signed message is then sent across the Internet, where User B uses her private key
to decrypt the message.

How has this process solved the symmetric encryption problem? First, the only
way that your message can be unencrypted is by using your friend’s private key.
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Figure 1.7 Using Public Keys to Encrypt Transmissions
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As long as this key remains private, then chances are, so will your letter. Second,
notice that you and your friend did not have to distribute the whole password in
some way. You only distributed half of the password (the public key). And, usually,
it is extremely difficult to guess the private key from the public key. It is, of
course, mathematically possible to use the public key to guess the private key, but
it would take many million-dollar-plus supercomputers several months to do this.
Only state-run organizations such as Scotland Yard and the CIA are likely to
devote such resources to your little old message.

As far as authentication is concerned, asymmetric encryption accomplishes
this by verifying the owner of the public key. You will learn more about this as
you learn about IPSec and VPN later in this book.

One-Way Encryption

You may ask yourself why anyone would want to irretrievably encrypt a piece
of information. After all, doing this makes the information, well, irretrievable—it
can’t be used anymore. One-way encryption is not useful for encrypting and
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unencrypting files. It is, however, useful for obtaining a file’s signature. A signature
is obtained by running a one-way encryption algorithm on the file. The resulting
value, called a hash, is closely related to the contents of the file. This value is so
related that if even the slightest change is made to the file’s contents, the hash
value will not match. Many applications use one-way encryption to ensure that
information is not altered as it passes over the network.

GNU Privacy Guard

GNU Privacy Guard (GPG) is one of the primary open source tools in use
today. You can download it from www.gnupg.org.You can download binaries and
source code for all Unix versions. For Linux, g-zipped archives and RPM files are
both available. Most distributions (TurboLinux, Red Hat, Caldera, Slackware, etc.)
include GPG in their source files. Using GPG, you will be able to encrypt files
and e-mail messages. You will also be able to import and export public keys in
order to verify PGP- and GPG-generated keys from the tarballs and RPM files
you download.

Deploying GNU Privacy Guard

Although many GUI interfaces are in the planning stage for GPG, the following
steps focus on using GPG with the command line. The steps assume that you
already have GPG installed on your system. Verify this by using the whereis

command:

wherei s gpg
gpg: /usr/bin/gpg

If you do not have GPG installed, you can download GPG from
www.rpmfind.net, from www.gnupg.org/download.html, or from the CD
that accompanies this book (gnupg-1.0.4-11.1386.rpm or the equivalent
gnupg-1.0.5.tar.gz).

Now that you know the program is installed, your first step is to secure how
it allocates memory to nonroot users. GPG requires that most Linux systems run
it as SUID root. Any application allocates pages of memory from the system, and
GPG wants this memory to be secure. Otherwise, an illicit user could capture this
memory and then gain access to the information you are going to encrypt. In
order to secure these memory pages, GPG locks this memory before using it. It
needs to run as root to lock the memory. As soon as this is done, GPG then runs
under the permissions of the owner.
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NoTE

Running an application as SUID root means that the application is run as
root, even though the owner who starts it is a nonroot user.

By default, however, GPG is not installed as SUID root. To make it setuid
root, do the following:

1. Find the application (in Red Hat Linux, GPG is at /usr/bin/gpg).
2. If you are not already root, become root with the command su.

3. Issue the command chmod u+s /ust/bin/gpg.

If you cannot do this on your own system for some reason, or do not wish
to, you can enter the following line into the ~/.gnupg/options file of any non-
root user:

[usr/bin/gpg --gen-key

This command will create the necessary directories and files for GPG to
work. Once you create these directories, generate a key pair for the user you are
logged in as.You do this by issuing the gpg --genkey command again.

GPG will then ask you to select a key type.You will have the option of
choosing Digital Signature Algorithm (DSA) and ElGamal (the default)
DSA, or ElGamal (sign and encrypt). Each of these options defines different
types of signature and encryption algorithms. The first uses both the standard
ElGamal key distribution method and the DSA, which is used to sign and
encrypt data. DSA is a nonproprietary algorithm, unlike the RSA algorithm,
which was previously used. If you only wish to sign and encrypt documents, you
can just use DSA. Most people use the first option, which is to both sign and
encrypt information. Traditionally, the first choice (the default) is the best.

You are then given the choice of the keysize. The default keysize of 1024 bits
1s actually quite sufticient for most purposes. Selecting anything higher can signif-
icantly slow your application. So, select 1, and then press ENTER.

Enter 1y to make your key expire one year from now, and then press ENTER.
Press y to confirm this choice.

Enter your name in the Real name: field.
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WARNING

You should write down the e-mail address that you use. You will use this
address to refer to your public and private key often, when using GPG
or PGP.

Next, enter your e-mail address. In the Comment: field, enter GPG
signature, or any text you wish, and then press ENTER.

You will then be asked to confirm your settings. If you are happy with what
you entered, press O (that’s the letter O, not the digit 0), and then press ENTER.

Enter a passphrase for your private key. This passphrase should be sufficiently
long (at least six passwords), but should also be something you will remember. Press
ENTER, confirm the passphrase, and press ENTER again. After doing this, GPG will
generate a new key. Move your mouse and/or enter text into the keyboard so that
the machine has enough entropy to generate a good private key. Once GPG is fin-
ished, you will receive a message that your key is created and signed.

Now, verify that GPG correctly created and signed keys for your account
with the following commands:

gpg --list-secret-key
gpg --list-public-key
gpg --list-sig

These commands list your secret key, your public key, and your signature,
respectively. Once you do this, you should create a revocation certificate in case
you need to publish the fact that your private key is no longer valid. You do this
by following the sequence outlined here:
gpg --output revoke.asc --gen-revoke james@oot.test.com
sec 1024D/ 3B386145 2000-07-01 janmesroot (root) <janes@oot.test.conr
Create a revocation certificate for this key? y
Pl ease select the reason for the revocation:

1 = Key has been conmprom sed
2 = Key is superseded

3 = Key is no |longer used

0 = Cancel

(Probably you want to select 1 here)
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Your decision? 1

Enter an optional description; end it with an enpty |ine

> For ny keats system root account

>

Reason for revocation: Key has been conproni sed

For ny keats system root account

I's this okay? y

You need a passphrase to unlock the secret key for user: "jamesroot
(root) <janes@oot.test.conp"

1024-bit DSA key, |D 3B386145, created 2000-07-01

ASCI | arnored output forced.

Revocation certificate created

Pl ease nmove it to a nedium which you can hide away; if Mllory gets
access to this certificate he can use it to nake your key unusable.

It is smart to print this certificate and store it away, just in case
your nedi a becone unreadable. But have some caution: The print system

of your machine mght store the data and make it available to others!

After verifying that you have keys and a revocation certificate, you are now
able to import and export keys. To export your key, use the following command:

gpg --export --armor > yourname. asc

This command will create a file that contains your public key.You can then
distribute this key to anyone and establish a trust relationship.

With this capability, you now can use the RPM command to check the sig-
natures and public keys generated by others. For example, suppose you wish to
update your version of Red Hat Linux due to a security alert. To help you verify
that this package has not been tampered with, and that it has truly originated
from Red Hat, you can obtain Red Hat’s signature. Go to www.redhat.com and
obtain the public key for the site and the RPM-based download you want.
Figure 1.8 shows Red Hat’s public key. As of this writing, the key is located at
www.redhat.com/about/contact/redhat2.asc.

Now that you have created your own key ring, which is where you will store
the public keys of the people with whom you wish to communicate, you can now
import the Red Hat public key into GPG using the following GPG command:

gpg --inport redhat?2. asc
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Figure 1.8 The Red Hat Linux Public Key
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[t is possible that the public key you wish to import has a different extension.
Now, sign this key. Failure to sign this key will cause it to return error messages
when you try to use it. Make sure that you have made absolutely no changes to
this key file. Once this key is imported, you need to sign it. Remember, you just
downloaded it from a trusted source, and are reasonably sure that you can trust
this key. You can sign it using the gpg --sign command, or you can use GPG’s
interactive mode, shown in the following sequence:

gpg --edit-key security@edhat.com

gpg (GhuPG@ 1.0.2; Copyright (C) 2000 Free Software Foundation, Inc.
This program cones with ABSCLUTELY NO WARRANTY.

This is free software, and you are welconme to redistribute it

under certain conditions. See the file COPYING for details.

pub 1024D/ DB42A60E created: 1999-09-23 expires: never trust: -/f
sub 20489/ 961630A2 created: 1999-09-23 expires: never

(1) Red Hat, Inc <security@edhat.conp

Conmand> si gn

Are you really sure that you want to sign this key

with your key: "yourkey (key) <yourkey@oursystem domai n. conp"
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Real ly sign? y

You need a passphrase to unlock the secret key for

user: "jamesroot (root) <james@oot.test.conp"
1024-bit DSA key, 1D 3B386145, created 2000-07-01
Command> q

Save changes y
Now, you can issue the following command to check the latest GNU GPG
RPM file:

rpm -Kv your_rpmi 386.rpm

You will receive a message that both the MD5 signature and the PGP signa-
ture are acceptable:
rpm-Kv your_rpmi 386.rpm
your _rpm i 386.rpm
MD5 sum OK: fc28444c7c7dee7d59671ac5e27b2ad0
gpg: Signature nade Wed 30 Aug 2000 03:16:54 PM PDT using DSA key

| DDB42A60E

gpg: Good signature from"Red Hat, Inc <security@ edhat.conp"

NoTE

Two major ways exist to create and verify signatures. The open source
alternative is GPG. The older, but now proprietary, method is through the
use of Pretty Good Privacy (PGP). The latest versions of GPG are compat-
ible with PGP versions 5.0 and later. However, if a signature was made
using PGP 2.6 or earlier, GPG will not be able to read it. PGP version 2.6
and earlier used the IDEA algorithm, which is patented.

If you do not find a message similar to this, but instead find a message that
reads public key not found, then you know that this public key is not valid for this
RPM.You will either have to find the right public key, or find another RPM.
You can, of course, use GPG to verify any public key you wish. You have now
configured and used GPG to help ensure that the file you are installing is safe.
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NoTE

If, while working with GPG, you receive a message that reads gpg: waiting
for lock, then a previous instance of GPG had a problem while working
with either the public or the private key. As a result, the public and/or pri-
vate key ring in the hidden ~./.gnupg directory is locked. Go to the
~./.gnupg directory and remove any file that ends in a .lock extension.

Installing PGP

Although GPG has become a standard, you can also use the PGP program, which
behaves rather differently. You can download PGP from the Massachusetts Institute
of Technology Web site at http://web.mit.edu/network/pgp-form.html. You will
then have to repeat many of the earlier steps to create a public and private key, and
then import the site’s key. Because PGP (and GPG, for that matter) enables pow-
erful encryption, MIT will ask you questions concerning your intentions for PGP.
Answer these according to your intentions. If you enter the right answers, you will
be able to download PGP. Choose the correct file for your distribution.

1. MIT uses gzip to compress the RPM files. If you are using Red Hat
Linux, the RPM package works best. Use tar to unzip and un-tar the
RPM package: tar -zxvf pgprpmfile.tar.gz.

2. This process will deposit an RPM file. Run RPM to install it: rpm -ivh
pgprpmfile.

3. Once you have installed PGP, issue the following command to create a
key pair: pgp -kg.

4. Choose the DSS/DH option, which is the default.

Choose 1 to generate a new signing key.

6. You will be asked to choose the size of your key. Enter 1024, and then
press ENTER.

7. Enter a user ID for your public key. Enter your name and e-mail address.
This will become your PGP username. This is important, as you will see
later when it comes time to edit the RPM configuration file.

8. Enter 0 to keep the key forever. Don’t worry, you can revoke it and
generate a new key pair later.
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9.

10.

11.

12.

13.

14.

15.

16.

17.
18.

19.

Enter a passphrase. Make sure this is a solid passphrase (over eight char-
acters, containing at least one capital letter and one nonstandard char-
acter), but also one that you can remember. Confirm your password by
entering it again.

You will be asked if you need an encryption key. Press y, and then press

ENTER.

The choice of key size is up to you. Just remember that the larger the
key size, the slower information will be processed. Most people choose
either 1024 or 2048.

Enter 0 as the “validity period.” As before, this value means that the key
1s valid forever.

PGP will ask you to press random keys on the keyboard so that it can
generate enough entropy.

When PGP is finished, it will ask you if you want to make this key the
default signing key. Press y to indicate yes.

Now, you need to enter the public key of the GNU GPG RPM.You
do this with the following command: pgp --ka gnugpg.publickey.

You will see a list of keys. Indicate that you wish to add these keys to
your key ring by pressing y.

You will see that several new keys and signatures have been added.
Now, you must edit the macros file for your version of RPM. In Red
Hat 7.0, this file is in //usr/lib/rpm/macros. Find the following values
and change the values according to your own information:

% pgp_name your PGP user name

% pgp_path The path to your public key. For exanple, /root/.pgp/

Instead of taking this second step, you can set the PGPPATH vari-
able in your bash_profile file.

You can now use RPM to verify your RPM:

rpm -Kv your_rpmi 386.rpm

your _rpm i 386.rpm

MD5 sum OK: fc28444c7c7dee7d59671ac5e27b2ad0

gpg: Signature made Wed 30 Aug 2000 03:16:54 PM PDT using DSA
key | DDB42A60E
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gpg: CGood signature from "Red Hat, Inc <security@ edhat.coms"

If you want to learn more about PGP, read the man pages, or issue
the following commands:

pgp -h
pgp -k

This book focuses on using GPG.

NoTE

Thus far, you have learned how to use GPG with the RPM package. Of
course, GPG has many other uses. Once you have engaged in a trust
relationship with the recipient, you can encrypt files to this person. The
following command can encrypt a file named managerreport.txt:

gpg --encrypt --r public_keyname_of_recipient managerreport.txt.

You will have to enter the password of your private key. Hopefully,
you can remember it; otherwise, you will have to generate a new pri-
vate/public key pair. After you enter your passphrase, GPG will create a
file named managerreport.txt.gpg.

You can then send this key to the intended recipient, who can then
decrypt it with the following command: gpg --decrypt managerreport
.txt.gpg > managerreport.txt.

The recipient will, of course, have to enter his or her passphrase to
decrypt the message and read it.

To create a signature file, you can create an empty file named your-
name, and then enter the following command: host# gpg --clearsign
yourname.

You will then be asked to enter your password. After this sequence is
completed, you will see a new file named yourname.asc, which has your
signature in it.

Skipping Public Key Verification

If you want to check a signature to ensure that the contents haven’t been
changed, and don’t really wish to verify the original author’s public key, enter the
following command:

rpm -K --nopgp rpnfil e.i 386.rpm

rpnfil e.i 386. rpm nd5 gpg K
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Using GPG to Verify Signatures
on Tarball Packages

Follow these steps to verify the signature of a gzipped tarball:

1. Add the public key of the person or organization that created the
package.

2. Sign the public key using GPG.You can either use GPG’s --sign com-
mand, or you can enter GPG’s interactive mode.

3. Once you have added and signed the public key of the person who
owns the package, enter the following command: gpg --verify
signaturefile.tar.gz taballpackage.gz.

You will then receive a message either that the signature is good, or that the
public key cannot be found. If the public key cannot be found, you must obtain
another public key, or you will not be able to verify who owns the package.

Using Md5sum

Sometimes, a developer will use the md5sum command to generate a hash of the
file.You can use this hash and the md5sum command to ensure that the file has
not been altered. The easiest way to do this is to read the hash that the developer
generated, download the binary in question, and then run md5sum against it.
For example, suppose that you learn that the wu-ftpd daemon (the daemon
responsible for providing FTP on many sites) has a security problem. You wish to

install the latest secure version. After downloading it, you run md5sum against
the file:

nd5sum wu-ftpd-2.8. 1-6.i 386.rpm
t 412cf hh5bf 1376ci a9da6c5dd86a463 wu-ftpd-2.6.1-6.i386.rpm

However, you notice that the developer’s md5sum value for the same pro-
gram reads as follows:

y415cf gz5bf 1356¢i b8da6c5dd8daOk5

You should then delete the file and find another source where you can verify
the md5sum hash.
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Auditing Procedures

As you use the software discussed in this book, you will generally be deploying it
assuming three major roles, which we discuss in the next sections:

= Locking down your network

= Securing data across the network

= Protecting the network perimeter

Locking Down Your Network Hosts

As you lock down your network, you will have to focus on individual hosts. As
shown in Figure 1.9, you will audit the daemons that this host runs. For example,
you will use scanners to determine what ports are open, and if those daemons pre-
sent a danger to your system. An auditor also seeks to enhance login security, to
enhance logging, and to discover what, if any, virus protection measures are present.

Figure 1.9 System Aspects to Audit

’ Daemons (Web, FTP. and so forth)

Login Security

= Enhanced Logging

Audited System

Virus Protection and Intrusion

Detection

Another part of scanning local systems is enabling ways to detect unautho-
rized login. As you approach your systems using the open source tools in this
book, you will find that many are geared to help you enhance the security in
each of these areas.
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Securing Data across the Network

Figure 1.10 shows how it is possible to create an auditing station on a network.
This station can monitor the transmissions from other hosts. The auditing host
has the following responsibilities:

»  Obtain relevant data concerning the network without affecting the
performance of the network.

= Provide remote administration capabilities.

= Generate logs so that information can be carefully scanned.

Figure 1.10 Auditing Network Transmissions

Auditing Station

Network

1

]

Network Host Network Host

Intrusion detection systems can use this structure, although structures that are
more complex exist. For example, it is possible to divide the tasks of the auditing
host among multiple hosts. The chief benefit of dividing tasks is redundancy—if
one element of the network goes down, the network can still be monitored and
protected.

The structure outlined previously can be responsible for passive monitoring or
active monitoring. Passive monitoring is simply the ability to listen to network
traffic and log it. Active monitoring involves the ability to either:
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Monitor traffic and then send alerts concerning the traftic that is
discovered.

Actually intercept and forbid this traftic.

You will learn more about intrusion detection in later chapters.

Protecting the Network Perimeter

As you configure your firewall to establish a network perimeter, you will have to

take the following actions:

Logging

Firewall reconfiguration

Troubleshooting

Enabling and disabling traffic emanating from inside the network

Enabling and disabling traffic emanating from outside the network

Figure 1.11 shows two networks communicating over the Internet. Each uses

a firewall to monitor, log, and forbid traffic. As you audit, you will have to per-

form the following tasks:

Use tools to send packets that traverse the firewall. These packets will
help you determine just how well your firewall limits traftic.

Determine which internal services require access outside of the firewall.
Redirect packets from a proxy server to your firewall.

Scan logs to determine if any break-ins have occurred.

Www.syngress.com
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Figure 1.11 Auditing a Firewall
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Summary

This introduction provided practical knowledge of the open source community,
and how it can help you with your security concerns.You learned about several
key open source sites, how the open source movement protects software instead
of individuals and corporations, and you reviewed your knowledge of encryption.
You learned how to verity the integrity of the files you download from
people you don’t know. Using GPG (and, if you wish, PGP), you can verify
RPM and tarball packages. : '.
This book is designed to deploy open source tools in three key areas (host
security, network security, and perimeter security). We hope that this book will be
of practical importance to you. It is designed to give you advice concerning trou-
bleshooting Linux using open source tools.

Solutions Fast Track

Using the GNU General Public License

M The GPL protects the software code, not a corporation or an individual.

M Protecting code rather than individuals is a radical change, because it
allows code to be improved upon without being made completely
proprietary.

M Open source code does not necessarily have to be free. For example,
companies such as Red Hat and Caldera sell their products, which are
based on the open source Linux kernel.

Soft Skills: Coping with Open Source Quirks

M As you use open source code, remember that this code may represent a
work in progress.

M Sometimes, open source code changes radically, forcing you to retrain
users. You may find that updates happen irregularly, and that it is some-

times more challenging to update open source code. Furthermore, once
you upgrade the code, you may be presented with an application that

behaves very differently, or has a radically different interface.
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M Before installing open source software, make sure that your operating
system contains all of the necessary supporting applications and libraries.

Should I Use an RPM or Tarballs?

M RPMs sometimes offer convenience. However, precompiled RPMs often
do not have all of the features necessary to implement a truly useful
product.

M Tarballs often require editing of a special file called a makefile. However,
this 1s not necessarily all that difficult. It simply requires that you know
where your supporting applications and libraries are. Also, most open
source software will contain instructions concerning how to edit the
makefile. Most well-known operating systems, such as Red Hat Linux
and Slackware, do not require makefile modification.

M RPMs often contain useful startup scripts that are not found elsewhere.
Sometimes, it is useful to install the RPM, then the tarball version, and

then combine elements from the two for a complete solution.

=
e ..
Obtaining Open Source Software
M Sites such as SourceForge (www.sourceforge.com), RPMFind

(www.rpmfind.net), and SecurityFocus (www.securityfocus.com) are
valuable software sources.

& M Be especially careful when downloading any source code, regardless of

\ s format. Digital signatures can help you determine the author of a

package, as well as whether a package has been altered.

-d M The Gnu Privacy Guard (GPG) and Pretty Good Privacy (PGP) pack-
ages are available to help you verify signatures. They do not stop the
execution of malicious code, however. They simply inform you about
the nature of the code’s author, and of any changes that may have
occurred to the code.
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A Brief Encryption Review

M Symmetric encryption is the use of one key to encrypt and decrypt
information. If a malicious user is able to intercept the key, he or she can
then use it to decrypt your secret messages.

M Asymmetric encryption uses a mathematically related key pair to encrypt
and decrypt information. This type of encryption is commonly used on
the Internet and on LANSs, because it reduces the likelihood that the key ; ‘
can be learned by a malicious user, and aids in authentication.

M One-way encryption is the use of an algorithm to encrypt information
so that it is, mathematically speaking, impossible to unencrypt. One-way
encryption is also used to read a file and then create a hash of that file.
The resulting hash value is said to be mathematically unrecoverable.

Hash code is often used to compare one value to another during the
login process: the person logging in enters a username and password, and
the authentication mechanism creates a hash of these two values and
compares it to the hash values generated from the /etc/passwd and
/etc/shadow databases. If the values match, access is allowed.

Public Key and Trust Relationships

M You must generate a key pair to begin using your public key to authen-
ticate yourself or to encrypt network transmissions.

M Establishing a trust relationship involves exchanging public keys.
Sometimes, individual users must give public keys. At other times, public e
keys are exchanged between network hosts.

M Never reveal your private key. If your private key is made available to a
third party, this person will be able to read all of your encrypted files.

Auditing Procedures

M As an auditor, your job is to lock down your network, which means that
you must consider the security of each host using tools that allow you to
determine changes in files and directories, and who has scanned and

accessed your system. You must also monitor network transmission and
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configure your firewall to establish an effective network perimeter that
separates your network from all others.

M An Intrusion Detection System (IDS) acts as an auditing host or series of
auditing hosts that allow you to monitor and secure data as it passes
across the network.

M Protecting the network perimeter involves proper firewall and proxy
server configuration, logging, and monitoring.

Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book,
are designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To
have your questions about this chapter answered by the author, browse to
www.syngress.com/solutions and click on the “Ask the Author” form.

Q: Copyright has been around a long time. I don’t understand all of the fuss
people are making about the GPL. Can’t people just create code and not pro-
vide a license at all?

A: The GPL protects the source code of an application so that it always remains
public. No one person can then patent this code and make it his or her own.
If you were to create a piece of software and not license it, then very quickly,
this code could become proprietary. The creators of the GPL hope that as
more and more people view the same piece of code, it will improve, and
everyone will benefit.

i j Q: When verifying a signature with GPG, I keép getting.a message that the
public key can’t be found, even though I know that I loaded the public key
into GPG. What is wrong with RPM and/or PGP?

A: Nothing. There is something wrong with the package you downloaded.
Either that, or you somehow made an inadvertent change to the public key
before you imported it.

Q: The BSD version of Unix existed before Linux. Why has Linux become so
popular?
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A: One reason is because Linux follows the GNU GPL, which has allowed the
open source community to embrace it and develop many, many applications
and daemons for it. Also, the Regents of the University of California held the
copyright for all of the BSD developed code. It was not always available in
source. One of the reasons for that is that until BSD 4.4, there was still pro-
prietary AT&T source code in the BSD distributions. One of the specific
objectives of BSD 4.4 was to eliminate any AT&T property. Therefore, while
BSD was still license encumbered, Linux was freely available (in source and .‘
binary). "E P

Q: In your auditing discussion, you discuss the idea of passive and active auditing.
Don't intrusion detection applications also do signature-based and anomaly-

based detection?

A: Yes, they do.You will learn more about these two intrusion detection
methods in later chapters. Signature-based detection means that you predefine
what an attack looks like, and then configure your network monitoring soft-
ware to look for that signature. Anomaly-based detection requires the intru-
sion detection system to actually listen to the network and gather evidence
about “normal” traffic. Then, if any traftic occurs that seems difterent, the
intrusion detection system will respond by, for example, sending out an alert s
to the network administrator.
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Hardening the

Operating System

Solutions in this chapter:

» Updating the Operating System
» Handling Maintenance Issues

= Manually Disabling Unnecessary Services
and Ports

= Locking Down Ports
= Hardening the System with Bastille

» Controlling and Auditing Root Access
with Sudo

= Managing Your Log Files
= Using Logging Enhancers

M Summary
M Solutions Fast Track

M Frequently Asked Questions
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Introduction

Linux 1s capable of high-end security; however, the out-of-the-box configurations
must be altered to meet the security needs of most businesses with an Internet
presence. This chapter shows you the steps for securing a Linux system—called
hardening the server—using both manual methods and open source security solu-
tions. The hardening process focuses on the operating system, and is important
regardless of the services offered by the server. The steps will vary slightly
between services, such as e-mail and Hypertext Transfer Protocol (HTTP), but
are essential for protecting any server that is connected to a network, especially
the Internet. Hardening the operating system allows the server to operate effi-
ciently and securely.

This chapter includes the essential steps an administrator must follow to
harden a Unix system; specifically, a Red Hat Linux system. These steps include
updating the system, disabling unnecessary services, locking down ports, logging,
and maintenance. Open source programs allow administrators to automate these
processes using Bastille, sudo, logging enhancers such as SWATCH, and antivirus
software. Before you implement these programs, you should first understand how
to harden a system manually.

Updating the Operating System

An operating system may contain many security vulnerabilities and software bugs
when it is first released. Vendors, such as Red Hat, provide updates to the oper-
ating system to fix these vulnerabilities and bugs. In fact, many consulting firms
recommend that companies do not purchase and implement new operating sys-
tems until the first update is available. In most cases, the first update will fix many
of the problems encountered with the first release of the operating system. In this
section, you will learn where to find the most current Red Hat Linux errata and
updates.

Red Hat Linux Errata and
Update Service Packages

The first step in hardening a Linux server is to apply the most current errata and
Update Service Package to the operating system. The Update Service Package

provides the latest fixes and additions to the operating system. It is a collection of
fixes, corrections, and updates to the Red Hat products, such as bug fixes, security

Www.syngress.com



Hardening the Operating System ¢ Chapter 2

advisories, package enhancements, and add-on software. Updates can be down-
loaded individually as errata, but it is a good idea to start with the latest Update
Service Package, and then install errata as necessary. However, you must pay to
receive the Update Service Packages, and the errata are free. Many errata and
Update Service Packages are not required upgrades. You need to read the docu-
mentation to determine if you need to install it.

The Update Service Packages include all of the errata in one package to keep
your system up to date. After you pay for the service, you can order Update
Service Packages on CD, or download them directly from the Red Hat Web site.
To find out more about the Update Service Packages, visit www.redhat.com/
support/services/update.html (Figure 2.1).You will learn more about errata in
the maintenance section of this chapter.

Figure 2.1 Red Hat Errata and Updates
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Handling Maintenance Issues

You should apply the latest service pack and updates before the server goes live,
and constantly maintain the server after it is deployed to make sure the most cur-
rent required patches are installed. The more time an operating system is available
to the public, the more time malicious hackers have to exploit discovered vulner-
abilities. Vendors ofter patches to fix these vulnerabilities as quickly as possible; in
some cases, the fixes are available at the vendor’ site the same day.
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Administrators must also regularly test their systems using security analyzer
software. Security analyzer software scans systems to uncover security vulnerabili-
ties, and recommends fixes to close the security hole. (These tools are discussed
in detail in Chapter 3.)

This section discusses the maintenance required to ensure that your systems
are safe from the daily threats of the Internet.

Red Hat Linux Errata: Fixes and Advisories

Once your Red Hat system is live, you must make sure that the most current
required Red Hat errata are installed. These errata include bug fixes, corrections,
and updates to Red Hat products. You should always check the Red Hat site at
www.redhat.com/apps/support/updates.html for the latest errata news. The fol-
lowing list defines the different types of errata found at the Red Hat Updates and
Errata site.

» Bug fixes Address coding errors discovered after the release of the
product, and may be critical to program functionality. These Red Hat
Package Manager tools (RPMs) can be downloaded for free. Bug fixes
provide a fix to specific issues, such as a certain error message that may
occur when completing an operating system task. Bug fixes should only
be installed if your system experiences a specific problem. Another
helpful resource is Bugzilla, the Red Hat bug-tracking system at
http://bugzilla.redhat.com/bugzilla.

= Security advisories Provide updates that eliminate security vulnerabil-
ities on the system. Red Hat recommends that all administrators down-
load and install the security upgrades to avoid denial-of-service (DoY)
and intrusion attacks that can result from these weaknesses. For example,
a security update can be downloaded for a vulnerability that caused a
memory overflow due to improper input verification in Netscape’s Joint
Photographic Experts Group (JPEG) code.

= Package enhancements Provide updates to the functions and features
of the operating system or specific applications. Package enhancements
are usually not critical to the system’s integrity; they often fix function-
ality programs, such as an RPM that provides new features.

Here are the steps for accessing Linux bug fixes, security advisories, and
package enhancements:
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1. To download bug fixes, point your browser to www.redhat.com/
apps/support/updates.html. Under the “Errata: Fixes and Advisories”
section, click the Red Hat Linux Bug Fixes link. The latest bug fixes
are available for download on this page. Click each bug to learn more,
and determine whether it affects your system. Some fixes do not include
software downloads, such as RPMs; instead, they explain how to con-
figure your system to fix the problem.

2. To download security advisories, point your browser to www.redhat
.com/apps/support/updates.html. Under the “Errata: Fixes and
Advisories” section, click the Red Hat Linux Security Advisories
link. The available security fixes are listed as shown in Figure 2.2. For
example, one download contains three security hole fixes, as well as
additional support for Pentium 4 processors. This affects Red Hat 6.x
and 7.0 users. It 1s imperative for Linux administrators to check this Web
site on a regular basis, determine if the changes are necessary, and imple-
ment the vulnerability fix.

Figure 2.2 Available Security Fixes for Red Hat Linux
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3. To download package enhancements, point your browser to
www.redhat.com/apps/support/updates.html. Under the “Errata:
Fixes and Advisories” section, click the All Red Hat Linux Errata
link, and then the Package Enhancements link. A Red Hat Linux
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Package Enhancements link may also exist on the main Errata page. The
available package enhancements are listed. Check the list to see if any
enhancements affect your operating system or applications. If an
enhancement exists, and installing it would benefit your system, down-
load and install the corresponding package.

Bug Fix Case Study

In a production environment, a problem may exist if a system has an 1810 chipset
and is running Red Hat Linux 6.2. The correct amount of system RAM may not
be available to the system. Consequently, the system cannot maximize RAM
usage, and may not run certain programs because it thinks it does not have
enough RAM. A fix for this problem is available at the Red Hat Updates and
Errata Web site.

According to the bug fix, an administrator needs to manually enter the
amount of RAM for the system. To check if the problem exists on a system, the
administrator must log on as root and enter:

cat /proc/nmem nfo

If the memTotal value is not within a few MB of the actual system RAM, the
administrator needs to manually enter the correct amount of system RAM. To
accomplish this task, the administrator must have root access and edit the
/etc/lilo.conf file by entering:

vi /etc/lilo.conf

The administrator must locate the current kernel image and add a new line
by pressing i (to enter vi’s insert mode) and entering the following:
append="nen¥[total anount of ram (in MB)]"

Figure 2.3 displays an edited lilo.conf file for a system that has 256MB of
RAM. One MB should be subtracted from the total because the final megabyte
is not available on all systems.

The administrator must write and quit the lilo.conf file by pressing EsSc (to
exit vi’s insert mode) and entering:

LWy
Then he or she must load the updated lilo.conf file into memory by entering:

/sbin/lilo
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Figure 2.3 Editing the Lilo.conf File to Fix a Bug
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The administrator must reboot the machine. Afterward, he or she must check
the RAM allocation by entering:

cat /proc/neninfo

If it is within a few MB of the actual RAM, the bug has been fixed. If not,
the administrator must repeat the case study steps to ensure that the correct
amount of RAM is allocated to the OS.

Manually Disabling Unnecessary
Services and Ports

To harden a server, you must first disable any unnecessary services and ports. This
process involves removing any unnecessary services, such as the Linux rlogin ser-
vice, and locking down unnecessary Transmission Control Protocol/User
Datagram Protocol (TCP/UDP) ports. Once these services and ports are secure,
you must then regularly maintain the system.

This section shows you how to manually disable several vulnerable services.
Later in this lesson, you learn how to disable unnecessary services and ports using
the open source program Bastille.

Services to Disable

Linux, by nature, is more secure than most operating systems. Regardless, there
are still uncertainties to every new Linux kernel that is released, and many secu-
rity vulnerabilities that have not been discovered. Most Linux services are not
vulnerable to these exploits. However, an administrator can reduce the amount of
risk by removing unnecessary services. Red Hat Linux includes many services, so
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it makes sense that an administrator customize the system to suit the company
needs. Remember, you are removing risk when you remove unnecessary services.

The xinetd.conf File

The /etc/xinetd.conf file (previously the inetd.conf file) controls many Unix ser-
vices, including File Transfer Protocol (FTP) and Telnet. It determines what ser-
vices are available to the system.The xinetd (like inetd) service is a “super server”
listening for incoming network activity for a range of services. It determines the
actual nature of the service being requested and launches the appropriate server.
The primary reason for the design is to avoid having to start and run a large
number of low-volume servers. Additionally, xinetd’s ability to launch services on
demand means that only the needed number of servers is run.

The etc/xinted.conf file directs requests for xinetd services to the
/etc/xinetd.d directory. Each xinetd service has a configuration file in the
xinetd.d directory. If a service is commented out in its specified configuration
file, the service is unavailable. Because xinetd is so powerful, only the root should
be able to configure its services.

The /etc/xinetd.d directory makes it simple to disable services that your
system 1is not using. For example, you can disable the FTP and Telnet services by
commenting out the FTP and Telnet entries in the respective file and restarting
the service. If the service is commented out, it will not restart. The next section
demonstrates how to disable the Telnet, FTP, and rlogin services.

Telnet and FTP

Most administrators find it convenient to log in to their Unix machines over a
network for administration purposes. This allows the administrator to work
remotely while maintaining network services. However, in a high-security envi-
ronment, only physical access may be permitted for administering a server. In this
case, you should disable the Telnet interactive login utility. Once disabled, no one
can access the machine via Telnet.

1. To disable Telnet, you must edit the /etc/xinetd.d/telnet file. Open the
Telnet file, as shown in Figure 2.4, using vi or an editor of your choice.

2. Comment out the service telnet line by adding a number sign (#)
before service telnet:

#servi ce tel net

3. Write and quit the file.

Www.syngress.com



Hardening the Operating System ¢ Chapter 2

Figure 2.4 Disabling Telnet Using the /xinetd.d/telnet File
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4. Next, you must restart xinetd by entering:

/etc/rc.d/init.d/ xinetd restart
St oppi ng xi net d: [ K}
Starting xinetd: [ K}

Attempt to log on to the system using Telnet. You should fail.

6. Note that commenting out the service line in the respective xinetd.d
directory can disable many services.

7. Disable the FTP service using the same method (e.g., edit the
/xinetd.d/wu-ftpd file by commenting out the service ftp line and
restarting xinetd).

8. Attempt to access the system via FTP.You should be unable to log in to
the server.

The Rlogin Service

The remote login (rlogin) service is enabled by default in the /etc/xinetd.d/
rlogin file. Rlogin has security vulnerabilities because it can bypass the password
prompt to access a system remotely. There are two services associated with rlogin:
login and RSH (remote shell). To disable these services, open the /xinetd.d/
rlogin file and comment out the service login line. Then, open the /etc/
xinetd.d/rsh file and comment out the service shell line. Restart xinetd to
ensure that your system is no longer offering these services.
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Locking Down Ports

TCP/IP networks assign a port to each service, such as HTTP, Simple Mail
Transfer Protocol (SMTP), and Post Office Protocol version 3 (POP3).This port is
given a number, called a port number, used to link incoming data to the correct
service. For example, if a client browser is requesting to view a server’s Web page,
the request will be directed to port 80 on the server. The Web service receives the
request and sends the Web page to the client. Each service is assigned a port
number, and each port number has a TCP and UDP port. For example, port 53 is
used for the Domain Name System (DNS) and has a TCP port and a UDP port.
TCP port 53 1s used for zone transfers between DNS servers; UDP port 53 is used
for common DNS queries—resolving domain names to IP addresses.

Well-Known and Registered Ports

There are two ranges of ports used for TCP/IP networks: well-known ports and
registered ports. The well-known ports are the network services that have been
assigned a specific port number (as defined by /etc/services). For example, SMTP
is assigned port 25, and HTTP is assigned port 80. Servers listen on the network
for requests at the well-known ports. Registered ports are temporary ports, usu-
ally used by clients, and will vary each time a service is used. Registered ports are
also called ephemeral ports, because they last for only a brief time. The port is
then abandoned and can be used by other services.

The port number ranges are classified, as shown in Table 2.1, according to
Request for Comments (RFC) 1700.To access RFC 1700, go to ftp://ftp.isi.edu/
in-notes/rfc1700.txt.

Table 2.1 Port Number Ranges for Various Types

Type Port Number Range
Well-known 1 to 1023
Registered 1024 to 65535
NoTE

Connections to ports number 1023 and below are assumed to run with
root-level privileges. This means that untrusted services should never be
configured with a port number below 1024.
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You will see how well-known ports work with registered ports shortly.
Table 2.2 1s a list of well-known TCP/UDP port numbers.

Table 2.2 Commonly Used Well-Known TCP/UDP Port Numbers

Protocol Port Number
FTP (Default data) 20
FTP (Connection dialog, control) 21
Telnet 23
SMTP 25
DNS 53
DHCP BOOTP Server 67
DHCP BOOTP Client 68
TFTP 69
Gopher 70
HTTP 80
POP3 110
NNTP 119
NetBIOS Session Service 139
Internet Message Access Protocol (IMAP), version 2 143

To explain how well-known ports work with registered ports, let’s look at a
typical Web site connection from a Web browser to a Web server. The client sends
the HTTP request from a registered TCP port, such as port 1025.The request is
routed across the network to the well-known TCP port 80 of a Web server. Once
a session 1s established, the server continues to use port 80, and the client uses var-
1ous registered ports, such as TCP port 1025 and 1026, to transfer the HTTP data.

Figure 2.5 is a packet capture that displays the establishment of a TCP session
between a client and server, and the transmission of HTTP data between them.

In frame 2 of the packet capture, the source address (24.130.10.35) is the
client computer requesting the Web page. The destination address (192.0.34.65) is
the Web server, which hosts the Internet Corporation of Assigned Names and
Numbers (ICANN) Web site. In the Info field, the 1025 > 80 indicates that the
source TCP port is 1025. The 80 indicates that the destination TCP port is 80.
The first three frames display the TCP handshake, which establishes a TCP con-
nection between the client and server. In the frames that follow, the client
requests HTTP data from the server. The request determines the HTTP version
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that the client and server will use. The client then requests and downloads the
contents of the Web page.

Figure 2.5 Port Usage in a Client/Server HTTP Session
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Determining Ports to Block

When determining which ports to block on your server, you must first deter-
mine which services you require. In most cases, block all ports that are not exclu-
sively required by these services. This is tricky, because you can easily block
yourself from services you need, especially services that use ephemeral ports, as
explained earlier.

If your server is an exclusive e-mail server running SMTP and IMAP, you can
block all TCP ports except ports 25 and 143, respectively. If your server is an
exclusive HTTP server, you can block all ports except TCP port 80. In both
cases, you can block all UDP ports since SMTP and IMAP all use TCP services
exclusively. However, if you want to use your server as an HTTP client (i.e., for
accessing operating system updates) or as an e-mail client to a remote mail server,
you will restrict the system. Clients require registered UDP ports for DNS, as
well as registered TCP ports for establishing connections with Web servers.

If you open only the corresponding UDP ports 25, 80, and 143, DNS
requests are blocked because DNS queries use UDP port 53, and DNS answers
use a UDP registered port (e.g., the response stating that www.syngress.com=
205.181.158.215). Even if you open port 53, a different registered port may be
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assigned each time for the answer. Attempting to allow access to a randomly
assigned registered port is almost impossible and a waste of time. The same
problem applies with TCP connections that require ephemeral ports.

Therefore, you should either open all TCP/UDP registered ports (so you can
use your server as a client), or block them (except for the services you require)
and access resources, such as operating system updates, another way. Many admin-
istrators order the Red Hat Linux Update CDs, which are re-mastered every
eight weeks, that contain all current updates (www.redhat.com/products/soft-
ware/linux/updatecd/).You can also simply download the updates from another
computer.

Blocking Ports

To block TCP/UDP services in Linux, you must disable the service that uses
the specific port. The following section discusses disabling ports using xinetd, and
disabling ports assigned to stand-alone services.

Xinetd Services

Many services are disabled by their respective files in the /etc/xinetd.d directory
by commenting out the service that uses the port.You learned how to comment
out xinetd services earlier in this chapter. For example, to disable port 79 (used
for finger services, which gives out user data that can be used by malicious
hackers), you would comment out the service finger entry in /etc/xinetd.d/
finger file. Refer to Table 2.2 to view other ports you may wish to block. It lists
common ports blocked by firewalls. However, these ports can also be blocked at
the server itself. Follow these steps to disable port 79:

1. To disable port 79, you must edit the /etc/xinetd.d/finger file. Open the
finger file and locate the service finger line.

Comment out the finger service line, and then write and quit the file.
Next, you must restart xinetd by entering:

letc/rc.d/init.d/ xinetd restart

4. If you have a finger program installed on your system, or access to a
finger gateway, attempt a finger request to your system. You should fail.
Note that you can use xinetd to disable many other ports.
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Stand-Alone Services

To disable ports whose corresponding services are not included in the

/etc/xinetd.d directory, you must kill the service’s process and make sure that ser-

vice does not automatically restart upon reboot. These services are called stand-

alone services. For example, port 111 is assigned a stand-alone portmapper service

not required for most e-mail servers. The portmapper service, which is technically

part of the Sun Remote Procedure Call (RPC) service, runs on server machines

and assigns port numbers to RPC packets, such as NIS and NFS packets. Because

these RPC services are not used by most e-mail services, port 111 is not neces-

sary. To disable port 111, you must disable the portmapper service as follows:

1.

NoTE

To disable the portmapper service, identify the process identifier (PID)
for portmap by entering:

ps aux | grep portnap

The second column lists the PID number. The last column lists the pro-
cess using that PID. To stop the portmapper service, identify the PID
number and enter:

kill —9 [PID NUVBER]

To make sure the service does not restart during reboot, enter:

nt sysv

Scroll down to the portmap service and uncheck the check box next to
the service. Click OK.The portmap service will no longer restart at
bootup.

Some ports, such as port 80, are not activated unless the service is
installed. For example, if you have not installed Apache server, then port
80 is not used. There is no need to block the port because it is already
disabled.
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Hardening the System with Bastille

Bastille 1s an open source program that facilitates the hardening of a Linux system.
It performs many of the tasks discussed in this chapter, including downloading
operating system updates and disabling services and ports that are not required for
the system’s job functions. The program also ofters a wider range of additional ser-
vices, from installing a firewall (ipchains) to implementing secure shell (SSH).

Bastille is powerful and can save administrators time from configuring each
individual file and program throughout the operating system. Instead, the admin-
istrator answers a series of “Yes” and “No” questions through an interactive text-
based interface. The program automatically implements the administrator’s
preferences based on the answers to the questions.

Bastille is written specifically to Red Hat Linux and Mandrake Linux, but can
be easily modified to run on most Unix flavors. The specific Red Hat/Mandrake
content has been generalized, and now the hard-code filenames are represented as
variables. These variables are set automatically at runtime.

Bastille Functions

The following list highlights the security features oftered by Bastille to secure
your system. You will choose which feature you want to implement on your
system during the question-and-answer period. For example, many servers do not
need to provide firewall or Network Address Translation (NAT), so you may not
need to configure ipchains. This list may vary as new versions of Bastille are
released and the program becomes more powerful. More information about each
of these features is explained in the program.

= Run the ipchains script You can configure your system as a packet
filter. This allows your system to perform NAT, serve as a small firewall,
and deny certain connection types to your server.

= Download and install RPM updates The most recent versions of
the RPMs used on your system are downloaded and installed. These
RPM downloads are obtained from the Red Hat Errata page
(www.redhat.com/support/errata).

= Apply restrictive permissions on administrator utilities Allows
only the root to read and execute common Administrator utilities such
as ifconfig, linuxconf, ping, traceroute, and runlevel). It disables the
SUID root status for these programs, so nonroot users cannot use them.
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Create a second root account A second UID 0 (root) account
allows administrators to track the original root account. This is helpful
for tracking hackers because Bastille notifies the second account to orig-
inal account logins. If you always use the second account, then you
know when a security breach may have occurred.

Disable r-protocols The r-protocols allow users to log on to remote
systems using [P-based authentication. I[P-based authentication permits
only specific IP addresses to remotely log on to a system. Because this
authentication is based on the IP address, a hacker who has discovered
an authorized IP address can create spoofed packets that appear to be
from the authorized system.

Implement password aging Default Red Hat Linux systems allow
passwords to expire after 99,999 days. Because this is too long in a secure
environment, Bastille offers to change the password expiration time to
180 days. These configurations are written to the /etc/login.defs file, as
shown in Figure 2.6.

Figure 2.6 The /etc/login.defs File Configured for 180-Day
Password Expiration
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Password protect the LILO prompt Allows users with the correct
password to add arguments to the LILO prompt. Otherwise, only the
default value (usually linux) is allowed. Be careful to implement this
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change if you have a dual-boot system, because the name of the oper-
ating system, such as dos, is often typed at the LILO prompt to access
other operating systems.

Disable CTRL-ALT-DELETE rebooting This disallows rebooting the
machine by this method.

Password protect single-user mode If a user gains access to your
physical system, he or she can enter single-user mode by typing init 1.
Once in single-user mode, that user has root access, and no one else can
access the machine. By placing a password on single-user mode, run-
level 1 is protected (the password is the root password).

Optimize TCP Wrappers This choice modifies the inetd.conf (pre-
Red Hat Linux 7 versions only) and /etc/hosts.allow files so that inetd
must contact TCP Wrappers whenever it gets a request, instead of auto-
matically running the requested service. TCP Wrappers will determine if
the requesting IP address is allowed to run the particular service. If the
request is not allowed, the request is denied and the attempt 1s logged.
Although IP-based authentication can be vulnerable, this optimization
adds a layer of security to the process.

Add Authorized Use banners These banners automatically appear
whenever anyone logs on to the system. Authorized Use banners are
helpful in prosecuting malicious hackers, and should be added to every
system on your network that allows access to the network. An informa-
tion bulletin from the U.S. Department of Energy’s Computer Incident
Advisory Capability can be found at http://ciac.llnl.gov/ciac/bulletins/
7-043.shtml.

The bulletin is titled “Creating Login Banners” and explains what is
required within login banners for government computers. It also
includes how to create banners and provides the text from the approved
banner for Federal Government computer systems. Bastille uses a modi-
fied version of this login banner. If you choose to create a login banner,
it will resemble Figure 2.7.You can modify the banner text to suit your
security needs in the etc/motd file.

Disable the compiler Most hackers access systems through regular
user accounts. Once they have access to the system, they compile mali-
cious programs to attack the system and other systems. Disabling the
compiler denies users from compiling programs, which reduces the
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security risk. This step is recommended for dedicated servers and fire-
walls, but may be too strict for workstations used by employees who
require use of the compiler for their job tasks.

Figure 2.7 The etc/motd File Displaying Banner Text
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= Limit system resource usage If you limit system resource usage, you
can reduce the chances of server failure from a DoS attack. If you
choose to limit system resource usage in Bastille, the following changes
will occur:

» Individual file size is limited to 40MB.
» Each individual user is limited to 150 processes.

s The allowable core files number is configured to zero. Core files are
used for system troubleshooting. They are large and exploitable if a
hacker gains control of them: they can grow and consume your file
system.

These limits are written to the /etc/security/limits.conf file, as
shown in Figures 2.8 and 2.9.

= Restrict console access Anyone with access to the console has special
rights, such as CD-ROM mounting. Bastille can specity which user
accounts are allowed to log on via the console.
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Figure 2.8 The /etc/security/limits.conf File

- e e
Pl Jedided Chalebve Hebip
Y |
s
 ramar
i
s
e an b
. B i
. T e .
aL i
i . t
g L L. {Laiis
. -

. e J

e -

. -

— -

= .

#a -

Figure 2.9 The /etc/security/limits.conf File Configured to Limit the
Allowable Core Files, User File Sizes, and User Processes
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Additional and remote logging Two additional logs can be added to

/var/log/:

» /var/log/kernel (kernel messages)

= /var/log/syslog (error and warning severity messages)

You can also log to a remote logging host if one exists.

Process accounting setup Allows you to log the commands of all
users. It also records when the commands were executed. This log file is
helpful in retracing a hacker’s steps into your system, but the file can
become large quickly. If the hacker has root access, the hacker can

remove this accounting log.
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Disable unnecessary daemons As discussed earlier in this chapter,
only the required services should run on a system. All other services
should be removed. Bastille allows you to disable daemons that are often
unnecessary and pose potential security risks. If you performed a custom
Red Hat installation with “everything,” you will be asked if you want to
disable the services shown in Table 2.3.

Table 2.3 Disabling Unnecessary Daemons

Reason for
Service Description Disabling
Ampd Monitors battery power on Often unnecessary
laptop computers
Network File System Unix network file systems  Potential security risk
(NFS) and Samba used for sharing files
Atd At daemon used for Potential security risk
scheduling commands
PCMCIA services Used for laptop computers Often unnecessary
Dynamic Host Used by DHCP servers Often unnecessary

Configuration Protocol
(DHCP) daemon

News server daemon Used by news servers Often unnecessary
Routing daemon Used by routers Often unnecessary
Network Information Unix network naming and  Potential security risk
System (NIS) server and administration system and often unnecessary
client programs

Simple Network Used to manage network  Potential security risk
Management Protocol  devices and often unnecessary

(SNMP) daemon
Sendmail daemon mode Used by sendmail servers  Often unnecessary

Download and install Secure Shell (SSH) A standard for securely
logging on to remote systems. SSH encrypts usernames, passwords, and all
information between hosts as they communicate across the network.
Standard telnet connections send the information in clear text. Therefore,
you should always use SSH to ensure secure remote connections.

Deactivate and chroot named Similar to other services, named
should be deactivated if the service is not required (e.g., if the server will
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not answer DNS queries). Bastille also offers to change the root direc-
tory of named to a child node on the directory tree, which is
/home/dns. This new directory is considered a “chroot’ed prison”
because the daemon is limited to only part of the file system and can
only access the required files needed to function. These prisons are not
entirely secure, but they do ofter another layer of security to fend off a
would-be hacker. This change is transparent, except that all configuration
files and editing must occur in /home/dns. In addition, if you control
named with ndc, you must enter: ndc -c /home/dns/var/run/ndc.

NoTE

The chroot() system call makes the current working directory act as if it
were /. Consequently, a process that has used the chroot() system call
cannot cd to higher-level directories. This prevents anyone exploiting the
service from general access to the system.

= Harden Apache Web server httpd should be deactivated if the service
is not required. If you decide to use Apache, you can perform the steps
shown in the “Hardening the Apache Web Server” sidebar in Bastille to
run the service.

Damage & Defense...

Hardening the Apache Web Server

Bastille has a reputation for being unable to secure the Apache Web
server. If you implement the following steps for hardening Apache, be
aware that security issues may still arise.

1. Run Apache as localhost only This action is especially
helpful for Web designers and programmers because it allows
them to work on their code and view their progress without
opening the Web server to others network users. They access
their local Web server by entering http://localhost.

Continued
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2. Bind the Web server to a specific interface Allows you to
bind the Web server’s IP address to an interface, such as an
Ethernet network interface card (NIC). The option overrides
the previous localhost-only action.

3. Disable symbolic links Symbolic links are “pointers” to
other files in a file system. They are capable of allowing Web
site visitors to access files outside of the Web server directo-
ries. If you disable symbolic links, you limit the files accessible
to visitors on the Web server.

4. Deactivate server-side includes Server-side includes (SSls)
are interpreters or programs on a Web server that are acti-
vated by a client. SSIs can create HTML on the fly, which
reduces bandwidth usage. SSIs are HTML directives to run
programs on the server and add the programs’ output to the
page being returned to the client. The problem is that
crackers could cause the program to run in an insecure way,
and in some cases could even cause other programs to run.
Consequently, SSIs are considered insecure and have fallen
out of favor. If you do not use SSIs on your Apache Web
server, you should deactivate them.

5. Disable CGI scripts Common Gateway Interface (CGl) scripts
allow a Web server to communicate with an application, such
as a database, and then return that data to a client. CGI
scripts should be limited to certain users, depending on the
CGl scripts. For example, many scripts are used to process
Web page forms, which are available to the public. Some
scripts may be used to access private databases, which
require limited access. If you do not use CGI scripts on your
Apache Web server, you should deactivate them.

6. Disable indexes A world-readable file or directory allows
Web site visitors access to files or directories. An automati-
cally generated index file will list the contents of these files
and directories. Listing them is usually a bad idea unless you
want the files to be listed for HTTP downloads (Web-based
file archives) or similar uses.

Disable printing Printing should only be enabled if your system needs

to print. If printing is not required, Bastille removes SUID root on lpr,
and disables lpr and lpd. As stated in the configuration script, if you
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disable SUID root on lpr and need to print, you must undo the setting
by entering the following:

/ bi n/ chnod 06555 /usr/bin/lpr /usr/bin/lprm
/ sbi n/ chkconfig | pd on

» Disable FTP daemon user privileges By default (in the wu-ftpd
configuration file), FTP clients cannot connect anonymously and upload
files via FTP. Users with accounts on the system can still access the FTP
server. This 1s dangerous if they access the server over a public network
because the FTP passwords are sent as clear text, which can be captured
by anyone with a packet sniffer. Anyone who has upload privileges can
compromise the FTP daemon, because uploading files cause most attacks
that allow root access.

= Disable anonymous download Allows anyone to download files
from your FTP server without a unique username and password. Instead,
it is recommended that you use an Apache Web-based file archive to
allow the public to download files.

Bastille Versions

Bastille 1.1.0 and later incorporates several important changes that make the pro-
gram even more powerful and easy to use. The examples in this book use Bastille
1.1.1. It is recommended that you implement at least version 1.1.0 because of the
following enhancements:

» Nonvirgin system install Bastille runs on systems that are already in
production. Previous versions only allowed Bastille to run on systems
with a new install only.

»  Multiple runnings Bastille can be run many times on the same system.
Therefore, administrators can change settings as needed.

= Log-only feature Administrators can run Bastille without actually
implementing the changes. Instead, the changes are written to a log file.
This 1s helpful because it allows an administrator to decide what will
work best for his or her system without being forced to commit to the
changes. One wrong choice in Bastille can restrict the system’s function-
ality, and not allow the server to perform its job (hence, the all-important
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Undo feature). To run the program in log-only mode, enter the following
at the prompt when using interactive mode:

./IlnteractiveBastille.pl -v

= Distribution support Bastille is written specifically to Red Hat Linux
and Mandrake Linux. The specific Red Hat/Mandrake content has been
generalized, and hard-code filenames are now represented as variables.
These variables are set automatically at runtime.

» Undo feature Administrators can undo settings through various
methods that are listed at the end of this section.

Implementing Bastille

Bastille is available for free download at www.bastille-linux.org. This tarball is also
on the CD accompanying this book (Bastille-1.1.1.tar.gz). The program is oftered
in tarball format and must be installed by a root user in his or her root directory
(a tarball is a collection of archived files that have been archived using the Unix
tar program and have the .tar extension). Because Bastille is actually a collection
of Perl scripts, you must also ensure that Perl 5.0 or later is installed on your
system.

The program automatically implements the administrator’s preferences based
on the answers to the questions, and saves them in the /root/Bastille/config file,
as shown in Figure 2.10.

Figure 2.10 Bastille Configuration File
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Bastille allows the same configuration to be implemented on other systems.
To do this, administrators need to install Bastille on that machine, copy the config
file and the BackEnd.pl file to the new system’s ~/Bastille directory, and then run
the command:

./ BackEnd. pl

Damage & Defense...

Logging Your Configurations in Bastille

As with many security programs, Bastille is relatively simple to imple-
ment, but it's easy to lose track of the changes you implemented. This
can be a problem if you are unable to perform a typical operation on the
system, or are denied access to a command or service. Many times, it is
because you locked down part of the system by mistake, or misjudged
the impact of a particular Bastille choice.

It is always a good idea to create a hard-copy log of the options you
select in Bastille, or any security configurations you implement on your
system. When you configure Bastille on your systems, use the Bastille log
included in Appendix A of this book. It includes each configuration ques-
tion and an area for your manual input. Make copies of the Appendix A,
fill out the table during configuration, and keep the hard copies in a safe
place.

If your system goes down, you can access the hard copies and
recreate your Bastille configurations. Of course, if your system became
unusable due to Bastille, it will help you determine what went wrong.
This is especially helpful if you are unable to access the /root/Bastille/
config file, which saves the administrator’s preferences based on the
answers to the Bastille questions.

Follow these steps to install and configure Bastille:

1. Log in as root.

2. Copy the Bastille tarball to your root directory. You can access the tarball
from the CD accompanying this book (Bastille-1.1.1.tar.gz), or from
www.bastille-linux.org. This lab is written for version 1.1.1, so we recom-
mend that you use the version on the CD.The filename will resemble:
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Bastille-1.1.1.tar.gz

3. In the root directory, decompress the image by entering:

tar —zxvf Bastille-1.1.1.tar.gz

4. Access the newly created Bastille directory in your root directory.

cd Bastille

5. To run the Perl configuration scripts in the interactive text-based mode,
enter the following in the Bastille directory:

./lnteractiveBastille.pl
The opening Bastille screen appears, as shown in Figure 2.11.

Figure 2.11 Interactive Bastille Opening Screen
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6. All choices you implement in Bastille are logged to the /root/Bastille/
config file. If you want to log your choices without implementing them,
you can append the -v option. Your choices are still logged to the
/root/Bastille/config file, which is the same file to which the actions are
logged. Therefore, we strongly recommend that you make a backup of
the config file before running Bastille and keep a manual log.
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7. The opening screen appears, identifying how to navigate through the
Bastille configuration process. Select Next to access the first configura-
tion screen, as shown in Figure 2.12.

Figure 2.12 Bastille Linux Question-and-Answer Script
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8. Table 2.5 leads you through the configuration process. The configuration
used in this example performs a few basic hardening techniques on a
Red Hat Linux 7.0 system with a custom installation with everything
installed. The main purpose is to show you what Bastille ofters and how
to use it. You can use Bastille to secure a system based on your system’s
services and needs, which will vary from the example. The bolded sec-
tions in the Choice column are choices you will skip for this example.
The default answers are displayed for your interest. You will install many
of these services later in this book, such as SSH.

Table 2.5 Simple Bastille Configurations

Question Choice

Module 1: IPChains.pm

1. Would you like to run the ipchains script? (Choosing  No
“No” will skip to Module 2; you will implement
ipchains later in this book.)

2. Do you need the advanced networking options? No
3. DNS servers 0.0.0.0/0

Continued
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Table 2.5 Continued

Question Choice

4. Public interfaces eth+ ppp+ slip+

5. TCP services to audit (name or port number). telnet ftp imap
pop-3 finger

sunrpc exec login
linuxconf ssh

6. UDP services to audit (nhame or port number); the 31337
“Back Orifice” port number on Microsoft clients is
listed by default.

7. ICMP services to audit (name or port number); an (Blank)
example is the Microsoft “echo-request” service
(Microsoft ping and tracert commands).

8. TCP service names or port numbers to allow on public (Blank)
interfaces (typical workstations should not allow any
services).

9. UDP service names or port numbers to allow on (Blank)
public interfaces (typical workstations should not
allow any services).

10. Force passive mode (i.e., for clients connecting to an No
FTP server).

11. TCP services to block (if you force passive mode, you 1024 2049

can skip this step). 2065:2090
6000:6020 7100
12. UDP services to block. 1066 2049 6770
13. ICMP allowed types. Destination-

unreachable
echo-reply time-

exceeded

14. Enable source address verification. Yes

15. Reject method. DENY

16. Interfaces for DHCP queries. (Blank)

17. NTP servers to query. (Blank)

18. ICMP types to disallow outbound. Destination-
unreachable time-
exceeded

Continued
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Table 2.5 Continued

Question Choice

Module 2: PatchDownload.pm

1. Would you like to download and install the updated No
RPMs?

Module 3: FilePermissions.pm

1. Would you like to set more restrictive permissions on  Yes
the administration utilities?

2. Would you like to disable SUID status for mount/ No
umount?

3. Would you like to disable SUID status for ping? Yes

4. Would you like to disable SUID status for dump and No
restore?

5. Would you like to disable SUID status for cardctl? No

6. Would you like to disable SUID status for at? No

7. Would you like to disable SUID status for DOSEMU? No

8. Would you like to disable SUID status for news server No
tools?

9. Would you like to disable SUID status for printing No
utilities?

10. Would you like to disable SUID status for the r-tools?  No
11. Would you like to disable SUID status for usernetctl?  No
12. Would you like to disable SUID status for traceroute?  Yes

Module 4: AccountSecurity.pm

1. Would you like to set up a second UID 0 account? No

1a. What should we name the second UID 0 account? admin

2. May we take strong steps to disallow the dangerous No
r-protocols?

3. Would you like to enforce password aging? Yes

4. Would you like to create a nonroot user account? Yes

4a. What should we name your nonroot account? dave

5. Would you like to restrict the use of cron to adminis- No
trator accounts? No

Continued

Www.syngress.com



70 Chapter 2 * Hardening the Operating System

Table 2.5 Continued

Question Choice

Module 5: BootSecurity.pm

1. Would you like to password protect the LILO prompt?  No

1a. Enter LILO password, please. (Blank)

2. Would you like to reduce the LILO delay time to zero? No

3. Do you ever boot Linux from the hard drive? Yes

4. Would you like to write the LILO changes to a boot No
floppy?

4a. Floppy drive device name. fdo

5. Would you like to disable CTRL-ALT-DELETE rebooting?  No
6. Would you like to password protect single-user mode?  Yes

Module 6: Securelnetd.pm

1. Would you like to modify inetd.conf and /etc/hosts No
.allow to optimize use of Wrappers?

2. Would you like to set sshd to accept connections only  No
from a small list of IP addresses?

2a. IP addresses to accept SSH from: (Blank)
3. Would you like to make Authorized Use banners? Yes

Module 7: DisableUserTools.pm

1. Would you like to disable the compiler? No

Module 8: ConfigureMiscPAM.pm

1. Would you like to put limits on system resource usage? Yes

2. Should we restrict console access to a small group of
user accounts? No

2a. What accounts should be able to log in at console?

root
Module 9: Logging.pm
1. Would you like to add additional logging? No
2. Do you have a remote logging host? No
2a. What is the IP address of the machine you want to 127.0.0.1

log to?
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Table 2.5 Continued

Question Choice

3. Would you like to set up process accounting? No

Module 10: MiscellaneousDaemons.pm

1. Would you like to disable apmd? No
2. Would you like to deactivate NFS and Samba? No
3. Would you like to disable atd? No
4. Would you like to disable PCMCIA services? No
5. Would you like to disable the DHCP daemon? No
6. Would you like to disable GPM? No
7. Would you like to disable the news server daemon? No
8. Would you like to deactivate the routing daemons? No
9. Would you like to deactivate NIS server and client No
programs?
10. Would you like to disable SNMPD? No
Module 11: Sendmail.pm
1. Do you want to leave sendmail running in daemon Yes
mode?
2. Would you like to run sendmail via cron to process No
the queue?

3. Would you like to disable the VRFY and EXPN send- No
mail commands?

Module 12: RemoteAccess.pm

1. Would you like to download and install SSH? No

Module 13: DNS.pm

1. Would you like to chroot named and set it to runasa No
nonroot user?

2. Would you like to deactivate named, at least for now?  No

Module 14: Apache.pm

1. Would you like to deactivate the Apache Web server? No

2. Would you like to bind the Web server to listen only to  No
the localhost?

Continued
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Table 2.5 Continued

Question Choice

3. Would you like to bind the Web server to a particular No
interface?

3a. Address to bind the Web server to? 127.0.0.1

4. Would you like to deactivate the following of No
symbolic links?

5. Would you like to deactivate server-side includes? No

6. Would you like to disable CGlI scripts, at least for No
now?

7. Would you like to disable indexes? No

Module 15: Printing.pm

1. Would you like to disable printing? No

Module 16: FTP.pm

1. Would you like to disable user privileges on the FTP No
daemon?

2. Would you like to disable anonymous download? No

9. Bastille asks if you wish to implement these changes, as shown in

Figure 2.13.

Figure 2.13 Implementing Bastille Changes
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Select Yes. The credits will appear. Press TAB to return to the prompt.

To test the changes you made to your system, enter the following
ping and traceroute commands as root. The commands should run
successfully.

pi ng ww. bastille-Ilinux.org

traceroute ww. bastille-linux org

Create a password for the dave account you created in Bastille by entering:

passwd dave

Changi ng password for user dave
New UNI X password:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully

Log in as user dave. The “NOTICE TO USERS” authorization banner
will appear (the etc/motd file), warning that the computer system is for
authorized use only. The banner will appear when any user, including
users with SUID status, log on to the system.

Enter the ping and traceroute commands again as dave. The commands
should fail, because only users with SUID status are allowed to run these
commands. The error messages will appear as follows:

pi ng www. bastille-linux.org
/' bi n/ pi ng: Perm ssion deni ed
traceroute www. bastille-1inux.org

traceroute: command not found

You also implemented password aging to 180 days. Observe the changes
you made to the login.def file by entering;:

cat /etc/login.defs | less

Press any key to display the next page. Press q to access the prompt.

You applied limits to system resources by limiting individual file size to
40MB, limiting individual users to 150 processes, and configuring the
allowable core files number to zero. Observe the changes you made to
the limits.conf file by entering:

cat /etc/security/limts.conf | less
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17.
18.

19.
20.

21.

22.

Press any key to display the next page. Press q to access the prompt.
Log in as root so you can add an account in the next step.

You password protected single-user mode. If a user gains access to your
physical system, he or she must enter a password to enter single-user
mode. This will keep anyone from accessing single-user mode, giving
him or her root access and no one else access to the machine. The pass-
word is the root password. To test this action, follow these steps:

Reboot the system.

At the lilo prompt, enter:

linux init 1

The following instructions will appear. Enter your root password as
requested:

Telling INIT to go to single user node.
INIT: Going single user
G ve root password for maintenance

(or type Control-D for nornmal startup): ******xx

You will access single-user mode, but only if you enter the root pass-
word. Access run-level 3 by entering:

init 3

Undoing Bastille Changes

At the time of this writing, a reliable automatic undo feature did not exist in

Bastille. To undo the changes, you can run through the configuration questions
again and select different answers. There are two other options. There is a Perl

script named Undo.pl in the Bastille directory that is designed to undo all

changes except for RPM installations. There is also a backup directory located at
/root/Bastille/undo/backup that contains all the original system files that Bastille
modified. The backup directory structure is the same as the system’s directory, so

you can manually replace the files fairly easily.

You cannot undo your Bastille configurations by simply removing Bastille. If

you do this, your changes will still be written to their specific files. If you want to

remove the program and your settings, you must undo your changes, and then

remove the Bastille directory.
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The following steps demonstrate three ways to undo the changes that you

implemented in Table 2.5.

1. One method to undo Bastille configurations is to run through the con-

figuration questions again and select different answers. If you choose this

method, access the Bastille directory and enter:

./lnteractiveBastille.pl

2. Run through the selection from Table 2.5 again, but replace several of

the “Yes” configurations with a “No” answer, as shown in Table 2.6.

Table 2.6 Undoing Bastille Configurations

Question Choice

Module 3: FilePermissions.pm

1. Would you like to set more restrictive permissions on No
the administration utilities?

3. Would you like to disable SUID status for ping? No

12. Would you like to disable SUID status for traceroute? No

Module 4: AccountSecurity.pm

3. Would you like to enforce password aging? No

4. Would you like to create a nonroot user account? No

Module 5: BootSecurity.pm

6. Would you like to password protect single-user mode? No

Module 6: Securelnetd.pm

3. Would you like to make Authorized Use banners? No

Module 8: ConfigureMiscPAM.pm

1. Would you like to put limits on system resource usage? No

3. Bastille asks if you wish to implement these changes. Select Yes. The
credits will appear. Press TAB to return to the prompt.
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4. The dave account you created will not be deleted because you only

specified that you did not want to create a new account during the
undo process. To delete the dave account, enter:

userdel -r dave

The command will remove all entries for dave in the system account
files and the dave account’s home directory.

The Authorized Use banner may still appear at logon. To manually
delete the Authorized Use banner, delete the banner text in the
/etc/motd file, or replace the motd file with the backup file. The loca-
tion of the backup file is explained in step 7.

A second method to undo Bastille configurations is to run the automated
Perl script that will undo the changes. The script is named Undo.pl, and is
designed to undo all changes except for RPM installations. To run the
Undo.pl script, access the Bastille directory and enter:

./ Undo

A third method to undo Bastille configurations is to manually remove
the changes. This can be done by replacing each file that was changed
with the backup files in the Bastille directory. The backup directory is
located at:

/root/Bastille/undo/ backup
The backup files contain the original files before they were changed,
so the original configurations are intact. Bastille makes a backup file of

each file before the file is modified. A Bastille backup directory is shown
in Figure 2.14.

Figure 2.14 Bastille Backup Directory Example
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8. For example, to change password aging back to its default 99,999 days,
replace the login.defs file with the backup file. Enter the following:

cd /root/Bastill e/ undo/ backup/etc/l ogin. defs
cp logindefs /etc/login.defs

cp: overwite ‘/etc/login.defs’ ? vy

The backup file replaces the current file, thus returning the password
expiration configuration to its default setting.

As you can see, Bastille is a powerful security tool that helps you harden your
system. It 1s relatively simple to use, and can save administrators a great deal of
time because it automatically configures the required files for each selection.
Administrators do not have to manually write to each file, or disable services
individually. Bastille is recommended for any Unix system that offers services,
whether it is a LAN or Internet server.

Controlling and Auditing
Root Access with Sudo

Superuser Do (sudo) is an open source security tool that allows an administrator
to give specific users or groups the ability to run certain commands as root or as
another user. The program can also log commands and arguments entered by
specified system users. The developers of sudo state that the basic philosophy
(www.courtesan.com/sudo/readme.html) of the program is to “give as few privi-
leges as possible but still allow people to get their work done.” Sudo was first
released to the public in the summer of 1986, and Todd Miller of Courtesan
Consulting currently maintains the program and distributes it freely under a
BSD-style license. The Sudo Main Page i1s located at www.courtesan.com/sudo,
as shown in Figure 2.15.

The program is a command-line tool that operates one command at a time.
Table 2.7 lists several important features of sudo.

Table 2.7 Sudo Features

Feature Description

Command logging Commands and argument can be logged.
Commands entered can be traced to the user.
Ideal for system auditing.

Continued
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Table 2.7 Continued

Feature

Description

Centralized logging of
multiple systems

Command restrictions

Ticketing system

Centralized administration of
multiple systems

Sudo can be used with the system log daemon
(syslog) to log all commands to a central host.

Each user or group of users can be limited to
what commands they are allowed to enter on
the system.

The ticketing system sets a time limit by
creating a ticket when a user logs on to sudo.
The ticket is valid for a configurable amount of
time. Each new command refreshes the ticket
for the predefined amount of time. The
default time is five minutes.

The sudo configurations are written to the
/etc/sudoers file. This file can be used on
multiple systems and allows administration
from a central host. The file is designed to
allow user privileges on a host-by-host basis.

Figure 2.15 Sudo Home Page
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Because sudo logs all commands run as root (or specified otherwise), many
administrators use it instead of using the root shell. This allows them to log their
own commands for troubleshooting and additional security.

The ticketing system is ideal because if the root user walks away from the
system while still logged in (a very bad idea), another user cannot access the
system simply because he or she has physical access to the keyboard.

After the ticket expires, users must log on to the system again. A shorter time
1s recommended, such as the default five minutes. The ticketing system also allows
users to remove their ticket file.

System Requirements

To install and run sudo from the source distribution, you must have a system run-
ning Unix. Almost all versions of Unix support the sudo source distribution,
including almost all flavors of POSIX, BSD, and SYSV.You must also install the C
compiler and the make utility.

Sudo 1s known to run on the following Unix flavors: Auspex, SunOS, Solaris,
ISC, RISCos, SCO, HP-UX, Ultrix, IRIX, NEXTSTEP, DEC Unix, AIX,
ConvexOS, BSD/OS, OpenBSD, Linux, UnixWare, Pyramid, ATT, SINIX,
ReliantUNIX, NCR, Unicos, DG/UX, Dynix/ptx, DC-Osx, HI-UX/MPP,
SVR 4, and NonStop-UX. It also runs on MacOSX Server. To see if your OS
version is compatible, visit www.courtesan.com/sudo/runson.html. In the fol-
lowing examples, the Linux 2.2.16 kernel (included with Red Hat Linux 7) will
be used on an 1586 system.

The Sudo Command

The sudo command allows a user to execute a command as a superuser or
another user. All configurations for sudo are written to the /etc/sudoers file. The
sudoers file specifies whether that command is allowed by that particular user.

In order to use sudo, the user must have already supplied a username and
password. If a user attempts to run the command via sudo and that user is not in
the sudoers file, an e-mail is automatically sent to the administrator, indicating
that an unauthorized user is accessing the system.

Once a user logs in to sudo, a ticket is issued that is valid by default for five
minutes. A user can update the ticket by issuing the —v flag, which will validate
the ticket for another five minutes. The command is entered as follows:

sudo —-v
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If an unauthorized user runs the -v flag, an e-mail will not be sent to the
administrator. The -v flag informs the unauthorized user that he or she is not a
valid user. If the user enters command via sudo anyway, an e-mail will then be
sent to the administrator.

Sudo logs login attempts, successful and unsuccessful, to the syslog(3) file by
default. However, this can be changed during sudo configuration. Some of the
command-line options listed in Table 2.8 are used by sudo.

Table 2.8 Selected Sudo Command Options

Option Option Name Description

-V Version Prints version number and exits.

-l List Lists the commands that are allowed and
denied by current user.

-h Help Prints usage message and exits.

-v Validate Updates the user’s ticket for a configured

amount of time (default is five minutes). If
required, the user must re-enter the user
password.

-k Kill Expires the user’s ticket. Completing this
option requires the user to re-enter the user
password to update the ticket.

-K Sure kill Removes the user’s ticket entirely. User must
log in with username and password after
running this option.

-u User Runs the specific command as the username
specified. The user specified can be any user
except root. If you want to enter a uid,
enter #uid instead of the username.

@ Downloading Sudo

Sudo can be downloaded from multiple sites, all specified at the sudo Web site
(www.courtesan.com/sudo). For this demonstration, I used version 1.6.3p6,
which is included on the companion CD (sudo-1.6.3p6.tar.gz). Other versions
should be similar. For sudo download locations (many exist) via FTP and HTTP,
visit the following Web addresses:

= FTP www.courtesan.com/sudo/ftp.html

= HTTP www.courtesan.com/sudo/www.html
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The master FTP and HTTP sites for sudo are located and maintained by
Courtesan Consulting at:

= FTP ftp://ftp.courtesan.com/pub/sudo
= HTTP www.courtesan.com/sudo/dist
Many distributions exist for the different Unix flavors. Download the version

specific to your system. For example, follow these steps to download sudo for
Red Hat Linux:

1. Access the sudo master http download site at www.courtesan.com/
sudo/dist.

2. Download the latest version of sudo displayed at the bottom of the
directory. For example, in Figure 2.16, you will select sudo-
1.6.3p6.tar.gz. Later versions will function in this example.

Figure 2.16 Downloading Sudo
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3. Download the tarball to any directory you choose. Unlike Bastille, you
are not required to run the program in the root directory only. Sudo has
been downloaded to the /root directory for this example.
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Installing Sudo

To install sudo, you must first download the specific sudo tarball. After download,
locate the directory where you downloaded sudo and follow these steps:

1.

Access the directory where you downloaded sudo, and decompress the
tar file (your sudo version number will vary depending on the version of
sudo that you downloaded) by entering;:

tar —zxvf sudo-1.6.3p6.tar.gz

A directory will be created, such as sudo-1.6.3p6.
Access the sudo directory by entering:

cd sudo-1. 6. 3p6

To creates a makefile and config.h file that will allow you to configure
sudo, enter:

./ configure

You can add options to the ./configure command to customize your
sudo installation. Simply append the options listed in Table 2.9 to your
./configure command. The entire list of options is available in the
/sudo/INSTALL file.

Table 2.9 Sudo ./configure Options

Default
Option Description (if applicable)
--bindir=DIR Sudo installed in DIR. EPREFIX/bin
--sbindir=DIR Visudo installed in DIR. EPREFIX/sbin
--sysconfdir=DIR Sudoers file installed in DIR. /etc
--mandir=DIR Man pages installed in DIR. PREFIX/man
--with-skey Support S/Key One Time n/a
Password (OTP).
--with-SecurlD=DIR Support SecurlD. DIR is the n/a

directory where sdiclient.a,
sdi_athd.h, sdconf.h, and
sdacmvls.h will be located.

Continued
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Default

Option Description (if applicable)
--with-fwtk=DIR Support TIS Firewall Toolkit n/a

(FWTK) ‘authsrv’. DIR is the

base directory where the

compiled FWTK package

will be located.
--with-kerb4 Support Kerberos v4. n/a

Cygnus Network Security

(CNS) is the only tested

package.
--with-kerb5 Support Kerberos v5. For n/a

--disable-shadow

--with-sudoers-uid

--with-sudoers-gid

--without-passwd

authentication, Kerberos
passphrases are used, not
the Kerberos cookie
scheme. MIT Kerberos V,
release 1.1 (will not work
with versions earlier than
1.1) is the only test
package, but CNS should
also work.

Disable shadow passwords.

Defines the UID (User ID)
that owns the sudoers file.
Actually configured in the
makefile.

Defines the GUI (Group ID)
that owns the sudoers file.
Actually configured in the
makefile.

Disables authentication
using the passwd or
shadow file. Do not disable
this authentication method
unless you are using
another authentication
method.

Supported. Shadow
password used if it
exists.

0

n/a

n/a

Continued
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Table 2.9 Continued

Option

Description

Default
(if applicable)

--with-logging=TYPE

--with-logpath=PATH

--with-mailto

--with-mailsubject

--with-runas-default=USER

--with-passwd-tries=TRIES

--with-timeout=MINUTES

--with-password-
timeout=MINUTES

Defines logging method.
The types include syslog,
file, or both. syslog allows
centralized logging and is
recommended.

Defines the location of the
sudo log file.

Defines the user account
that sudo mail will be sent.
Mail usually indicates an
alert.

Defines the subject of the
sudo mail.

Defines the default user for
the sudo command. By
default, sudo gives root
privileges if the —u flag is
not specified.

Defines the number of
password attempts given to
a user.

Defines the number of min-
utes before another sudo
password is required

Defines the number of min-
utes that sudo waits before
the sudo password prompt
times out.

syslog

Default is /var/log/
sudo. If your system
does not have this
directory, it defaults
to /var/adm/sudo
Jlog or /usr/adm/
sudo.log.

root

"*** SECURITY
information for
hosthame***"

root

Three tries

Five minutes.
Configure minutes
to zero and sudo
will always request
a password.

Five minutes.
Configure minutes
to zero for no pass-
word timeout.

Www.syngress.com

Continued



Table 2.9 Continued

Hardening the Operating System ¢ Chapter 2

Option

Default

Description (if applicable)

--with-editor=PATH

Defines the default editor
path used by visudo. You
can also list several editors
in a colon-separated list.
visudo checks the USER
environment variable and
selects the defined one. It
can also select the first
editor that is installed on
the list.

vi system path

6. You can also edit makefile to change the default paths for installation, as
well as the other configurations listed in Table 2.8. If you require this

change, open makefile in a text editor. For example, enter:

vi Makefil e

Figure 2.17.

Locate the “Where to install things...

>

> section of makefile, as shown in

Figure 2.17 Sudo Makefile

File Xeiiin'd Cbleiie Hep

[rre— o " J
=i =

= " X
. F -
||||| - [
L
'
v
----- o
e
[,
smuiirw o e L
- iy
" i =
—y
¥ Lheer . il e ihe arhe o =
i
5 Fms il P i s
i LT - i ¥,

p=_10= ] HETY - i

Www.syngress.com

85



86

Chapter 2 * Hardening the Operating System

10.

11.

12.

13.

NoTE

Change the default paths if necessary. For this example, we recommend
that you use the default paths.

Quit the file. If you use the vi text editor, enter:

- q

(Optional) You can also change the default installation paths when you
run the ./configure command (you ran the configure command in a
previous step).To do this, enter an option after the command. For

example, by default the sudoers file is installed in the /etc directory. You
can change this location by entering:

./ configure --sysconfdir=DR

where DIR is the new installation directory.
To compile sudo, run the make command by entering:

make

(Optional) You will probably need GNU if you install sudo in a direc-
tory other than the source file directory. If you have errors during instal-
lation, read the TROUBLESHOOTING and PORTING files.

To install sudo, you must be the root user. Run the make install com-
mand to install the man pages, visudo, and a basic sudoers file by
entering:

make install

Any existing sudoers file will not be overwritten.

14.

You have installed sudo. The next section explains how to configure it to
suit your system’s needs.

Configuring Sudo

To configure sudo, you must edit the %/sudo-1.6.3p6/sudoers file. The sudoers file

defines which users are allowed to execute what commands. Only the root user is
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allowed to edit the file, and it must be edited with the visudo command. A
sample.sudoers file is included in the sudo directory, and is shown in Figure 2.18.

Figure 2.18 Sample.Sudoers File
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The visudo command opens the sudoers file, by default, in the vi text editor.
The vi commands are used to edit and write the file. You can change the default
text editor used by visudo using the compile time option.Visudo uses the
EDITOR environment variable. The visudo command performs the following

tasks when editing the sudoers file:

= Checks for parse errors Visudo will not save any changes if a syntax
error exists. It will state the line number of the error and prompt you for
guidance.You will be offered a “What Now?” prompt and three choices:

[T

e” to re-edit the file, “x” to exit without saving, and “Q” to quit and

save changes. A syntax error result is shown in Figure 2.19.

NoTE

If a syntax error exists in the sudoers file and you choose Q to quit and
save the visudo changes, sudo will not run until the problem is corrected.
You must run visudo again, fix the problem, and save the file again. It is
recommended that you select e to attempt to fix the problem, or x to exit
without saving (if you are not sure of what went wrong).
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=  Prevents multiple edits to the file simultaneously If you attempt
to run visudo while the sudoers file is being edited, you will receive an
error message informing you to try again at a later time.

Figure 2.19 Visudo Parse Error
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The sudoers file consists of two different types of entries, user specifications and
aliases. The following examples show you how to use user specifications, which
define which user is allowed to run what commands. Aliases are basically variables.

The sudoers file contains a root entry. The default sudoers file is shown in
Figure 2.20. The user privilege specification is listed as:

root ALL=(ALL) ALL

This configuration allows the root user to issue all commands.

Figure 2.20 Default Sudoers File Allowing the Root User Access to
All Commands
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To allow other users to run commands as root, you must enter those users in
the sudoers file. You must also list the host on which they are allowed to run the
commands. Last, you must list the specific commands that those users are allowed
to run as root. In the following steps, you will create user bob and allow him to
run several commands as root using sudo on your system.
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Open the sudoers file by entering:

vi sudo

The sudoers file opens in vi. Locate the “User privilege specification”
section. After the root entry, enter the following (press i to insert text):

bob your-hostnane = /shin/ifconfig, /bin/kill, /bin/ls

This line allows user bob to run the ifconfig, kill, and Is commands
as root. Your screen should resemble Figure 2.21 (except the host name).

Figure 2.21 User Privilege Specification in Sudoers File
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Press Esc to write and quit the file. Then, enter:
LWy

This command writes and quits the file using vi.
Now you must create user bob. Enter:

user add bob

Create a password for user bob by entering:
passwd bob

Changi ng password for user bob

New UNI X password:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully
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NoTE

By default, all commands you list in sudoers will run as root unless you
specify otherwise. For example, bob could run commands as user
bugman if desired. You would enter:

bob your-hostname = (bugnman) /sbin/ifconfig

In this case, the ifconfig command will run as user bugman. You can
allow bob to enter commands as several different users.

bob your-hostnane = (bugman) /sbin/ifconfig, (root) /bin/kill,
/bin/ls

The kill and Is commands will run as root, while the ifconfig com-
mand runs as bugman. At the command line, bob will enter:

sudo —u bugman /sbin/ifconfig

Running Sudo

You have configured sudo to allow user bob root privileges for the ifconfig, kill,
and Is commands. When bob wants to run these commands, he must first enter
the sudo command, and then his password.

1. Log on as user bob.
2. To find out what commands bob has root access to, enter the following:

sudo -l

3. If this is your first time running sudo as user bob, a warning will display:

W trust you have received the usual lecture fromthe |ocal
System Administrator. It usually boils down to these two things:
#1) Respect the privacy of others.

#2) Think before you type

4. A password prompt appears. Do not enter the root password. Enter bob’s
password.

Passwor d:
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The commands that bob is allowed to run on this host are listed, as
shown in Figure 2.22.

Figure 2.22 Commands That User bob Can Run as Root
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To test your sudo configurations, run an ifconfig option that requires
root permission without using sudo. Enter:

[ sbin/ifconfig eth0O down

Permission is denied because bob is not allowed to deactivate the
system’s interface.
To deactivate the interface, bob must use sudo. Enter:
sudo /sbin/ifconfig ethO down

You will be successful. Please note that sudo will ask for the bob’s
password if bob’s ticket has expired (the default is five minutes). If you

run this command within five minutes from the last, you will not be
prompted for a password.

R eactivate the interface. Enter:

sudo /sbin/ifconfig ethO up

Next, restart one of the httpd processes using the kill command by
entering:

ps aux | grep httpd

Choose an Apache PID from the list that appears. (If Apache is not
installed, select a difterent service process to restart.) Enter:

kill —HUP [Pl D NUMBER]
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11.

12.

13.

14.

15.

You are not allowed to restart the httpd process because you are not
root. You will receiv